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1 Introduction
At SA3#43 Vodafone and Nokia presented S3-060308 which proposed to extend the 3GPP NDS/AF standard, TS 33.310, to support TLS. During the discussion it was felt by SA3 that more justification was needed before the proposal could be accepted. This document provides further justification in support of the proposal. A WID and CR are also presented for approval. 
2 Application of NDS/AF to inter-operator IPsec
The NDS/AF standard defines an inter-operator Public Key Infrastructure (PKI) that can be used to support the establishment of IPsec connections between operators. IPsec may be used to secure the following types of inter-operator IP-based communications:

· GPRS roaming 
· MMS interconnect

· WLAN roaming

· IMS-based SIP interconnect 
In general, each operator would have several IPsec gateways that need to communicate with several IPsec gateways in the peering network. The NDS/AF standard means that a single cross-certification operation between the peering operators would allow any IPsec gateway in one operator to communicate securely with any IPsec gateway in the other operator. It also means that gateways can be easily added and removed without the need for any inter-operator procedures. Without the NDS/AF standard, or some similar PKI, the process of establishing the communication links between each pair of peering IPsec gateways could be quite costly, especially as the number of IPsec gateways increases. 

3 Application of NDS/AF to inter-operator TLS
While IPsec might be deployed quite widely for securing inter-operator IP-based communications, TLS might also be used to secure inter-operator IP-based communications in some situations. In the following sub-sections we consider the applicability and usefulness of NDS/AF when applied to the following two situations were TLS might be used:

· Generic authentication architecture

· Non-IMS SIP interconnect

In addition, TLS might be used to secure other types of inter-operator communications in the future.
It should also be noted that other types of security protocols for inter-operator communication might be used in the future which may justify further extensions to NDS/AF.   
3.1 Generic authentication architecture
TS 33.220 specifies that TLS is used on the Zn’ interface between a Zn-proxy in a visited network and a bootstrapping server function (BSF) in a home network. The purpose of the Zn-proxy is to act as an intermediary between the possibly many network application functions (NAF) in a visited network that need to contact a BSF in the home network. 
Figure 1 illustrates the case of an MS from operator B accessing a NAF in operator A using GAA. TLS is used to secure the interface between a Zn proxy in a visited network and a BSF in a home network.
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Figure 1 : Use of TLS for GAA roaming
3.2 Non-IMS SIP interconnect

While 3GPP specifies the use of IPsec for secure SIP interconnect between IMS networks and for secure SIP access by clients to the IMS core, TS 33.203 recommends to use TLS for secure SIP interconnect between IMS networks and non-IMS networks. SIP interconnection between the IMS world and non-IMS world is likely to be an important requirement for many operators. SIP interconnection between non-IMS networks is also likely to be an important requirement for many operators who choose not to deploy IMS for some SIP-based services. TLS is likely to be used for SIP interconnection between such non-IMS networks. Even though SIP interconnection with non-IMS operators could be considered to be outside the scope of the 3GPP specifications, this does not necessarily imply that NDS/AF could not be used to secure such types of interconnect in some cases.

Figure 2 illustrates the use of TLS to secure SIP interconnection between an IMS network and a non-IMS network.
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Figure 2 : Use of TLS for SIP interconnect

Although it is not expected that the 3GPP NDS/AF standard would be used in every case of TLS-based SIP interconnect, we believe that operators should have the option to use NDS/AF, especially if it is already deployed and used to secure other types of inter-operator communication. 

The benefit gained from NDS/AF increases as the number of TLS peering relationships between the interconnected networks increases. In the case of SIP interconnect, it is quite likely that there are many TLS peering relationships between the interconnected networks. For example, there is likely to be a multitude of SIP servers in each network which need to communicate securely with a multitude of SIP services in the peering network using TLS. Having said this, it is possible that TLS proxies could be used in a similar way to the Zn-Proxy in GAA to reduce the number of TLS peering relationships. This is illustrated in Figure 3.
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Figure 3 : Use of TLS proxy for SIP interconnection
4 Use of NDS/AF across IPX networks
The GSM Association is currently defining a framework for IP Exchange (IPX) networks that are expected to be used for IP-based communications between GSM/3G operators. One of the key features of IPX is that it is intended to facilitate interconnection with non-GSM/3G operators. Another key feature is that IPX proxies/hubs may be used to mediate communications between operators. These proxies/hubs may prevent the use of end-to-end security in some situations and require that security is provided on a per hop basis.

The inter-connection with non-GSM/3G operators and the introduction of IPX proxies/hubs means that, in some situations, security might be terminated in equipment that is not owned by GSM/3G operators. Even though interconnection with non GSM/3G operators could be considered to be outside the scope of the 3GPP specifications, this does not necessarily imply that NDS/AF could not be used to secure such types of interconnect. We believe that the current IPsec-based NDS/AF and an extension to support TLS would both be potential useful even if the peering operator is not a traditional GSM/3G operator but an IPX proxy or an interconnected non-mobile operator or service provider.

5 Description of NDS/AF-based TLS interconnection
In this section we describe how NDS/AF may be used to support inter-operator security based in TLS. 
Each operator has a TLS client CA and a TLS server CA which issues TLS client and TLS server certificates to the entities within that operator’s network that need to establish TLS connections with peering networks. Each operator also has an interconnection CA which issues cross-certificates to its peering networks’ TLS client CA and TLS server CA. The cross certificates allow an entity in one operator to be able to verify the certificate of an entity in the peering network. The process is illustrated in Figure 4. 
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Figure 4 : Use of NDS/AF for inter-operator security based on TLS
Notice that the peering operators need only perform one cross certification operation in order to allow several TLS peering relationships between the networks to be established. 
6 Evaluation on the use of NDS/AF to help establish TLS connections
If each operator has several TLS entities that need to communicate with several TLS entities in the peering network, then the NDS/AF standard means that a single cross-certification operation between the peering operators would allow any TLS entity in one operator to communicate securely with any TLS entity in the other operator. It also means that TLS entities can be easily added and removed without the need for any inter-operator procedures. Without the NDS/AF standard, or some similar PKI, the process of establishing the communication links between each pair of peering TLS entities could be quite costly, especially as the number of TLS entities increases. 

If TLS proxies are used, then the number of peering relationships is reduced and the benefit of using NDS/AF may not be as great. On the other hand, NDS/AF removes much of the need for proxying as it allows the creation of direct peer-to-peer links. This has a number of benefits such as reducing the expense of proxy infrastructure and avoiding the creation of bottlenecks and single points of failure. Furthermore, even if proxies are used then in practice there might be several of them for load balancing reasons. Setting up TLS connections between these proxies is likely to be difficult without a PKI like NDS/AF. One alternative is for all proxies in a network to share a single key and certificate but this has drawbacks too as it requires copying keys between machines which would be difficult to do securely.
Even if the number of TLS connections between operators is low, NDS/AF still offers the benefit of providing a standardised solution for establishing the TLS connections, which would otherwise not be available. 

7 Proposal

We believe that extending NDS/AF to support TLS would be valuable to operators in helping them to establish TLS connections with each other. It is therefore proposed to consider the attached CR and WID for approval. An overview of the CR is provided in the following annex.
Annex: Proposed CR to TS 33.310
A CR to add TLS support to NDS/AF is attached to this document. The CR and the following descriptive text are based on the draft changes presented in at SA3#43 in S3-060308.

CA structure

The same CA structure as the current version of NDS/AF is retained with each operator having a SEG CA that issues certificates on the IPsec SEGs in that operator’s domain, and an interconnection CA that issues cross-certificates on the SEG CAs of that operator’s interconnect/roaming partners. To allow certificates to be issued to TLS peers, new TLS CAs are created. In particular, a TLS server CA is created for issuing certificates on TLS servers, and a TLS client CA is created for issuing certificates on TLS clients. To facilitate secure TLS communications between operators, the interconnection CA of each operator issues cross-certificates on the TLS client CAs and TLS server CAs of that operator’s interconnect/roaming partners.

The above describes the most general case with separate CAs for each purpose. However, it is specified in the draft CR that an operator is allowed to combine the CAs.
Providing cross-certificates to TLS peers

For IPsec, the SEGs are required to fetch cross-certificates from a local database in the operator’s domain using LDAP. For TLS, LDAP is currently not widely supported in TLS peers for this purpose. Instead certificates are generally contained in configuration files. Since the list of cross-certificates that should be made available to a TLS peer changes based on the operator’s interconnect agreements, the TLS peer should be able to handle dynamic lists of certificates. Unfortunately this is not widely supported in current products, and the TLS peer may have to be re-started to take any changes in the certificate configuration file into effect. This would be an unacceptable solution for secure inter-operator communications. The alternative approach is to require the TLS peer to handle dynamic certificate configuration files, or for it to implement a mechanism to fetch certificates dynamically from a central store. Both of these solutions are described in the CR and the decision on which of the methods to use is left as an operator internal issue. We believe that this is sufficient since the main purpose of the NDS/AF standard is to agree on inter-operator issues rather than operator internal ones.
Method for TLS peers to fetch CRLs

For IPsec, the SEGs use LDAP to fetch CRLs for certificate revocation checking purposes. For TLS, it may be more appropriate to use HTTP. For this reason we specify that TLS peers may use LDAP or HTTP for fetching CRLs.
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