TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

​3GPP TSG SA WG3 Security — SA3#44
S3-060497
11 – 14 July, 2006
Tallinn, Estonia
Source:
Ericsson

Title:
Sending FQDN over Zn
Agenda item:
GBA (Rel-6)
Document for:
Discussion and decision

1 Introduction 

The current text in TS 33.220 [1] includes contradictory text regarding the sending of the FQDN over Zn. This contribution clarifies the sending of FQDN over Zn reference point.  
2 Discussion

Clause 4.5.3 of TS 33.220 [1] describes how NAF sends the FQDN parameter to the BSF:

“2.
NAF starts communication over reference point Zn with BSF

-
The NAF requests key material corresponding to the B-TID supplied by the UE to the NAF over reference point Ua. If the NAF has several FQDNs, which may be used in conjunction with this specification, then the NAF shall transfer in the request over Zn the same FQDN, which was used over Ua (This is to allow for consistent key derivation in BSF and UE as described above);

-
The NAF may also request one or more application-specific USSs for the applications, which the request received over Ua from UE may access;

-
With the key material request, the NAF shall supply NAF-Id (which includes NAF’s public hostname that UE has used to access NAF and the Ua security protocol identifier) to BSF, and BSF shall be able verify that NAF is authorized to use that hostname.”

The first bullet gives the understanding that the NAF would send its FQDN (to be used for key derivation) to the BSF only if the NAF has several FQDNs. This is not correct as the NAF’s FQDN is always sent to BSF as part of NAF-Id as is described in bullet three. Therefore, the highlighted text in the first bullet should be removed as it is incorrect and also overlapping with the text in bullet three. 
It should be noted that stage-3 TS 29.109 specifies that the “Address of NAF”, i.e. FQDN of NAF, is sent from the NAF to the BSF in “Origin-Host” AVP that is a separate AVP from the “NAF-Id” AVP. However, the FQDN in the “Origin-Host” AVP may be different from the FQDN in the “NAF-Id” AVP, and it is not used for key derivation but for checking if this NAF-Id is allowed to be used for the NAF. The current text in TS 33.220 could result to that the wrong FQDN is used in NAF key derivation in the BSF.
Proposed new text is presented below. The term “public hostname” has also been replaced with “FQDN” as it is our understanding that they are the same thing.
2.
NAF starts communication over reference point Zn with BSF

-
The NAF requests key material corresponding to the B-TID supplied by the UE to the NAF over reference point Ua;

-
The NAF may also request one or more application-specific USSs for the applications, which the request received over Ua from UE may access;

-
With the key material request, the NAF shall supply a NAF-Id (which includes the NAF’s FQDN that the UE has used to access this NAF and the Ua security protocol identifier) to the BSF (This is to allow for consistent key derivation in BSF and UE as described above). The BSF shall be able verify that this NAF is authorized to use that FQDN.

3 Conclusion

This contribution clarifies the sending of FQDN over Zn reference point. Accompanying CR implements this in the TS 33.220. It is proposed to add the correction as essential correction from Rel-6 as using a wrong FQDN would result to deriving wrong NAF specific keys in the BSF.
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