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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Terminal:
For the purposes of the present document, the term terminal denotes a trusted device that can establish a shared key with a UICC. The terminal may be
- the device hosting the UICC (e.g. ME) or 
- the entity that is connected to a device hosting the UICC via a local interface (e.g. PNE as defined in TS 22.259 [4]).


NOTE:
The definition of trusted terminals is out of the scope of the specification. It is assumed that the home network can decide whether a terminal is trusted or not. 

Editor’s note: 
Some examples of trusted terminal may be included
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Editor’s note: 
It is for further studies, if special symbols are needed.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

Ks_ext_NAF
Derived key in GBA_U

Ks_int_NAF
Derived key in GBA_U, which remains on UICC

Ks_local
Derived key, which is shared between a terminal and a UICC

NAF
Network Application Function
PNE
Personal Network Element
SLF
Subscriber Locator Function 

USS
User Security Setting

4
Key Establishment between a UICC and a terminal 

4.1 Reference model

GBA_U [3] is used to provision a shared key between a UICC and a terminal (i.e. Ks_local). The GBA_U key Ks_int_NAF is used by the UICC and the NAF to derive Ks_local. The NAF securely delivers Ks_local to the terminal through a TLS tunnel, which is established between the NAF and the terminal.

Figure 4.1 and figure 4.2 show a network model of the entities that utilize the bootstrapped secrets, and the reference points used between them. In figure 4.1 the terminal is the device hosting the UICC whereas in figure 4.2 the terminal is connected to a device hosting the UICC.
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Figure 4.1: High level reference mode (the terminal is the device hosting the UICC)
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Figure 4.2: High level reference mode (the terminal is connected to a device hosting the UICC)




4.2 Network elements

Editor’s note: 
Details to be filled in.

4.3 Key establishment architecture and reference points


This document is based on the architecture specified in TS 33.220 [3]. The Reference Points that are not explained in this section can be found in TS 33.220 [3].
4.3.1
Reference point Ub

The reference point Ub is implemented between the terminal and the BSF as described in TS 33.220 [3]. The terminal runs the HTTP Digest AKA protocol. This allows the UICC and the BSF to generate the bootstrapping key Ks. 
4.3.2
Reference point Ua

The reference point Ua is used to deliver Ks_local and the associated parameters to the terminal.
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