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1 Introduction

The baseline document ‘Security aspects for inter-access mobility between non 3GPP and 3GPP access network’ agreed in sa3#43 meeting defined a scope of the MIP security studies. One of security aspects is integrity protection of MIP signalling. This paper is a discussion of integrity protection of MIP signalling. 
2 Message authentication of MIP
Providing a way to check the integrity of information transmitted over, or stored in, an unreliable medium is a prime necessity.  

MIP signalling for inter-access mobility between 3GPP and non 3GPP will be transmitted (or stored in) through MN/MS-access network-HA. Assuming that an HA instance is physically co-located with an access termination GW (e.g. GGSN instance). Let’s also assuming that there is a HA selection mechanism that would allow the selected HA to correspond to the GW terminating the UE’s access bearer. The main benefit is that MN can be in the home link (no MIP tunneling over the access bearer).  Based on the above assumption, and where the user is in GPRS coverage, the medium for MIP signalling transmission might be considered as reliable since the underlying (GPRS network) provides security protection. However, where the access type is not co-located with the HA (e.g. PDG) or where the access type does not offer the requisite security, it may be necessary to provide integrity security protection. 
Thus, Home agent and mobile notes would be requested to perform message authentication. The default authentication algorithm is HMAC-MD5 with a key size 128 bit.  The foreign agent would be able to support message authentication using HMAC-MD5 and key size of 128 bits.  With message authentication, the receiving entity (MS/MN or HA) would be able to verify that signalling data has not been modified in an unauthorised way since it was sent by the sending entity (HA or MS/MN) and that the data origin of the signalling data received is indeed the one claimed. 
Proposal

Based on above discussion, this paper proposes to add a new chapter 5.3: Message authentication. It then proposes that an integrity checking of MIP signalling is needed.  A sub-chapter 5.3.1: Message authentication of MIPv4, will be added under the chapter.  A message authentication method with key for MIPv4 is provided with the Pseudo-CR.  
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