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1 Introduction

SA3 discussed the need for user plane integrity protection at SA3#43 (cfr S3-060250). During the discussion the need for user plane integrity protection was questioned, but at the meeting no final agreement was reached. It was concluded that more justification was needed before a decision in favour of user plane integrity protection could be accepted. 

This contribution analyses the effects of user plane integrity protection. From a theoretical point of view, the use of the user plane integrity protection is a must in order to be able to protect against user plane packet modifications. When only user plane encryption is activated, from a practical point of view it is already harder for an attacker to mount sustainable attacks. Given that, dependent on the application type, there may be big data overhead costs and there may also be delay effects (see issues 1/2/3), the use of user plane integrity protection probably should not be mandated. As consequences of analysed issues are not the competence of SA3, it is then proposed to invite other groups to comment before taking a decision.

2 Consequences of (not) applying user plane integrity protection

Issue-1: Adding MACs to each user plane packet reduces the available bandwidth.

While it could be supposed that LTE access should not have the bandwidth limitations of 2G/3G systems, it should still be a design goal to maximize the available air interface throughput and minimize delays. Applying integrity protection to short packets (e.g. VoIP), adds a non-negligible amount
 of overhead. 

As an example suppose a voice sample with length 40 bytes. It requires a 20 byte IP header, 8 bytes UDP header and a 12 byte RTP header to transport on an IP network. The IP/UDP/RTP header can be compressed (e.g. ROHC according to RFC3085).  Applying HMAC-SHA-1 produces a 160-bit MAC value which could be truncated e.g. to 128-bit (16 Byte). Suppose that the header compression succeeds in a 40 to 5 byte compression leading to a packet of 45 byte. Then adding a MAC of 16 bytes adds an overhead of 16 byte to the 45 byte and thus increases the packet size by 35%. If we decrease the MAC-length then adding integrity protection codes will consume less bandwidth but at a lower security level. Adding an 8 byte MAC code to each IP-packet, which could be seen as a minimum from a security point of view, would still expand the packet size by 17,5%.

The calculation above assumes that there is one IP packet per PDCP PDU
. Possibly several short IP packets could be put into one PDCP PDU. This would reduce the MAC-overhead, but increase the effect of a bit error.
Issue-2: Most IP packets are small

The contribution R2-061858 to the RAN2adhoc in June concludes that it is important for an LTE access network to provide for efficient transmission of large fractions of small packets. We quote from that contribution: ‘ Internet traffic analysis studies (e.g., [1], [2]) highlight an important aspect that should be considered within the RAN groups in the context of LTE: more than 50 percent of all IP packets in the Internet are small (roughly 40 bytes or less). To a large extent those are the TCP acknowledgements and TCP connection management messages (SYNs / FINs). Note that a TCP receiver typically acknowledges every other data packet. Thus at least one third of the packets of a TCP-based bulk data transfers are TCP acknowledgements.

When assuming for an SAE/LTE access network a larger share of VoIP traffic then an even larger percentage of IP packets will be small. And when also assuming a wide use of IP‑based header compression within an SAE/LTE access network then those small IP packets will result in even smaller PDCP PDUs (e.g., roughly 5 bytes in the case of a TCP acknowledgement). ‘  
So we conclude here that adding integrity protection will cause a considerable overhead when performed at PDCP layer both for TCP and for VoIP traffic (cf. Issue-1).

Issue-3: Implications on conversational (real-time) voice.

Most audio/video encoding schemes will produce acceptable quality from the user point of view, even in the presence of bit errors. When applying integrity protection, a single bit error, either in the data portion of the packet or in the MAC portion, will cause a packet to be dropped. The effect may be non-acceptable voice-quality, dependent on the value of the BLER (Block Error Rate) that is expected to be higher at the cell-edges.

Issue-4: Implication on streaming media.

In general on streaming media fewer problems are expected regarding quality when packets have to be thrown away at the receiver because of integrity check failures. This is due to the fact that packet buffering applies at the receiver and missing packets could be retrieved by the application before play-out (retransmission requests). Whether this can be done without noticeable effect on the application depends on the buffer size and the round-trip-delay.

Issue-5: Effects on information retrieval services (Bursty in nature).

The TCP layer provides the reliability for many upper layer applications/protocols (e.g. http), and thus ensures that missing packets are re-fetched. PDCP packet drops due to failed integrity protection would be corrected. However, using TCP results in the use of many short packets (issue-2)

Issue-6: Integrity services may be provided already at the upper layers.

Applications that require high security will use application layer security mechanisms (e.g. TLS) and these services mostly run on top of TCP (issue-5). However, SA3 decided that the security features of LTE should be developed as an independent toolbox without taking into account application layer security services.

Issue-7: The benefits for an attacker replaying/modifying encrypted packets are practically not so clear (no integrity protection)

It is well-known that encryption alone does not provide integrity protection features, but practically encryption alone may already increase the complexity to mount a successful attack. 

Considering the effects of packet modifications, it may not be so difficult for an attacker to meaningfully modify packets in the presence of encryption. Especially in the case of a stream cipher if the attacker knows e.g. the IP address of the target and the position of the IP address in the bit stream, the attacker can change it to any other IP address without having to break the stream cipher. This could be used in a redirection attack. Encryption of the UP traffic on one hand makes it more difficult for an attacker to determine the location of the IP header(s) within a PCDP PDU. In addition, in order to modify the destination address of an IP packet that is encrypted with a stream cipher, the attacker has to know the original destination address. A prudent security design would include user plane integrity protection in order to future-proof the system. 

Packet substitution or packet insertion of formerly sent (encrypted) packets will fail due to unmatched sequence numbering (SN)
 of the payload as this SN is used within the key stream generation (cf. UMTS).

Issue-8: The benefits for an attacker replaying/modifying unencrypted packets (no integrity protection)

As there is no packet authentication for user plane data in this case, this allows packet modifications (e.g. redirection attacks) and replays. When we assume that Network Domain Security is applied on the S1-U
 reference point in order to counteract S1 reference point threats, then the attacker needs to be active on the air-interface. In this case there is a benefit to apply user plane integrity protection. Dependent on the type of application this may reduce the perceived quality and available throughput (see issue-1/2)

Issue-9: Adding user plane integrity protection adds complexity/cost

Adding user plane integrity protection is not more costly from a performance point of view than ciphering alone. Assume that UIA1 and UEA1 can be reused then applying both ciphering and integrity protection seems to require twice as much cryptographic performance as for a UMTS UE. Keyed hashing can be done very fast. But for short packets integrity protection adds considerable overhead (cf. Issue-1/2). From an algorithm implementation point of view most implementation may be shared with the ciphering algorithm (e.g. UIA2, UEA2), but this is not the case generally. When we suppose that user plane ciphering is based on a stream cipher then most of the complexity, i.e. sequence number handling, is already there. Note that as described below, secure activation of integrity for user plane needs to be ensured.

Issue-10: Activating user plane integrity protection when optional for use
.

The network shall decide whether integrity protection shall be used. This decision may be taken by the network based on operator settings. These operator settings could describe e.g. that user plane integrity protection shall be activated if no user plane ciphering is activated or that e.g. for VoIP integrity protection shall not be activated. In the latter case the UPE needs to be involved in security activation. If this introduces complexity (so extra costs) is for ffs. In any case the UE needs to be informed securely about the network preference via NAS protected signaling.

3 Proposal

From a theoretical point of view, the use of the user plane integrity protection is a must in order to be able to protect against user plane packet modifications. When user plane encryption is activated, from a practical point of view it is much harder for an attacker to mount sustainable attacks. Given that dependent on the application type there may be big data overhead costs and there may also be delay effects (see issues 1/2/3), the use of user plane integrity protection probably should not be mandated. 

In order to prepare for a decision at SA3#45 on the use of user plane integrity protection, we would like to send an LS to RAN2, SA4 (cc RAN3) with following questions:

Assuming that user plane integrity protection shall be activated then a 8-16 byte MAC would be added to each PDCP PDU.

- Does RAN2 expect any negative effects introduced by the addition of integrity protection codes to each packet (e.g. performance, data throughput,….).

- Can SA4 comment on the effects of packets drops (due to failed integrity verification) on the following (not extensive) list of applications especially in situations where the BLER (Block Error Rate) can be considered higher (e.g. at cell-edges):


a) streaming media (audio, video)

             b) conversational (real-time) voice

             c) retrieval services (web access, downloads) … 

It is also proposed that the analysis of Section 2, is incorporated in the document "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution".

























































































































































































































































































































































� Similar considerations (but less severe) apply when block cipher encryption is used as this may already cause packet expansion before even integrity protection is applied. 





� We assume that confidentiality & integrity protection is applied at the PDCP Layer.


� We assume here that the encryption layer is at PCDP i.e. below the IP layer such that it is hard for an attacker to perform meaningful and sustainable packet (including IP header e.g. for redirection attacks) modifications. 


� If encryption is applied in the way it is in 3G


� S1-User plane (between eNodeB and UPE) 


� MBMS has optional user plane integrity protection





