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1. Introduction

Generic authentication architecture (GAA) enables authentication of subscribers to new services. This authentication is automatic, access-independent, and is applicable to a wide range of services. First services that rely on GAA authentication, e.g. MBMS, will be provided by cellular network operators. But after GAA is deployed, cellular network operators may exploit their investements into the authentication infrastructure and offer authentication as a service to other service providers, and thus increase their revenues. Monitoring of GAA related events should be considered during an early phase of the GAA setup and development. GAA usage monitoring can build the baseline for statistics of service usage, acouting, scalability, load balancing or routing optimization.
It is not necessary to standardize the details of event monitoring for GAA usage. But the principles on which monitoring could be based should be understood by implementors of GAA components, like BSF and NAF. In particular, accounting between service provider owning NAF, and operator owning BSF will be easier if both elements can log same events.

We propose to document those principles in TR 33.919 [1].

2. GAA Event Monitoring Principles

Monitoring of GAA usage requires the logging of certain events. The following list of events, grouped by interfaces on which they occur, may serve as a baseline for implementing monitoring in the network nodes. 
1. Ub interface: Bootstrapping between UE and BSF over Ub interface,

2. Ua interface: Authentication of UE and NAF based on bootstrapped NAF specific key.
3. Ua interface: a) Enrollment of subscriber’s public key. b) Delivery of operator’s root CA certificate.
4. Zn interface: a) Delivery of NAF specific key material to the NAF, b) Delivery of USS to NAF
5. Zh interface: Delivery of AV and GUSS.

3. Proposal

SA3 adds text on event monitoring for GAA usage to TR 33.919 based on the attached CR. 
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