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	Some Ua protocols would benefit from following some guidelines for key management and user identity checking. This does not necessarily apply to all Ua applications, hence these recommendations are proposed to be validated by possible implementors. 

User Identity Checking:
If the UE sends an identity over the reference point Ua that indicates its identity, the NAF should verify that the it belongs to the subscriber. There are two reasons:
- the application protocol run over reference point Ua, may include a user identity field that must be used

- the USS might include multiple identities, and an indication from the UE is necessary to find out which identity the UE intends to use
Key Management:

 The NAF could have a NAF defined lifetime for the adapted NAF specific key  material, which is shorter than the Ks lifetime configured by the BSF and available in the UE. 
If it is assumed that the NAF has a shorter lifetime for the NAF specific keys (compared to the lifetime configured in the BSF), then the UE is not allowed to use the key in between, i.e. in between the expiration of the shortened the NAF defined lifetime and when the UE has received a new key from a new bootstrap run. In this case, there will always be a gap in the service for the UE.
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	The NAF should verify the identity that is sent by the UE over the reference point Ua. If the Ua application in the NAF has a shorter key lifetime to be used for the NAF specific key material Ks_(ext/int)_NAF (or further adapted key material), compared to the Ks liftime received from the BSF,  then the NAF should indicate the shorter key lifetime to the UE on the Ua reference point. Alternatively, the NAF could instruct the UE to make a new boostrapping run before the NAF defined lifetime expires. 
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===== BEGIN CHANGE =====

7.x
NAF Recommendations

GBA can be used by various types of applications, which utilize different types of Ua protocols. In this section, some recommendations and motivations are given to help the design of the Ua protocol. The security and the service delivery would benefit from the following recommendations in some cases, but not all recommendations are applicable to all application types and hence, each NAF Ua application has to validate, if these recommendations are applicable or not.

7.x.1
Key Lifetime Management 

If the NAF has a NAF defined lifetime to be used with the NAF specific key material Ks_(ext/int)_NAF key  (or further adapted key material), which is shorter compared to the default Ks lifetime received from the BSF, (due to NAF having it’s own policy), then to avoid different lifetimes in UE and NAF and to ensure continuous service delivery to the UE at least two approaches could be taken. One approach is that the NAF could send the key lifetime to the UE on the Ua reference point. This way the UE is able to make a new bootstrapping before the NAF defined key lifetime expires. Another approach, is that the NAF instructs the UE on the Ua reference point to make a new bootstrapping before the NAF defined key lifetime expires. 
7.x.2 
User Identity Validation

If the UE sends one or more identities as part of the application protocol that is run over reference point Ua, then it would avoid some fraud scenarios, if the NAF verifies that the identities indeed belongs to the subscriber by checking that the identity or identities are present in the service specific USS fetched from the BSF. This is only possible if the BSF and NAF support usage of USS and the NAF can extract the send identities or identity from the message send by the UE.  

===== END CHANGE =====
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