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1. Overall Description

SA3 thanks CT1 for the reply LS C1-061089/S3-060412 clarifying SA3 questions on DoS attacks through NAS Registration reject message. 
Reply LS confirms that the abuse of T3302 provided to the UE over non-integrity protected or non-encrypted messages will lead to a persistent DoS attack. CT1 also highlighted that there can be other parameters which can be abused. The abuse of the parameters can range from a nuisance or inconvenience for the user and/or network to persistent DoS attacks similar to abuse of T3302. 

SA3 considered the CT1 analysis and proposed that the possible way forward would be taking pragmatic though cautious approach:
a) For those cases where an MMI indication is provided to the user whenever there is lack of service, reliance is on UE vendors to provide proper and useful indicators to users. 

b) For cases which result in inconvenience, any modifications to the specifications to be taken must balance the cost of the remedied threats and against the inconvenience rather than any actual denied services.

c) For cases which result in a persistent DoS attack as in abuse of T3302 and, as pointed out by CT1, the similarly abuse of the periodic RAU timer, though the risk and frequency of attack may both not be high, such gaps should nevertheless be closed and closed as soon as possible, unless the cost of such would be prohibitively high or would cause interoperability problems.
SA3 requests CT1 to take the above guidance to close the gaps which clearly lead to a persistent DoS attack, wherein the user is not given any MMI indication. Closing abuses that cause inconvenience should be considered on the basis of cost effectiveness balanced against any denied services. CT1 should judge the extent of the actions. For instance, it is for CT1 to decide whether to always send Routing_Area_Update_Accept protected or to limit protection of Routing_Area_Update_Accept for periodic update in the case T3302 and/or periodic RAU timer are also provided.
2. Actions:

To 3GPP CT1
ACTION 1: 
SA3 requests CT1 to take a pragmatic though cautious approach to close vulnerabilities which clearly lead to a persistent DoS attack as provided above.

SA3 also requests CT1 to take precaution in future protocol designs not to remotely provide parameters through unprotected ‘Over The Air’ messages that can be abused by false base station, however remote the chances of abuse might be.
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