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1. Overall Description:

SA2 kindly thank SA3 for their LS on the need of HSS checking the validity of Application Server Identity. 

SA would like to provide the following guidance to the questions raised by SA3:

1) whether a 3rd party controlled AS can access the HSS using Sh or Si, or any other Diameter interface

If a 3rd party controlled AS is able to use Sh interface, then according to SA2 understanding this AS belongs within the Operator's "trusted" domain  (possibly via OSA security architecture) and can use the Sh/Si interface. Copy from 23.228v7.3.0:

"The external service platform entity could be located in either the visited network or in the 3rd party platform. The standardised way for secure 3rd party access to IMS services is via the OSA framework, see section 4.2.4.
…..

The S-CSCF does not provide authentication and security functionality for secure direct third party access to the IM subsystem. The OSA framework provides a standardized way for third party secure access to the IM subsystem."

SA2 is not aware of any other Diameter interface providing access to the HSS for ASs. But if such interfaces are added in the future then aspects of such interfaces need to be looked at each at a time in the context of the possible implications and security threats.

2) which Diameter interfaces to the HSS can be accessed from outside of an operator's security domain

With respect to the current IMS architecture, no such interface exists in the IM CN subsystem.
3) if the HSS uses identities inside the Diameter protocol for authorization purposes for the interfaces identified in 2.

Based on the answer to 2), this question does not seem to be applicable any more.
2. Actions:

None.
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