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Regarding the introduction of UEA2 and UIA2, RAN2 have requested SA3 to clarify the requirements for UMTS encryption/integrity algorithm change (R2-061813).

In order to introduce the new algorithms we potentially require the following features to be supported correctly in the RAN specs: 

1) Encryption/integrity algorithm change at SRNC relocation with hard handover

· currently supported in RAN specs, but there are no test cases and there are some concerns about the completeness of the specification – especially for the change of integrity algorithm

· applies to both inter-network and intra-network case

2) Encryption/integrity algorithm change at "UE not involved" SRNC relocation

· not currently supported in RAN specs

· would be a considerable effort to add to RAN specs

· only applies to intra-network case, since Iur is not supported between operators

Since it is unreasonable to expect all peering networks that support inter-operator handover to support the same set of algorithms in their RNCs, Feature (1) is considered to be essential to support if UEA2 and UIA2 are introduced. SA3 should communicate this to the RAN groups and in particular ensure that the specifications are checked and that test specifications are written.

Whether or not Feature (2) is needed depends on whether it is reasonable to expect that all RNCs in an operator's network can be upgraded to support the new algorithms before they are enabled. If this requirement can be met then it would have the following advantages:
· Feature (2) would not be required which saves considerable specification and implementation effort

· Feature (1) would only be required for the case of inter-operator handover, which means that any bugs that are not discovered would only cause problems in rare cases

If Feature (2) is not supported then an operator could not enable the new algorithms in only some of its RNCs. This may be a problem if it is cost effective to upgrade some RNCs, but not others. By supporting Feature (2), operators could enable the new algorithm in only those RNCs that can be upgraded cost effectively. This would have the potential benefit of allowing the new algorithms to be introduced sooner in some parts of an operator's network.   
Vodafone propose that SA3 asks the RAN groups to comment on the impact of introducing Feature (2) before a decision is reached about whether or not the feature should be added to the specifications.









































































































































































