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1 Introduction
3GPP has defined the use of IPsec and TLS to secure various forms of IP-based inter-operator communication. In addition, 3GPP has defined an inter-operator PKI to facilitate the establishment of IPsec connections between operators. While 3GPP has an important role to play to define specifications for inter-operator security, organisations such as the GSM Association also have a role to play to define guidelines and recommendations for security over inter-operator networks. 
This contribution analyses existing 3GPP specifications and GSM Association guidelines in the area of inter-operator security, identifies some issues and proposes how those issues should be resolved.
2 GSM Association work on inter-operator security
The GSM Association has been responsible for providing a framework for the international GPRS Roaming Exchange (GRX) networks that are often used for IP-based communications between GSM/3G operators. As the name suggests, GRX networks were originally designed to support GPRS roaming. However, they are also increasingly used for MMS interconnect and WLAN roaming. 
Due to new requirements for IP-based interconnect, especially in the area of SIP/IMS, GRX is evolving towards a more general purpose network, which is termed IP Exchange (IPX) by the GSM Association. A framework for IPX is currently being defined by the GSM Association. One of the key features of IPX is that it is intended to facilitate interconnection with non-GSM/3G operators, e.g. for SIP-based services. 

3 Analysis of 3GPP specifications and GSM Association guidelines 
The following 3GPP specifications and GSM Association guidelines have been analysed:

· 3GPP TS 33.203, 3G security; Access security for IP-based services
· 3GPP TS 33.210, 3G security; Network Domain Security (NDS); IP network layer security
· 3GPP TS 33.220, Generic Authentication Architecture (GAA); Generic bootstrapping architecture
· 3GPP TS 33.234, 3G security; Wireless Local Area Network (WLAN) interworking security
· 3GPP TS 33.310, 3G security; Network Domain Security (NDS); Authentication Framework (AF)
· GSM Association PRD IR.34, Inter-PLMN Backbone Guidelines 
· GSM Association PRD IR.52, MMS Interworking Guidelines 
· GSM Association PRD IR.61, WLAN Roaming Guidelines (also known as InterOperator Handbook)
· GSM Association PRD IR.65, IMS Roaming & Interworking Guidelines 
The above-mentioned GSM Association documents are available to download here:

· http://www.gsmworld.com/documents/index.shtml

The results of the analysis are summarised in Table 1.
	
	3GPP
	GSMA

	General recommendations
	An IPsec profile is specified in TS 33.210. Some specific uses are described (see below). Other uses are not precluded by the 3GPP specifications.
	Optional to use IPsec over GRX.
Strongly recommended to use IPsec over public IP networks.
An IPsec profile is specified in IR.34 which is different from the 3GPP IPsec profile in TS 33.210.
The use of PKI is suggested in IR.34 but no reference is made to TS 33.310.

	GPRS roaming  


	Optional to use the 3GPP IPsec profile in TS 33.210 for GTP-C.

No recommendations for GTP-U.
	General recommendations apply.

	MMS interconnect

	None.
	General recommendations apply.
In addition it is stated that there might be a need for some sort of application/service level security functionality such as authentication between MMSCs if GRX security is insufficient.

	WLAN roaming

	None.
	General recommendations apply.
Mandatory to use RADIUS Shared Secret authentication.
An IPsec profile is specified in IR.61 which is different from the 3GPP IPsec profile in TS 33.210 and the GSM Association IPsec profile in IR.34.

	IMS/SIP interconnect

	Mandatory to use the 3GPP IPsec profile in TS 33.210 to secure SIP interconnect between IMS networks.

Recommended to use TLS to secure SIP interconnect between IMS and non IMS networks.

No recommendations for IMS user plane.
	IPsec “not needed” if GRX is used.
Recommended to use IPsec if inter-PLMN network does not provide security.
Mandatory to use IPsec over public Internet.
Specifies that the 3GPP IPsec profile in TS 33.210 should be used, but elsewhere specifies that the WLAN IPsec profile in IR.61 should be used.

	GAA roaming


	Mandatory to use a TLS profile to secure inter-operator Zn’ interface used as part of 3GPP’s Generic Authentication Architecture.
	None – it is assumed that the general recommendations apply.


Table 1 : Differences between 3GPP specifications and GSMA recommendations 
Based on the information in the table, the following issues are identified:

1. Too many IPsec profiles

There are three different IPsec profiles: two in GSM Association guidelines and one in 3GPP specifications. It should be investigated whether it would be possible to agree on a single IPsec profile for all inter-operator uses. 
2. Inconsistency within GSM Association guidelines regarding use of IPsec
There are some inconsistencies within the GSM Association guidelines regarding when IPsec should be used and which IPsec profile should be applied. These inconsistencies should be removed.
3. No reference to 3GPP NDS/AF in GSM Association guidelines
The use of PKI techniques for agreeing IPsec security associations is mentioned in GSM Association guidelines but no reference is made to the 3GPP NDS/AF specification. It should be considered whether GSM Association can adopt NDS/AF.
4. Inconsistency between 3GPP and GSM Association regarding IMS interconnection
3GPP specifies mandatory use of IPsec for IMS control plane interconnection, while the GSM Association mandates IPsec over public IP networks and states that it is “not needed” over GRX. This inconsistencies should be removed. Also, it should be investigated whether security guidelines for IMS interconnection over GRX should be strengthened. In particular, GSM Association is giving high priority to securing the global SS7 network, and similar priority should be given to securing the global GRX/IPX network.
5. Lack of specification of security features for some interfaces in 3GPP
3GPP specifies inter-operator security for IMS control plane, GTP-C and the GAA Zn’ interface. It should be investigated whether 3GPP should also specify solutions for IMS user plane, GTP-U, WLAN AAA signaling and other types of inter-operator communications.
Issues 1-4 have recently been highlighted to the GSM Association's Security Group (SG) meeting #59 (18-19 May 2006) in a presentation by Vodafone (GSMA document number SG59/45).
While some GSM Association documents suggest the possibility of end-to-end security between operators, GSM Association also defines the possibility to have proxies/hubs within the GRX/IPX which would prevent the use of end-to-end security in some situations. In particular, in the IP domain, GSM Association has defined MMS hubs and is in the process of defining IPX proxies for IMS interconnection. If proxies/hubs are used, then per hop security might be required. This should be taken into consideration in 3GPP specifications.
4 Conclusions 
Vodafone propose the following approach:
1. SA3 should continue to specify which features of IPsec, TLS, or some other security protocol shall be implemented to be able to secure particular types of inter-operator communication. SA3 should mandate only one security protocol for implementation to be used for protection of a particular protocol at a particular reference point. However, whether or not this security protocol should be used should be left to the GSM Association and individual operators. Based on this, at least the following changes to 3GPP specifications should be considered:
· Relax the mandatory requirement to apply IPsec for IMS interconnection in 3GPP specifications.

· Relax the mandatory requirement to apply TLS for protecting the Zn’ interface for GAA.

This approach is a natural extension to the current approach in 3GPP where security mechanisms for operator-internal use are specified, but the decision whether to use them is left to the individual operator. In order to avoid the risk that inter-operator security is weakened through this action, the 3GPP specifications should not be relaxed until GSM Association have agreed appropriate inter-operator and GRX/IPX security guidelines.
2. 3GPP specifications should define how to secure all forms of inter-operator communication that might need protection. This would include defining which security protocol shall be implemented, i.e. IPsec, TLS or some other protocol, and specifying a profile for which protocol features need to be present. Based on this, at least the following changes to 3GPP specifications should be considered:

· Specify how IMS user plane could be protected.
· Specify how GTP-U could be protected.
· Specify how WLAN AAA signalling could be protected.
3. SA3 should consult with GSM Association regarding inter-operator security to ensure that 3GPP specifications for inter-operator security address GSM Association requirements and to ensure consistency between 3GPP specifications and GSM Association guidelines. In particular, as GRX evolves towards IPX, there is an opportunity for SA3 to influence the recommendations being developed in GSM Association on inter-operator security relating to IPX. 
4. SA3 should ask GSMA whether proxies/hub architectures impose any new requirement on Network Domain Security features (which uses an end-to-end security concept rather than a hub-and-spoke model).

Vodafone proposes that that this approach is agreed by SA3. We also suggest that a liaison statement is sent to GSM Association's IREG Packet and GRX WG working groups (with a copy to SG) to inform them about this activity and start the consultation process.









































































































































































