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	Radio Access

	X
	Core Network
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Linked work items



None
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Justification

The NDS/AF standard defines an inter-operator Public Key Infrastructure (PKI) that can be used to support the establishment of IPsec connections between operators. While IPsec might be deployed quite widely for securing inter-operator IP-based communications, TLS might also be used to secure inter-operator IP-based communications in some situations. In particular, TS 33.220 specifies that TLS is used on the Zn’ interface between a Zn-proxy in a visited network and a bootstrapping server function (BSF) in a home network. Furthermore, TS 33.203 recommends using TLS for secure SIP interconnect between IMS networks and non-IMS networks. In addition, TLS might be used to secure other types of inter-operator communication in the future.
Extending NDS/AF to support TLS means that a single cross-certification operation between the peering operators would allow any TLS entity in one operator to communicate securely with any TLS entity in the other operator. It also means that TLS entities can be easily added and removed without the need for any inter-operator procedures. Without the NDS/AF standard, or some similar PKI, the process of establishing the communication links between each pair of peering TLS entity could be quite costly, especially as the number of peering TLS entities increases. 
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Objective

The objective is to specify an extension of the NDS Authentication Framework to support TLS.

5

Service Aspects



None
6

MMI-Aspects



None
7

Charging Aspects



None
8

Security Aspects



This is a security-related work item.
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Work item rapporteur(s)
Tiina Koskinen, Nokia
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Work item leadership

SA3
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Supporting Companies
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Classification of the WI (if known)

	
	Study Item (no further information required)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)
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