Page 1



3GPP TSG SA WG3 Security — S3#44
S3-060504
July 11-14, 2006
Tallinn, Estonia

Title:
Anti-spam work in OMA and IETF
Source:
Nokia

Document for:
Discussion

Agenda Item:
6.28 (Protection against SMS and MMS spam)
1 Introduction

A new study item on Protection against SMS and MMS spam was approved in SA#32 [SP-060446]. In addition to SMS and MMS spam, the work item needs to take into account other types of messaging as well, e.g. IMS messaging. The objective is to study the possibility of designing a number of efficient and simple techniques to control the problem of mobile spam by directly involving the customer and their need originating from their special environment. To help in starting the work, we will aim in this contribution to give a brief overview on work ongoing in OMA and IETF related to anti-spam. It is important to align the work between different SDOs and also to avoid overlapping work.
2 OMA work
According to the approved WID, the SMS and MMS anti-spam study work has the following link work items in OMA: 
· Client Side Content Screening [OMA W0102], 
· Categorization Based Content Screening [OMA W0105],
· Enhanced User Control in Messaging [OMA W0113].

Client Side Content Screening

The aim of Client Side Content Screening work is to specify a content screening framework for mobile terminals that detect and screen malicious content.  The framework must specify interfaces and interaction to OMA/non-OMA enablers for utilizing a common unified content scanning functionality. The interfaces must adhere to the principle of execution environment neutrality. It must also be extensible in order to address the unique requirements of each execution environment and to accommodate new content screening requirements in the future. However, internal mechanisms (such as the scan engine, scanning rules, and updating of such engine and rules) of unified content scanning functionality remain out of the scope of the specification work. 
Categorization Based Content Screening

Categorization Based Content Screening WI aims to specify a categorization-based content screening framework that could be used both in mobile environment and Web based environments, this is, the proposed framework should be flexible enough to be used in any kind of network (wireless or fixed) without any limitation. The type of content restricted (or to be restricted) is dependent on the preferences of the user. 
According to the draft Categorization-based Content Screening Framework Requirements specification, the following functions are considered to be in scope for the CBCS Enabler specification:

•
Blocking of any kind of content considered “undesirable” for a certain CBCS User according to the screening Screening criteria Criteria used, including illegal content, unsolicited content, malicious content and inappropriate content.

•
Customer-facing warnings: these are words or symbols that are actually part of the content presented to CBCS Users such as a symbol in the corner of the screen, an announcement before a programme starts or a form of words on screen.
•
Screening of previously categorized content: in this case the category Content Category is defined by content meta-data that is either encoded as part of the content format, or can be requested from an external source.

•
Screening of not previously categorized content.

•
Screening of content from Content Providers with whom the CBCS Service Provider has a trusted relationship, and of content from Content Providers with whom the CBCS Service Provider does not have a trusted relationship.

•
Screening of content sent from a Content Provider to a CBCS User, from a CBCS User to another User, or from a CBCS User to a server (including the screening of subscriptions to content and screening of service requests)
Enhanced User Control in Messaging
The work on Enhanced User Control in Messaging has not been started  as there were objections towards this work item expressed in OMA. The aim of the work item was to focus on Enhanced User Control of Filters, Aliases, Copy/Forward, Addressing, and Anti-Spam Services in various Messaging services.  In this context, the messaging service needs to inform the client of network calculations of spam likelihood, and the user needs to be able to provide feedback and control of network-resident spam mitigation mechanisms.  The specifics of how the network calculates a spam likelihood, and the details of spam mitigation mechanisms, were out of scope of this work item. 
3 IETF work
As the SA3 study item is also supposed to take into account  IMS messaging, it would be useful to study how the work in IETF fits into the scope of the SA3 study. 
An internet draft “The Session Initiation Protocol (SIP) and Spam “ [SIP SPAM] analyzes the problem of spam in SIP.  Several methods are more particularly analyzed, such as Content filtering, a “White lists - Black lists” approach, Consent-based communications [SIP CONSENT], the Turing Tests, the Computational Puzzles and other approaches, and their applicability to SIP is considered. There is no single mechanism providing protection from spam but combination of the following techniques is considered as a framework for dealing with spam in SIP:
· Strong Authenticated Identity: considered as a key factor

· Whitelists: With a strong identity mechanism in place, whitelists can facilitate communications from known callers reducing  the scope of the problem to the introduction problem.

· Consent Framework: The SIP consent framework [SIP CONSENT] extends the presence framework for consent to all communications.  This has an important role in helping address the introduction problem.
· Leverage What Email has to Offer:  Providers of SIP services should keep tabs on solutions in email as they evolve, and utilize the best of what those techniques have to offer e.g. session verification, statistical filtering, message verification, message body signatures etc.
The above mentioned framework serves only as a good foundation on which to deal with spam in SIP. Additional work is needed to address the remaining gaps.
Other work in IETF related to spam protection:

· Reputation Query: The Server Index Query Protocol (SIQ) intends to provide a method for inbound e-mail server to query a reputation service [IETF-SIQ]

· Filtering Standards: For example, in SIEVE RFC 3028 [IETF-RFC3028] and RFC 3685 [IETF-RFC3685] a language for filtering e-mail messages at time of final delivery is described. 
· Guidelines: SPEW RFC2635 [IETF-RFC2635] gives a set of guidelines for dealing with unsolicited mail for users, for system administrators, news administrators, and mailing list managers.  It also makes suggestions Internet Service Providers might follow.

4 Conclusions

We propose that the SA3 study on Protection against SMS and MMS spam will be based on above mentioned OMA and IETF work. We also propose the SA3 study will focus on how the existing work can be used for 3GPP purposes and what additional mechanisms are possibly needed.
5 References

[IETF-RFC3028]
Showalter, “SIEVE – A message Filtering Language”, RFC 3028, January 2001.

[IETF-RFC3685]
Daboo, “SIEVE Email Filtering: Spamtest and VirusTest Extensions”, February 2005.

[IETF-RFC2635] Hambridge et al., “DON'T SPEW A Set of Guidelines for Mass Unsolicited Mailings and Postings (spam*)”, June 1999.

[IETF-SIQ]  Howe et al., “Server Index Query (SIQ) Protocol, draft-irtf-asrg-iar-howe-siq-03.txt”, March 2006,  http://www.ietf.org/internet-drafts/draft-irtf-asrg-iar-howe-siq-03.txt
[OMA W0113] “Enhanced User Control in Messaging”, OMA-WID_0113-MEUC-V1_0-20050926-D
[OMA W0102] “Client-Side Content Screening Framework”, OMA-WID_0102-Client_Side_CS_FW-V1_0-20040714-A, 
[OMA W0105]  “Categorization-based Content Screening Framework “, OMA-WID_0105-Categorization_based_CS_FW-V1_0-20050607-A 
[SIP-SPAM] Rosenberg et al., “The Session Initiation Protocol (SIP) and Spam, draft-ietf-sipping-spam-02, March 2006.

[SIP CONSENT] Rosenberg, J., "A Framework for Consent-Based Communications in the Session Initiation  Protocol (SIP)", draft-ietf-sipping-consent-framework-04,March 2006.























































































































































































































































































































































































































































































































































































 page 3

