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1 Introduction 

Ericsson presented contribution S3-050778 [1] in SA3#41 which discussed correlated B-TIDs in anonymous access. [1] analyzed two possible solutions, Zn centric and Ua centric solution, for the issue of service continuity, but neither of the solutions were agreed. The present contribution elaborates on [1] and proposes that a user identifier (e.g. IMPI, user pseudonym or other) is always sent from BSF to NAF with key material to ensure that NAF is able to update keys for a Ua session when the UE has bootstrapped and contacts the NAF with a new B-TID. 
2 Discussion

S3-050778 [1] raised a concern on service continuity when the UE has bootstrapped during an ongoing Ua session and contacts the NAF with a new B-TID. If the NAF is not able to correlate the received B-TID to the previous B-TID used by the UE, the NAF is not able to update the NAF specific keys for this Ua session and thus the Ua session will be discontinued. S3-050778 discussed two solutions to the problem, Ua centric and Zn centric solution, but neither of the solutions were agreed. 
In Ua centric solution the Ua protocol would take care of that the NAF is able to correlate the new B-TID to the old B-TID using e.g. some session ID. In Zn centric solution the Zn protocol would take care of correlating the B-TIDs. Using a Zn centric solution would have the benefit that an existing mechanism over Zn (i.e. sending a permanent identity or pseudonym) could be re-used and the solution would be similar and available to all Ua applications, whereas a Ua centric solution would have to be developed for each Ua protocol separately. In Zn centric solution the control of the user identities and Ua session continuity would be in the home network and there would be less need to worry about possible risks like spoofing a session ID. 
Therefore it is proposed that an existing mechanism over Zn is re-used and BSF always sends a user identifier with the key material to the NAF. The type of the user identifier should take into account privacy and anonymous access considerations. This means that in general case the user identifier could be a permanent user identifier like the IMPI. However, in case of anonymous access or if privacy of the user is of concern, the user identifier should be a pseudonym that has no relation to the permanent user identifier. The pseudonym could further be for example NAF group specific and/or Ua application specific. 
According to the proposal, the text in TS 33.220 clause 4.4.6 would be modified as follows (excerpt from 4.4.6): 
“…

-
-
The BSF shall be able to send the requested key material and a user identity to the NAF;
NOTE1c:
The user identity is needed in NAF to ensure that the NAF is able to update keys for a Ua session when the UE has bootstrapped and contacts the NAF with a new B-TID.
-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;

NOTE 2:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis 

-
whether private subscriber identity, i.e. IMPI, or some other user identity is sent to the NAF;

-
whether a particular USS may be sent to a NAF; 

NOTE 3:
Anonymous access and privacy issues should be considered when determining which user identifier is sent to the NAF. If the BSF sends a user pseudonym instead of the IMPI and does not send any other user identities in the USS, e.g. IMPU to the NAF, the user remains anonymous towards the NAF. In case of anonymous access or if privacy issues are of concern, it should not be possible to associate the user pseudonym to the IMPI or any other user identity.
…”
Other proposed modifications are detailed in the accompanying CR.
3 Conclusion

This contribution has proposed to always send a user identifier from BSF to the NAF with the key material. This is needed to ensure that the NAF is able to update keys for a Ua session when the UE has bootstrapped and contacts the NAF with a new B-TID. The type of the user identifier should take into account privacy and anonymous access considerations. 
It is proposed that the solution is implemented from Rel-6 as otherwise service continuity will not be possible for anonymous access or in cases where user privacy issues are of concern. Introducing the solution from Rel-7 might introduce backwards interoperability problems as Rel-6 NAF might not accept a message from Rel-7 BSF that includes a user identifier that is not the IMPI. 
Accompanying CR implements the proposal in [2].
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