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Abstract

TS 33.234 requires the use of PDG certificates in setting up the IPsec tunnel between UE and PDG in 3GPP IP access. Work at the IETF now opens the possibility to avoid the use of these certificates. We provide this contribution so that discussion in SA3 can start, and SA3 can decide whether it is worth while to pursue this route further. Any new feature in TS 33.234 would be for Release 8 and would probably require a new work item. This WI would be provided for the next SA3 meeting, in case this contribution  is received favourably.
Problem statement:

3GPP SA3 had a discussion in 2004 whether certificates were needed to authenticate the PDG in 3GPP IP access (formerly called Scenario 3), cf. 3G TS 33.234. 3GPP IP access uses EAP-AKA or EAP-SIM to authenticate the client within IKEv2, and IKEv2 mandates the use of certificates in this case to authenticate the responder, i.e. the PDG. While it is true that EAP-AKA and EAP-SIM provide mutual authentication, and, hence, network authentication seems to be performed twice with the current solution for 3GPP IP access, it is also true that, with the current solution, PDG certificates are needed to prevent the lying NAS problem. The lying NAS problem implies that, without the authentication of the PDG by certificates, a PDG (e.g. in a visited network) could impersonate another PDG in the home, or a WLAN AP from Direct IP access (cf. TS 33.234) could impersonate a PDG. For a more detailed explanation see the security considerations in draft-eronen-ipsec-ikev2-eap-auth or the 3GPP contribution S3-040372 from Siemens. 

There is work at the IETF, which would allow to make use of the fact that EAP-AKA and EAP-SIM provide mutual authentication and avoid the use of PDG certificates (draft-arkko-eap-service-identity-auth-04 and draft-eronen-ipsec-ikev2-eap-auth-05, when taken together). The service identity is sent in a secure way from the EAP server (the 3GPP AAA server) to the EAP peer (the UE). E.g., the service identity could tell the UE that the AAA server believes the UE’s authenticator is a PDG (as opposed to a WLAN AP), or is a particular PDG (among all PDGs). The IETF work  was at a quite early stage in 2004 and was certain not to be completed within a timeframe acceptable for 3GPP Release 6 (the release for which TS 33.234 had to be completed). Therefore 3GPP SA3 decided at the time to go for PDG certificates.
The mentioned IETF work has progressed somewhat in the meantime, but not very fast. Apparently, there is a kind of deadlock situation: the authors of the I-Ds were waiting from a sign of interest from the 3GPP side which would motivate their work, while the 3GPP side was waiting for progress on the IETF side. This contribution is meant to break this deadlock and find out about the SA3 interest in further activity regarding this issue. If there is interest in SA3 this could be communicated to the authors of the I-Ds, and may help the I-Ds to progress faster in the IETF.

If a version of 3GPP IP access avoiding the use of PDG certificates was introduced in TS 33.234, it would have to go to Release 8, and it would not replace the solution in TS 33.234 Release 6, as the Release 6 specs are deep frozen. 

Proposal:
SA3 is asked to decide at SA3#44 whether it is worth while to pursue this work for Release 8. If so, Siemens would volunteer to provide a WID for the next SA3 meeting.
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