TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

​3GPP TSG SA WG3 Security — SA3#44
S3-060487
Tallinn, Estonia, 11 – 14 July, 2006















  
Source:
Siemens
Title:
How to progress the work on “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”
Agenda item:
tbd
Document for:
Discussion and decision
1 Introduction 

From the draft report of SA3#43: “TD S3-060257 contained a proposed baseline for the document on Security aspects for inter-access mobility between non 3GPP and 3GPP access network. ... It was asked if this is based on the latest version of SA2 documents. The answer is that no. ... The document was endorsed with an editor’s note that SA3 intend to minimise the overlap with the TR in SA2. Another editor’s note will be added on how the GBA interfaces are used in this context. There will be some email discussions on the document such that a stable version can be provided prior to the next meeting.” 

There was some limited email discussion, but it did not result in changes to the baseline text. This contribution points to several problems with the current baseline and a way how to resolve them. A companion contribution proposes a modified baseline document.
2 Identified problems with the current baseline and proposed solutions
1. Title and scope do not match content
The title of the baseline document is “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”. 

The first sentence of the current “scope” section reads: “This document study security architecture, i.e. the security features and the security mechanisms for inter-access mobility between non 3GPP system and 3GPP access networks e.g. I-WLAN and 3GPP.” This is fine, and matches the title. Remember that 3GPP access networks include GERAN, UTRAN and LTE.  

But then the “scope” section continues: “Currently, there are three architecture solutions for inter access mobility between 3GPP and non 3GPP in TR 23.882 [1].  Alternative solution A is based on MIPv4. Alternative solution B is based on MIPV6. Alternative solution C says that the IP-based global mobility protocol (Mobile IP or NETLMM) can be used to handle any IP movement of the UE. This document covers security aspects for MIP (v4, v6) only. Security aspects of MIPv6 should apply to DS MIPv6 as well.” 
It becomes clear only from the text in the main body that the entire current baseline deals only with the cases described in Annex E of TS 23.882 “Mobility between pre-SAE/LTE 3GPP and non 3GPP access systems”.
Proposal1: Encompass all 3GPP access systems in the study, not only pre-SAE systems.
Rationale: In our view, the baseline should address the scope expressed in the title and the first sentence of the scope section. We see the restriction of the study to pre-SAE/LTE access systems as too limiting. 
Our view is also supported by the observation that the main body of TR 23.882 contains a section entitled “Inter access system handover between 3GPP and non 3GPP access systems”, whereas the pre-SAE/LTE mobility is contained in an Annex only. This suggests that the key issue needs to be solved first and will then shed light also on the particular issue addressed in the Annex. 

The scope should also encompass mobility between two non-3GPP access systems, which interwork with 3GPP core entities. An example would be the mobility between two WLAN access systems providing 3GPP IP access. It is believed that this was intended with the current baseline anyhow. 
2. Overlap of the baseline with TR 23.882
This has already been noted in the meeting report. The main problem with this overlap is that TR 23.882 is not stable. E.g. the three architecture solutions A, B, C mentioned in the scope section of the baseline and contained in detail in the main body of the baseline do not exist any more in TR 23.882.

Proposal2: Restructure the report and concentrate on abstracted security problems 

Rationale: The baseline should abstract as much as possible from the particularities of the solutions in TR 23.882, and concentrate on abstracted security problems, such as authentication protocols, and bootstrapping of Mobile IP. These central problems are less likely to become irrelevant when a new version of TR 23.882 is produced. 

3. Existing text needs clarification 

The meeting report from SA3#43 points to this issue: “Another editor’s note will be added on how the GBA interfaces are used in this context.” Other issues have been identified which need clarification. Siemens also provides a contribution with inline comments on S3-060257. 

Proposal3: After deciding on proposals 1 and 2 in this contribution, SA3 should perform a review of the current text in S3-060257 and create an updated baseline.
3 Proposal
SA3 is kindly asked to take a decision at SA3#44 on the above three proposals.























































