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1. Introduction

This contribution discusses the possible need for user plane integrity in LTE.
2
User plane integrity
2.1
Threats to user plane integrity 
Threats to data integrity is one of the “classical” security threats. Some (minimal) amount of “implicit” integrity protection can be obtained by encryption. However, wireless communication for many reasons use binary additive stream ciphers which provides some small amount of protection against traffic injection, but basically no protection against traffic modification. While perhaps not directly applicable to LTE, it has also been noted that there even exists scenarios in which absence of integrity leads to the loss of confidentiality, [1]. Thus, integrity is a major security issue.
One of the key security features of UMTS is the addition of control plane integrity protection. However, the user plane is still not integrity protected in UMTS. It may seem natural to classify signalling as more sensitive to attacks on integrity than user plane traffic. However, at the same time, user plane traffic spans a very wide range of application with very diverse sensitivity levels. In particular, since LTE should provide a high level of security many years into the future, it may even be difficult to imagine all applications run over LTE access networks. Clearly, a possibility is to use application level (integrity) protection. However, for good reasons, UMTS has been designed not rely on application layer confidentiality so it seems reasonable that any desired security feature of LTE should also be “built-in”. 

It is being discussed to use cellular networks for various aspects of public/national safety. In fact, even air traffic control has been proposed to re-use cellular network infrastructure. In such cases, even it seems clear that a UP integrity function will make the networks considerably more robust and attractive. 
2.2.1 Impact of adding user plane integrity
It is clear user plane integrity will not come totally for free. From processing point of view the overhead is usually on the same order as that for encryption, or slightly less. This would mean that integrity protection would basically double the amount cycles of security protection. From bandwidth point of view, the overhead depends on the used integrity tag size. A commonly suggested “minimum” value is 4 octets, [2]. With a secure algorithm, this typically means that forgery probability is on the order of one in four billion.
In error-prone environments, there may be a non-zero residual bit-error rate in the messages to be integrity checked. This means that bit-errors are likely to cause a message to be rejected, as it is impossible to distinguish “natural” errors from adversarial attacks on integrity. In an applications such as VoIP, this would lead to the packet being dropped, even if a few bit errors would still have produced a reasonable speech quality.

For these reasons, it is felt that the use of integrity should be optional.

Last, it does not appear necessary to spend efforts on additional cryptographic algorithm development, i.e. it would seem possible to re-use UIA1 and UIA2 (though this may need to be verified with ETSI SAGE as the security could be dependent on message size, etc).
3
Conclusion and Proposal
The LTE security solution should last for many years into the future.  It seems prudent to design the security solution to mitigate the currently known attacks. Due to the diverse nature of content in the user plane, threats of traffic modification or injection spans a wide range of risk levels. The LTE user plane ciphering  only provides a “minimal”, non-robust amount integrity protection. LTE should therefore be designed with the possibility to integrity protect the user plane. Such a feature would probably be more difficult to introduce at a later time since the signalling protocols need to be designed to make it possible to negotiate which integrity algorithm to be used, etc.
It is proposed that SA3 adopts the working assumption that LTE shall have the possibility to integrity protect the user plane. That is, the feature should be mandatory to implement but optional to use. It is furthermore proposed that the integrity tag for bandwidth reasons is kept short, e.g. 4 octets, or, that the size can be negotiated/configured. It is proposed to investigate if the existing UIA1, UIA2 algorithms can be used together with the IK key as produced by AKA. Preferably, these last choices (of algorithm, tag size and key) are to be confirmed with ETSI SAGE.
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