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1. Introduction

While it has been agreed that SIM-based AKA shall be a basis for authentication in SAE/LTE, the exact protocols have not been agreed on. In on-line/off-line discussions in SA3, some options have been discussed.
· Use of “native” UMTS AKA.

· Use of EAP AKA.

In either case, it seems likely that some extensions will be needed. Both of these options appear to have advantages/disadvantages that needs further study, and it may therefore indeed be premature to decide the exact details at this point. However, to advance the work, it is felt that some fundamental requirements would be possible to agree on. These requirements in turn, can serve as a basis when deciding which of the two options above (or yet other alternatives) that is best suited. This contribution proposes a set of such requirements.
2
Definition and Notation

We choose to write “xSIM” rather than (U)SIM, as it is not excluded that the authentication credential for SAE/LTE may contain new functionality not present in (U)SIM. It is assumed that xSIM is an application on an UICC type of “hard token” similar to the way USIM is implemented. 
By “LTE AKA” we mean the (to be agreed) authentication and key management protocol for LTE RAN.  

By “non-3GPP access”, we mean an 3GPP “interworking” access, e.g. WLAN, WiMax, etc. GSM and Rel-6 are considered to be “3GPP access”.
3
Requirements
Below, we subdivide the contribution by general requirements and by access type. For each requirement, rationale is provided.
3.1 General

R0: The SAE CN and LTE AN SHALL allow for keys of size 128-256 bits.

Rationale: the 128 bit level is needed for compatibility reasons (assuming that UMTS UEA/UIA security algorithms are to be possible to re-use also in LTE). While there currently is no need to go beyond 128-bit keys, even in 10-20 years perspective [1], and while the only threat to 128 bit keys appear to be quantum computers, it seems wise to guard SAE/LTE investments well beyond the 20 year time frame, hence the 256 bit level. The penalty to support also 256 bit keys seems very small, considering the amount of “future proofness” it provides.
3.2 Non-3GPP access

R1: AKA for non-3GPP access SHALL use xSIM based EAP AKA.

Rationale: Considering backwards compatibility with 3GPP I-WLAN and that EAP AKA is currently the only generic way to allow xSIM-based access to non-3GPP networks, it appears the only feasible solution. Also, this appears to already be the working assumption in other 3GPP WGs.
3.2 LTE access
R2: 2G SIM Access to LTE SHALL NOT be granted.

Rationale: 2G security is not sufficient. When a UE has authenticated in GSM and later performs a handover to UMTS, the 64-bit ciphering key Kc is converted to the two 128-bit ciphering and integrity keys CK and IK. This operation does not add any entropy to CK or IK. Moreover, if an attacker breaks the encryption in GSM and gets hold of Kc, will be able to also decrypt the traffic even if the UE moves into LTE if direct hand-overs were allowed. If there is any time to phase out 2G SIMs, making LTE future proof, it is now. It seems likely that USIM can provide necessary security level, see also the next requirement. This requirement implies that an LTE UE that has previously only established GSM security shall be re-authenticated, establishing LTE security context, before granting LTE access. However, a hand-over from GSM BSS connected to a R99+ VLR/SGSN may very well be acceptable and is not excluded.
R3: LTE AKA SHALL be based on xSIM and extensions to UMTS AKA.
Rationale: This has already been agreed, and is in a sense therefore a superfluous requirement. Nevertheless, it is re-stated for self-containment. Note that the set of possible extensions include, but are not limited to EAP AKA and GBA. While security conext transfer of UMTS security context to LTE is likely to provide sufficient security level (key size etc) at hand-over, it cannot be excluded that LTE security context will be a proper super-set of UMTS security context, this is FFS. As a derived requirement we get:

R4: LTE AKA SHALL produce keys forming a basis for UP/CP protection (ciphering, integrity).
Note: Other keys may also need to be produced, this is FFS.
R5: The LTE AKA keys of R4 SHALL be dependent on the algorithm with which they are used.

Rationale: Such “key separation” is being discussed as a countermeasure to GSM weaknesses discovered the last few years. While UMTS (and thus the re-use of UEA/UIA algorithms in LTE)  is still believed to be secure, it seems prudent to introduce this mechanisms in LTE from day one.

3.3 3GPP non-LTE access

R6: SAE key management SHALL be able to produce keys (CK, IK, Kc) from the LTE AKA keys, compatible with GSM and Rel-6 access networks. Knowledge of these keys (only) SHALL not expose the LTE keys.
Rationale: Interoperability and security.  It is FFS whether the same key-conversion functions as used in UMTS to GSM handovers suffice.
3
Conclusion and Proposal
It is proposed that SA3 adopts the above requirements as a working assumption. Requirements that are for some reason discarded are proposed to still be recorded in the “tracking” document together with rationale for discarding them.
It is proposed that different options (native AKA, EAP AKA, GBA, extension to these, etc) are studied with these requirements in mind.
4
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