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1. Introduction

According to the currently agreed SAE/LTE architecture, security functions for different planes / layers should be allocated in different entities – NAS C-plane in MME, U-plane in UPE and RRC in NodeB. This contribution contains some considerations on Security architecture. The issues for discussion are:
· Ciphering and integrity protection of NAS messages

· Ciphering and integrity protection of RRC messages

· Ciphering of U-plane messages

· Different requirements on key sets 
· Procedures for activating ciphering / integrity protection

· Handling of security context during UE mobility (serving aGW / NodeB relocation)
2. Issues for Discussion
Ciphering and integrity protection of NAS messages
Re-use of COUNT-C / COUNT-I concept

There is not yet any decision, but it can be supposed that ciphering and integrity can be handled similarly to the way that this is handled in UMTS, i.e. using the concept of COUNT-C/Is. 
Since ciphering / integrity are supposed to be done in the same entity and potentially even in the same layer we believe that at least for NAS signalling the same counter COUNT as well as the same sequence number can be used both for ciphering and integrity as shown in Figure 1, instead of separate counters COUNT-C / COUNT-I. We believe that ciphering and integrity should be activated simultaneously and the counter should be initialized only once, using one activation time both for ciphering and integrity instead of using separate activation times. Sequence number that initializes the last bits of a COUNT-C/I should be introduced in the AGW/UE. Other inputs for ciphering / integrity algorithms such as bearer / flow Id, direction, etc. should be discussed further in SA3.
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Figure 1: NAS ciphering and integrity protection

The same key for integrity and ciphering.
Since the NAS security will be handed in the same entity it does not seem to be likely that ciphering / integrity would be activated independently. Therefore we believe that it would be worthwhile to investigate whether ciphering and integrity keys need to be separate or one key can be used for both ciphering and integrity for the NAS layer. 
The order for Ciphering / Integrity
As shown in Figure 1 the NAS message is input together with COUNT-C / COUNT-I value, integrity and ciphering keys and possibly other information in an IP and a ciphering algorithm respectively. Therefore the integrity protection and the ciphering of the message can be performed in parallel.

In UMTS today the MAC is calculated and inserted in the RRC message before ciphering, as well as the SQN of the COUNT-I. Therefore the MAC and the RRC SQN used to calculate the COUNT-I are never transmitted in clear. In LTE different variations of ciphering and integrity protection can be considered:
1. Ciphered Message + MAC-I (Message) + SQN : the MAC-I is calculated on a non-ciphered message and then the message is ciphered. The MAC-I and SQN are transmitted in clear (as shown in Figure 1).
2. Ciphered Message + MAC-I (Ciphered Message) + SQN : the MAC-I is calculated on a ciphered message. The MAC-I and SQN are transmitted in clear. 

3. Ciphering (Message + MAC-I (Message) + SQN) : the MAC-I is calculated on a message; MAC-I and SQN are appended to the message and ciphering is performed (as done in UMTS today).
For UL we believe that the first option is preferable, when the MAC-I is calculated on non-ciphered message, such that integrity and ciphering can be done in parallel in UE (as shown in Figure 1); for DL the second way is preferable, when the MAC-I is calculated on a ciphered message, such that UE can perform checking in parallel. In the first and second options MAC-I and SQN are transmitted in clear. We see no obvious security risk if the MAC-I and the SQN are not ciphered, however there may be whatever (security) drawbacks associated with the change of order, so we would like to discuss with SA3

· whether it is acceptable to send MAC-I without ciphering?

· whether it is acceptable to send SQNs without ciphering?

Ciphering and integrity protection of RRC messages

Although it is not clear whether ciphering of RRC messages generated in the NodeB is necessary, for the case where it was necessary we propose to perform the ciphering and integrity protection basically in the same way as for the NAS as explained above. There are the same possibilities to cipher MAC-I together with message, or to perform integrity protection and ciphering in parallel and to transmit MAC-I in clear. In this case there is no additional protocol complexity for ciphering. The only issue would be the complexity with respect to the necessary processing power in NodeB, and due to the fact that some initial messages might not be able to be ciphered since they are sent for the connection establishment. 
Ciphering of U-plane messages

Ciphering and integrity protection (if necessary) of the u-plane can be performed similarly to the way as it is done for the NAS messages as described above. 

Different requirements on keysets
Compared to the AKA for UMTS / GSM which generates one or two keys for integrity protection and ciphering it has been discussed during the joint meeting that a separate key set for integrity protection and if applicable ciphering for RRC messages in the NodeB is necessary. Whether the same or different keys should be used for the u-plane in the AGW needs to be studied further. Also it needs to be checked how frequently keys need to be changed. This means that potentially it is necessary to handle (negotiate / activate) three different key sets:
· IK / CK for NAS 

· IK / CK (FFS) for RRC in the NodeB

· IK (FFS) / CK for u-plane (FFS if the same keys as for NAS can be re-used)
Our understanding is that we need two independent keysets for the NAS signalling and the e-NodeB security. Whether a separate keyset is required for the UP entity should be for further study.
In order to generate those keys there are in principle two possibilities:

· The keys are generated during the AKA (GSM, UMTS or LTE AKA), either in the SIM / USIM / new SIM card or by deriving the keys from the UMTS or the GSM key set: in that case the keys can be changed only altogether and AKA is needed in order to change the keys.
· Only one keyset is created during the AKA, e.g. the keys used for ciphering and integrity protection of the NAS signalling in the MME and the keys to be generated for u-plane in UPE / RRC in NodeB are exchanged in a ciphered and integrity protected way using the keys created in the AKA where keys to be generated can be carried in a integrity protected and ciphered container independently of whether ciphering for the NAS security is already active or not: in this way it is possible to change the keys for the NodeB / u-plane independently, and without requiring a new AKA.
We believe that there will probably be occasions where the keys for the NodeB need to be changed independently from the keys in the MME / UP entity. Therefore we prefer the second alternative, although this is a decision to be discussed carefully.
Procedures for activating ciphering / integrity protection
Because ciphering and integrity protection for the NAS layer and the u-plane bearers is handled in the MME / UPE which is not collocated with the NodeB, and since the NodeB in LTE similarly to the NodeB in UMTS might buffer a significant amount of data we believe that it is necessary that the NodeB is aware of the ongoing security procedures, i.e. the NodeB should know activation times for key change / algorithm change and eventually report to the MME / UPE when certain messages or data corresponding to an activation time have been transmitted, similarly to the indications that can be given inside an RNC such that the RRC layer is aware when a given message has been sent.
Another important decision should be whether security (ciphering and / or integrity) are activated simultaneously in the different involved Nodes, or whether this is done via separate procedures. Our understanding is that at the moment we should consider that the security functions in the different Nodes would be able to be activated independently.
In UMTS the functionality to change the ciphering / integrity algorithm exists. For LTE the possibility to change algorithms for integrity and / or ciphering should be carefully studied. In our understanding a change of algorithm should be foreseen for the following occasions including the following elements:
· Change of the integrity and / or ciphering algorithm in the NodeB at inter-NodeB handover:
When not all NodeBs are upgraded to a new security algorithm.
· Change of the integrity and / or ciphering algorithm of the MME at MME relocation if this procedure is necessary
When not all MMEs are upgraded to a new security algorithm.
· Change of the integrity and / or ciphering algorithm in the UPE at MME relocation if this procedure is necessary:
When not all MMEs are able to control the latest security algorithm supported by the UPE
· Change of the integrity and / or ciphering algorithm in the UPE at change of UPE
When not all UPEs are upgraded to a new security algorithm
Handling of security context during relocation
In LTE / SAE security contexts will exist in the MME, UPE and NodeB. Due to mobility and other procedures in the network it is necessary to relocate contexts from one network Node to another network Node. Therefore it is necessary to discuss whether such a relocation is supposed to be performed transparently or whether the UE should be involved in such a context relocation. 
The relocation of the security context in the NodeB should be one of the most frequent events. Due to the fact that the NodeB has time critical information to send / receive, and the transparent maintenance of counters is not straight forward in the serving NodeB relocation we believe that we should rather re-initialize the security context in the new NodeB instead of trying to relocate the counters. Detailed procedures should be FFS.
Relocation of the context of MME and UPE should be much less frequent. Therefore we propose that this kind of relocation should be transparent for the UE similarly as it is done today using the SRNC relocation.
3. Conclusion

We propose to discuss these ideas and to take it into consideration for the work on SAE / LTE Security Architecture.

Annex:
1. 3GPP 33.102, V.7.0.0, “3G Security architecture”
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