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Introduction

3GPP TR 23.806 studies the Voice Call Continuity between CS and IMS. In 6.3.6 the call continuity scenarios are described and the procedures of handover between CS an IMS are drawn. However there is no complete description of how to do handovers between CS and IMS/WLAN which makes it more difficult to figure out how security should operate. In this discussion paper we have added the procedures to show in which order SAs are set up in both directions of handover (i.e. from CS to IMS/WLAN and vice versa) and to show the messages related with security.
Discussion

The CS to IMS procedure is shown in Figure 6.3.6.2-1 in TR23.806, and IMS to CS procedure is shown in Figure 6.3.6.2-2. The blue lines are added to show how to set up or release the SAs between UE and PDG, and between UE and P-CSCF.
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6.3.6.2
Procedures for CS to IMS Voice Call Continuity

Figure 6.3.6.2-1 describes how signalling and bearer paths are established for execution of CS to IMS VCC procedures. IMS termination is assumed in this walk-through, whereas an MGCF function is involved in the control path for the termination in case of CS and PSTN terminations. 
a1. UE has mutual authentication with VLR.

a2. UE sets up a SA with RNC (keys has been transferred to RNC) for secure data traffic.

a3. UE has mutual authentication with AAA server.

a4. UE sets up a SA with PDG (I-WLAN scenario 3).
1. If the user is not registered with IMS at the time when the UE determines a need for VCC transition to IMS, the UE initiates Registration with IMS. It subsequently sends an INVITE including original session information to CCCF using CCCF PSI as a VCC indication requesting it to perform a VCC transition of the active CS call to IM Subsystem.

a5. UE has mutual authentication with S-CSCF.

a6. UE sets up a SA with P-CSCF.

2. User’s S-CSCF routes the INVITE to CCCF application server assigned to the user upon execution of filter criteria.

3. CCCF performs the transfer of the user’s CS leg to IMS by using SIP Session Transfer procedures. It is an implementation option as to how the SIP Session Transfer is executed. Use of an UPDATE consisting of the SDP of the IMS leg is illustrated here; however, other options such as a ReINVITE can also be used to implement Session Transfer. Minor bearer path interruption, estimated to be about 100-200 milliseconds, is expected due to the switchover. 
4. The CS bearer and signalling legs are released upon successful execution of SIP Transfer. 

Note: CCCF initiates the release of signalling and bearer in the handing-out domain as release from the UE cannot always be guaranteed due to possibility of loss of coverage in the handing-out domain during the VCC procedure. The UE may also initiate the release of the bearer and signalling in the handing-out domain, in which case, CCCF processes the release appropriately.
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If the call through IMS/WLAN is start from begin, then steps from a3 to a6 are needed.

When UE determines a need for VCC transitions to CS, 

a7. UE has mutual authentication with VLR.

a8. UE has set up a SA with RNC.

5. The UE registers with the Visited MSC It subsequently initiates a CS call to CCCF using CCCF PSI requesting it to perform VCC transition of the active CS call to CS Domain. The CS call is routed via the MGCF and I/S-CSCF to CCCF application server.

Note: See TS 29.163[17] for MGCF behavior.
6. CCCF performs the transfer of the user’s IMS leg to the CS Domain by using SIP Session Transfer procedures as described in the CS to IMS Voice Call Continuity walk-through. 

7. The IMS bearer and signalling legs are released upon successful execution of SIP Transfer. 

A9.   The WLAN UE determines to release the tunnel, and send a Release tunnel request to the PDG.

A10.  The PDG sends a Release acknowledgement to the WLAN UE, releases the resources and the associated control information of the tunnel.  The WLAN UE releases the resources and the control information of the tunnel.

A11.  The PDG sends a Tunnel disconnection report to the 3GPP AAA Server. The 3GPP AAA Server updates the related service information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if necessary.
The termination of UE-PDG tunnel may be initiated by WLAN AN (as described in 7.5 of TS23.234) if the WLAN UE has disappeared from WLAN coverage before staring step a9, or initiated by PDG (as described in 7.10.2 of TS23.234) when the tunnel connection is timeout if the WLAN UE has disappeared from WLAN coverage before staring step a9 and WLAN AN doesn’t initiates the disconnection procedure. 
Conclusions

We hope this contribution is helpful for SA3 in the task of handling security aspects of VCC. It is proposed to use these figures as a baseline in further discussions of VCC security.
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