3GPP TSG SA WG3 Security — SA3#44
S3-060448
11 – 14July, 2006
Tallinn, Estonia
Source:
Huawei
Title:
Open issues for GAA Push Technical Solution
Agenda item:
6.12 GBA Push Issues
Document for:
Discussion
1 Introduction
 GAA push solution has been discussed in the last three meetings and a baseline document was also created. However, there are still some open issues need to be discussed. In this contribution, some of these issues are brought forward.  
2 Open issues
Open issue 1:  Does GBA push support GBA_U?

 In current GBA push document, only GBA is supported. Should GBA_U be also supported in GAA push? If so, the corresponding description should be provided in the GBA push document.   
Open issue 2:  Is GAA Push service permitted to shares the same NAF specific key with UE-initiated GAA service?

If UE-initiated GAA service and GAA push service are co-located in the same NAF, could they use the same NAF specific key for protecting communication on Ua reference point if they also use the same security protocol? If yes, some security problem should be considered. One possible security problem is that, if a NAF who is not authorized to perform the GBA push, it still can perform the GBA push using the NAF specific key, which is got from UE-initiated service.
Open issue 3: Should the case for the UE which has return channel to network be considered in GAA push? 

In current GAA push solution, only one case for the UE, which has no return channel to network (BSF or NAF), is considered.

As a complete GAA push solution, another case for the UE, which has return channel to network (BSF or NAF), should also be considered . In this assumption, GBA push solution shall be able to reuse the UE-initiated bootstrapping session(Ks and B-TID) which has been negotiated over Ub reference point in the case that UE has return channel to network(both BSF and NAF). 

Open issue 4： How to handle re-bootstrapping request over Zn reference point

 In current GAA push solution, when a NAF needs to safely deliver some data (e.g., broadcast keys) to a UE, it will first send a key request to BSF. When BSF receives this request, it checks if the subscriber has a valid bootstrapping session. If the subscriber has a valid bootstrapping session, then the BSF calculates the Ks_NAF based on the existing Ks and the other key derivation parameters.
However, during the lifetime of the valid bootstrapping session, if the NAF wants to initiate a new bootstrapping procedure to update the bootstrapping session due to some reasons, it will send another request to BSF. And in this case, BSF should fetch authentication vectors from the HSS, calculate a new Ks_NAF based on the NAF_ID and the other key derivation parameters. But according to the current solution, the BSF will still compute Ks_NAF using the existing Ks, and derived Ks_NAF will be the same the old one.
Open issue 5:  How does BSF distinguish the Push key request from UE-initiated key request over Zn reference point?
In current GAA PUSH solution, when the BSF receives the PUSH key request from the NAF, it will send response with different parameters (e.g. RAND and AUTN) from that in the UE-initiated key response. So the BSF should be able to distinguish the Push key request from the UE-initiated key request.
Should BIR (Bootstrapping-Info-Request) /BIA (Bootstrapping-Info-Answer) messages be reused for the push key request/response message, or , Should new messages over Zn be defined for the push key request/response message?
Open issue 6: Key selection mechanism between UE and NAF in the case that GBA_U is supported in GAA push
If GBA_U is supported in GAA push, key selection mechanism that negotiate which kind of NAF specific key( Ks_int_NAF or Ks_ext_NAF) to be used should be provided. And the key selection mechanism for UE-initiated GAA can not be applied to GAA push, as there maybe no return channel from UE to NAF. So a new key selection mechanism for GAA push should be studied.
3 Conclusion
SA3 is also asked to take open issue 3 into account when progressing the GBA push specifications. And we hope SA3 answer the questions in open issue 1 , 2, and decide whether the issues in open issue 4, 5, 6 should be studied further.  

All the conclusions is suggested to be written in SA3 meeting report. 













































































































































