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1 Introduction

This document provides answers to open questions listed in TS 33.110 _ Annex A "Pending issues". 

2 Questions on UICC-ME channel protection 

This section provides answers to the questions listed in TS 33.110 Annex A section A.1. 

“A.1.1
Open issues in detail”

· “When should this secure channel be established, at device booting time or ad-hoc on need basis?” 

( The secure channel should be established per application on need basis. At the moment, there is no secure channel proposed at device booting time. This aspect could be reconsidered if there is a use-case requiring the establishment of secure channel at device booting.

·  “If it is on ad-hoc basis, how is this secure channel triggered and by whom?”

( It shall be possible to establish a secure channel per application. The application will trigger the establishment of a Secure Channel when needed. The interactions between the application and the entity that manage the Secure Channel stack are implementation dependent for the ME and expected to be standardized by ETSI-SCP for the UICC.

·  “How much this increases booting time?” 

( The secure channel is not established at the booting. Consequently, there is no impact on the booting time. 

·  “When device is booted for the first time, where do the IAP settings to establish a HTTP connection come from?”

( Not Applicable

·  “What happens if the connection to server fails and ME thus does not have the shared key? What are the impacts, can some part of the cards functionality not be accessed (which ones and who decides)?”

· ( If the ME does not manage to obtain the shared key (e.g the connection to server fails) then the functions relying on the availability of this particular key cannot be setup.
·  “What happens if user buys a new phone and therefore one end-point of the tunnel changes?”

( The new phone will not have any valid Ks_local and consequently will need to establish a Ks_localas described in section 4.5.1 of TS 33.110 [1] to be able to connect to the UICC applications that require the establishment of a Secure Channel. 

“A.1.1
General considerations”

·  “What valuable item is protected using this key change?”

( The use-cases for the secure channel have been discussed during the approval of the ETSI SCP work item on Secure Channel [1]. Confer also section “Secure channel to secure local terminal interfaces” of ETSI SCP TS 102 421 [2]. 

· “Does this approach weaken the privacy/anonymity in comparison to pre-paid or GSM IMSI/TMSI mapping (EU privacy legislation)?”

( Further clarifications are kindly requested from the source of this question. (Mireille, in GSM, the IMEI is sent to the network, but they can argue that it is not sent as frequently as the device certificate).
· “The user should be able to "opt-out" of device authentication for privacy reasons, for example device authentication could be limited to scenarios where it is a "positive" force (this relates to the first bullet)”.

( The requirement for the secure channel establishment is application dependent Consequently, the decision to authorize the user to opt-out of device authentication should be application dependent. Furthermore, the operator should be able to decide for each application if the user involvement is required. 

3 Questions on UICC-ME secure interface 

This section provides answers questions listed in TS 33.110 Annex A section A.2. 

 “A.2.2
UICC authentication”

If the secure UICC-ME interface specifications are to be flexible enough to allow application to application secure channels as well as a general-purpose UICC to ME secure channel, then it will be necessary to authenticate specific applications on the UICC.

An obvious approach to authenticating the UICC is to make use of GBA_U. However, GBA_U provides mechanisms by which the network can authenticate and share a key with the (U)SIM. It is unclear whether the keys generated via GBA_U can be securely ported to other applications on the UICC, and even if they can be, can this really be considered an appropriate method of authentication for applications other than the (U)SIM on the UICC?

( The proposed solution allows to establish a key Ks_local shared between a specific application on the UICC (identified by its UICC_Appli_ID) and an specific application on the terminal (identified Term_Appli_ID). 

Ks_local is derived by the NAF Key Center using Ks_int_NAF, which is the result of GBA_U NAF derivation procedure in the USIM/ISIM application. The use of application-specific derivations parameters enables the computation of Ks_local key per application. 

Application-specific Ks_local keys are stored in the USIM/ISIM application on the UICC. An application on the UICC different from USIM/ISIM cannot read or overwrite Ks_local on the USIM/ISIM; it can only invoke an USIM/ISIM API that allows Ks_local use. This API needs to be specified by 3GPP CT6.

Access control mechanisms are available on the UICC to restrict access to application data (e.g. USIM/ISIM data). The access to a given Ks_local key on the USIM/ISIM can be restricted to given UICC application(s) identified by their AID.

Methods on the UICC enable the USIM to check that the AID of the UICC application invoking the use of its key Ks_local, corresponds to the AID parameter associated to the Ks_local stored on the USIM. 

Only authorized applications are downloaded onto the UICC. The UICC performs checks before allowing its download, e.g. verification of the application signature.

Conclusion

Only authorized applications can be downloaded to the UICC and the USIM/ISIM can control the access of those applications to Ks_local key(s). The establishment and the use of Ks_local key per UICC application are protected. 

Alternative approaches may include making use of an OTA-based solution (GSM 03.48/TS 23.048) which allows secure communication between the network and specific applications on the UICC, via the OTA gateway. 

( OTA provides secure communication between the network and specific applications on the UICC but does not secure communication between the network and the terminal. GBA provides a complete solution. 

A further alternative is that SA3 specify a method of establishing a secure channel with the USIM application on the UICC, but the secure channel establishment method is flexible enough to work with other applications on the UICC, though key establishment for these applications is left out of SA3 scope.

( TS 33.110 proposes a mechanism to establish a shared key between a specific application on the UICC and a specific application on the terminal using a GBA capable UICC like the USIM or ISIM.

In fact, the GBA capabilities of the USIM/ISIM can be used to derive a Ks_int_NAF for the Key Establishment mechanism. Ks_int_NAF is then diversified to generate one Ks_local per application (using the application unique identifier). ETSI SCP would extend the existing Java API to enable a given UICC application to ask the USIM/ISIM (using the USIM/ISIM internal API) to derive the corresponding Ks_local key. This application can ask the USIM/ISIM to perform cryptographic computations using this key. The USIM/ISIM will ensure that each application can only use its corresponding Ks_local key.

“A.2.3
TLS vs ROAP for device authentication”

( SA3 approved the usage of TLS.

 “A.2.4
Terminal authentication”

The current proposals assume that the terminal is able to authenticate itself (at least to the network). Although TLS and ROAP have been identified as candidates, the exact mechanism and the necessary supporting infrastructure have not as yet been defined. Ideally, the mechanism for terminal authentication should be generic so that it can be easily re-used by other services. 

Before deciding on the authentication mechanism, further investigation is needed on what actually needs to be authenticated: the application on the terminal, the terminal platform, or both. The answer depends on whether the secure channel should be established between applications on the UICC and applications on the ME, or whether it should be established between the UICC and the ME platform and this general-purpose secure tunnel then used by different applications on those platforms. 

In the following we consider each type of authentication in turn.

· Application authentication

We assume in this scenario that the application is provisioned with key material which it uses to authenticate itself to the network (or third party server). The application may either share a key with the network, or may be provisioned with a public and private key pair together with an appropriate certificate.

The application is reliant on the underlying platform for maintaining its integrity and for securely storing its key material. When authenticating the application, the network gains assurance that the application can still access its key material, but the network has no guarantee that the application or the underlying platform has not been compromised in any way. 

The only assurance that the network may receive about the integrity of the application itself would come from an assurance (if this exists) that the application would only have been installed on a secure platform.

Application-only authentication may be required for non-security critical applications on the terminal where only a light-weight authentication is required, and where the terminal is not able to provide any additional assurances to the network. Applications authenticated using this method should not be granted full access to UICC functions and data, and should be considered only partially trusted. This should affect the security policy established by the network for the UICC for use with this application.

· ME platform authentication

ME platform authentication offers authentication of the terminal itself. As with application authentication, the terminal must be provisioned with key material with which it can authenticate itself. This is likely to be a public and private key with a corresponding certificate, since the terminal is likely to have to authenticate itself to numerous different entities.

The mechanism employed by the terminal to authenticate itself may vary from terminal to terminal, and a few different mechanisms to authenticate a terminal may need to be implemented in order to support this.

In the simplest case (simple device authentication), a terminal may simply demonstrate the knowledge of its private key, and this together with the certificate provided by the terminal manufacturer, or another suitable authority, can be used to authenticate the terminal. However, as with application authentication, this may offer the network little assurance about the current state of the terminal. Ideally, the device certificate will also contain information regarding the trustworthiness of the platform. For example, the device certificate could indicate that the certificate issuer provides guarantees that the terminal architecture is such that it cannot be put into an insecure state (e.g. the terminal supports secure boot, real time integrity protection of critical functions and/or OS mechanisms that ensure downloaded applications cannot compromise critical functions).

A better solution (device authentication with attestations) would be for the terminal to be able to also produce some evidence (attest) that it is currently in a secure state. Such requirements should be compatible with the TCG (Trusted Computing Group) MPWG (Mobile Phone Working Group) requirements (and the MPWG specifications when available) for secure mobile platforms and should include attestations of having successfully completed a secure boot.  See the “Device Authentication” use case within the MPWG Use Cases document for a description of the use case in question
.Depending on the type of device authentication performed by the network and the trustworthiness of the device, the network may generate a security policy for the UICC to use with the authenticated device.

The operator should be in control over which entities shall be able to authenticate the device based on the provisioned credentials.

· Dual authentication

In order to obtain strong application authentication, the network may authenticate both the application and the ME platform, and may require assurance from the terminal that the application is in a good state.

In this scenario we assume that the application has been provisioned with key material with which it can authenticate itself. We also assume that some measurable state of the application (e.g. a value obtained by hashing the application code) is known by the network (or this may be contained in the application’s certificate).

The network begins by authenticating the terminal, and the terminal is required to present evidence of the current state of the required application. This evidence is compared to the measurable state in the application’s certificate (or to the state maintained by the network), and if these match, then the network considers the application to be in a secure state. The network also authenticates the application directly. 

The methods for providing evidence of the state of an application should be compatible with attestations provided by TPMs (Trusted Platform Modules), as defined in the TCG MPWG specifications.

We note that it may not be necessary to authenticate the application directly if the network only wishes to ensure that the application is in a good state. However, there may be instances in which the network wishes to know that it is communicating with a specific installation of a registered application, and that the application has access to the correct key material.

Applications that have been strongly authenticated using this dual authentication method could be trusted by the UICC to a higher degree than those authenticated using a weaker mechanism, and this should in turn affect the associated security policy for that application in the UICC.

(. The current solution can be updated to take into account this requirement, which needs to be discussed and agreed by SA3. 

4 Conclusion

SA3 is kindly invited to review the proposed explanations in order to remove from the list of pending issues the open questions which are no longer relevant. 

Companion pseudo-CR to TS 33.110 is proposed in S3-060xxx.
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