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1 Introduction

SA3#43 has agreed to use a USIM (on a UICC) for SAE/LTE access authentication. It was left open whether the authentication procedures between aGW and UE would be performed via UMTS layer 3 protocols (NAS procedures according to TS 24.008) or whether EAP-AKA (cf. WLAN-3GPP interworking) would be used.

Beside the security characteristics of both alternatives, also some non-security advantages/disadvantages are investigated to get a more complete set of arguments to base a decision on. We have tried to categorize the issues in two base categories. The first category are the high level issues (mainly these known from SA2 requirements), the second category is an investigation on particular EAP features. Finally also some outstanding standardization efforts are listed. Section 2.4 includes a comparison table.

2 Comparison

2.1 High level items

H-1) ‘Interworking with release 6 3GPP systems (i.e. 3GPP-PS core, 3GPP-IP access and IMS) shall be supported’ 
(TS 23.882 section 5 high level principles).

TSs 23.234 and 33.234 specify methods for interworking between 3GPP and WLAN (I-WLAN): Direct IP access and 3GPP IP access. WLAN and WiMAX are non-3GPP access systems. It is our understanding that any non-3GPP access system may be connected to the SAE core via one of two variants of the S2 interface: either using an IPsec tunnel between a UE and a PDG, as in 3GPP IP access, or without such a tunnel and/or PDG, as in Direct IP access.

Authentication for Direct IP access and 3GPP IP access is performed via EAP-AKA or EAP-SIM and creates a security context that is NOT shared for access via the PS domain of UMTS. TS 33.234 never meant to cover the so-called scenarios 4 and 5 i.e. session continuity and handover were outside the scope of Rel-6 and Rel-7. TS 33.234 will not be further developed to include scenarios 4 and 5, rather this is to be covered by SAE. When a user moves from 3GPP IP access to UMTS PS domain then a new authentication shall be performed in Rel-6 and 7. The pair CK, IK is available in UE and AAA server, and with some enhancements the keys and other context information could be reused in handover as the AAA server will remain the same and fast re-authentication would be used. 

A major point to consider in this respect is the fact that the use of EAP would probably necessitate the involvement of the home AAA server in all handovers (See also P-3) if no anchor-MME concept would be used. This will affect all intra/inter-system 3GPP handovers and adds delays to it.

Assuming that handovers between 3GPP access systems (LTE-LTE, LTE-UTRAN) will be more frequent than between 3GPP and non-3GPP access systems, then maximal alignment of the authentication procedures/protocols of LTE and UMTS can result in optimal handovers between LTE and UMTS. With that respect inclusion of UMTS AKA NAS in LTE would be preferred over EAP AKA.
H-2) Verification of authentication in Home or Visited Network.

Home control of authentication is a basic characteristic of the EAP-architecture i.e. the AAA-server always resides in the Home Network. This protects the authentication vector from being stolen or spoiled and it has the advantage that authorization by HN is always timely. Note that the same authorization can be achieved by using UMTS AKA is a real-time fashion. On the other hand the connection set up time will be larger than in architectures where authentication verification in the VN is being performed as when each full (or fast re-) authentication has to go back to the Home Network. The more transit networks (and transport-proxies) there are between HN and VN, the more time will be added for subsequent (full and fast re-)authentications. In order to enable fast initial and resumed service access (with may require authentication), authentication verification in the VN is advantageous.
H-3) Transport protocols for authentication parameters in the Core network.

In IMS, as well as in GBA, authentication vectors can be transported over DIAMETER (i.e. Cx and Zh reference points). This would allow moving AAA-server functions to the visited network (for EAP-AKA use), but anonymity features seem to require Home control and solutions to discover the AAA-server would need further study
.The aGW would then need to implement DIAMETER in stead of  MAP. The decision how much signalling protocol reuse there will be, is however to be taken independently by CT4. The aGW could have the choice between implementing MAP protocols (SendAuthenticationInfo) or DIAMETER. If EAP would be chosen for LTE access then DIAMETER would be the protocol for choice at the core network. Note that also the transport of non-security parameters needs to be considered in this decision in particular the transport of mobility management information would also create DIAMETER impacts. 

So Issue H-3 is not seen a relevant issue in the comparison of EAP-AKA and UMTS AKA. 

H-4) ‘Access to Evolved 3GPP System shall be possible via existing Rel 99 USIM. Evolved 3GPP System shall also permit access to inbound roamers from mobile networks with Rel 5 HSS’; (TS 23.882 section 5 high level principles).

When using Rel-99 USIM together with EAP-AKA, then EAP needs to be implemented on the MT. EAP-AKA may optionally also be terminated on the UICC (Cf. TS 33.234 Rel-6).

Issue H-4 is not seen as a distinguishing issue in the comparison.

H-5) ‘The authentication framework should be independent from the specific access network technology’; (TS 23.882 section 5 high level principles).
This issue could be interpreted in various ways. We assume that the choice of USIMs (and hence AKA) already fulfils this requirement on high level. If we interpret the high level requirement more in the sense of ‘Extensibility to support future authentication methods’ then the evaluation is different and looks more in favor of EAP support as it is designed to be extensible. Suppose that a new EAP method would be introduced then there need to be no changes on the aGW, but only in the Home Network and the UEs. A home operator could introduce new EAP methods without impacts in the Visited Network. Although this seems a tempting advantage, the threat or disadvantage might be an upcoming proliferation of authentication methods that will be introduced in the UEs and possibly in the HN. AKA is a well-established and secure authentication method, while other methods might be less-secure. On the other hand 3GPP SA3’s choice of USIM (and hence AKA) has limited the (EAP-) authentication methods that need to be supported for LTE access to one currently. So there is currently no hard requirement for extensibility. Please also note that SAE will have to support both, UMTS AKA and EAP-AKA anyhow, as both UTRAN and I-WLAN will be accepted access systems in SAE, and the former requires UMTS AKA, while the latter requires EAP-AKA. This has been the situation since Release 6.
2.2 Particular EAP features

P-1) Privacy/Anonymity Features

RFC4187 includes an optional pseudonym management which is comparable with the TMSI mechanism. The TMSI mechanism is serving network controlled where the EAP mechanisms are home controlled. 

Conclusion: The privacy and anonymity features of both seem to have equal strength.
P-2) Fast Re-authentication functionality

Fast re-authentication in EAP-AKA allows the UE to present a re-authentication identity which avoids to run a full AKA and hence to use a quintet. For each fast re-authentication the Home AAA-server needs to be contacted. The use of integrity protection on NAS-signalling (between UE and aGW) may also be considered as fast re-authentication as it also ensures the continued presence of the ME. Fast re-authentication achieves a change of session keys without consuming new authentication vectors. On the other hand, it would be more important to ensure the continued presence of the UICC in order to counter the rogue shell threat. This can be achieved only through a modification of the USIM e.g. EAP termination in UICC (but this would be against a backward compatibility requirement cfr. H-4) or through a new full authentication with new authentication vectors. At any time the aGW can decide to perform a full authentication for the user if the session keys need to be renewed.

When requiring more full-authentications the usage/generation of more quintets should not be considered the problem (i.e. the theoretical number of AVs that can be generated from a USIM, is practically never reached during the lifetime of a UICC). With respect to the performance requirement on the HSS/AuC, there is an increase but this is smoothened over time, while pre-computation (of AV-batches) is possible. The EAP-AKA concept requires a (new) AAA-function in the HN which implements the extra required signalling performance for fast re-authentications. 

Conclusion: It is difficult to say which of the two concepts requires less authentication performance on AAA/HSS or HSS-only. 

P-3) Fast re-authentication (latencies) versus security context transfers.

Using EAP, each change of authenticator (MME) should require a new authentication since MSKs should not be shared among authenticators [draft-ietf-eap-keying-14.txt]. 

[draft-ietf-eap-keying-14.txt]: ‘EAP keying material and parameters provided to a lower layer MUST NOT be transported to another entity. For example, EAP keying material and parameters passed down to the EAP peer lower layer MUST NOT leave the peer; EAP keying material and parameters passed down or transported to the EAP authenticator lower layer MUST NOT leave the authenticator."
This makes handovers and idle mobility as in UMTS where the same CK, IK are forwarded from RNC to RNC, contradictory to the EAP keying framework. A handover between MMEs always has to involve the AAA server for security. 

The IETF has recognized the above disadvantage of using EAP in wireless environments and has started some work cf. [draft-nakhjiri-aaa-hokey-ps-03.txt]. This work is in an early stage. The mentioned draft contains the problem statement.
Conclusion: "EAP-AKA show clear performance disadvantages in handovers between 3G access system: in LTE-LTE handovers, no security context transfer from MME to MME, in LTE-UTRAN handovers, no security context transfer from MME to SGSN, so in LTE-UTRAN handovers, new run of full UMTS AKA over UTRAN would be required."
P-4) Amount of messages for EAP-AKA versus NAS based UMTS AKA

Security capability negotiation and cipher mode setting is not part of EAP [draft-ietf-eap-keying-14.txt] Section 3 secure association protocol], so it still needs to be added after the EAP exchange.

Figure 1 shows the EAP-AKA exchanges on full-authentication. When compared to TS 33.102 flows (Figure 2) there is seems to be no difference in the amount of authentication messages on the air interface. However, if EAP-AKA is used, the security-related procedures as a whole may require more messages (including both core network and air interface messages). In EAP-AKA there are two round-trips across the core network, as opposed to one round-trip with MAP (UMTS AKA NAS).
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Figure 1: EAP-AKA full authentication
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Figure 2: TS 33.102 procedures with AKA NAS in the third step
We also observe the following: 

1) The EAP Request/Identity may have to be repeated (according to EAP-AKA RFC).

2) In UMTS there is no equivalent to the EAP success message.

3) The security-related information, now carried in the initial L3-message need to be put into a separate signalling message or in EAP (ffs).

4) The security mode command procedure would have to be performed after the EAP procedure.

Conclusion: EAP-AKA is likely to require more messages across LTE.
2.3 Detailed impacts (outstanding standardization work)

I-1: Location of the EAP authenticator function

The network node that performs the authenticator function has access to all EAP exported keys i.e. MSK, TEK and IV. Therefore EAP needs to be terminated above eNodeB i.e. in the MME. The main reason is that the MME needs to derive keys for NAS and user plane.

I-2: Necessity of further key derivations for use in LTE (RRC and PDCP protocols).

Neither the EAP-AKA RFC, nor the EAP-framework provides a key derivation for the use of keys in the specific LTE protocols. This key derivation needs to be defined for both EAP AKA and NAS UMTS AKA. This can be documented in 3GPP specifications.

Figure 3 illustrates an example key derivation for NAS UMTS AKA. 
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Figure 3: Example Security contexts/key derivation in LTE based on NAS UMTS AKA
In this key derivation solution for LTE access, the CK, IK would NOT be used directly to protect a particular protocol. In idle state only the LTE security context needs to be transferred when the UE performs a tracking area update to a different aGW. On User plane establishment and RRC state change to ACTIVE, keys can be derived within the MME and then distributed to the concerned entities or the UPE and eNodeB keys could be sent by the MME to the UPE and the RRC keys could be distributed to the ENodeB on SAE Bearer activation
.

A suitable key derivation could be build using TS 33.220 Rel-6 key derivation functions (Annex B) or other EAP-based examples.

Figure 4 illustrates an example key derivation in LTE based on EAP-AKA.
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Figure 4: Example Security contexts/key derivation in LTE based on EAP-AKA

As noted before, using a security context forwarding concept (as known from GSM/UMTS) between LTE/SAE nodes will imply a deviation from the EAP keying framework. This issue needs further study.
I-3) EAP needs to be carried over LTE-access

An equivalent to EAPOL is needed and needs to be documented in IETF or 3GPP. Documentation in 3GPP may be preferable.

2.4 Analysis overview

	
	UMTS AKA NAS
	EAP-AKA

	High level Items
	
	

	H-1: Interworking with release 6 3GPP systems ….
	+ (more handovers to UMTS/GSM expected)
	

	H-2: Verification of authentication in HN or VN
	+ (less authentication delays for VN concept). 
	Ensures more home control.

	H-3: Transport protocols for authentication parameters …
	Issue found not relevant
	Issue found not relevant

	H-4: Rel-99 USIM support
	=
	=

	H-5: Authentication framework independence …
	Needs to be supported for UTRAN access anyhow.
	There seems to be no hard requirement for extensibility according to EAP.

Needs to be supported for I-WLAN access anyhow however not in an authenticator role.

	Particular EAP features
	
	

	P-1: Privacy/Anonymity
	=
	=

	P-2: Fast re-authentication functionality
	=
	=

	P-3: Fast re-authentication versus security context transfers
	+ 

Allows handovers between 3G access systems without involving home network and without new authentication
	-

IDLE mode mobility and security context transfer against EAP framework.

	P-4: Amount of messages
	
	-

Inherently more messages


	Detailed impacts/outstanding standardization work
	UMTS AKA
	EAP 

	I-1: Location of authenticator
	No such concept
	EAP authenticator in MME

	I-2: Necessity of further key derivations
	Needed for both UMTS AKA and EAP-AKA
	Needed for both UMTS AKA and EAP-AKA

	I-3: EAP over LTE
	Can be reused (TS 24.008)
	Extra work is needed in 3GPP or IETF


3 Proposal

More analysis (especially on EAP-framework consequences) is needed to definitively conclude between UMTS AKA and EAP AKA. However following issues seem to favour the use of UMTS AKA (see table in section 2.4 for a complete overview of the analysed issues):

· The use of UMTS AKA in 3GPP is well understood and easily reusable, while the introduction of the EAP-framework seems to introduce some complexity and handover latencies.

· The use of EAP AKA will require additional standardization work compared to UMTS AKA (see table in section 2.4 for an overview).

It is proposed that other groups are first invited to comment on this analysis in order to prepare for a decision between EAP AKA and UMTS AKA at SA3#45.

It is also proposed that the analysis of Section 3, is incorporated in the document "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution".

























































































































































































































































































































































� Quoted text from SA2 TR: We assume that also Rel-7 interworking is meant by SA2.


� This understanding may need to be clarified with SA2


� Usually, the address of the AAA server is derived from the NAI. Problems may also arise with states held in the AAA server when the user moves between networks and the AAA server is allocated dynamically.


� Co-location of MME and UPE (or their eventual split and resulting flows between them) are under discussion within SA2
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