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Introduction

As agreed in RAN plenary #31, the Evolved UTRAN functionality is distributed into BSs. This document discusses the security for C-plane signaling between BSs. Here it is assumed that there exist security associations between each eNodeB and one or more core network nodes (AGW). These SAs are needed for securing the signalling traffic between Core Network and E-UTRAN.

Discussion

In the distributed case signalling and packet forwarding exists between the BSs. At the same time the transmission links between BSs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on the links. Handovers can also happen between many different BSs, depending on the network configuration and management. 

There are various methods to provide security between BSs:

1. NDS/IP [1] could be used to manage security associations between BSs, based on pre-shared secrets. This would mean that Operations & Management is required to create the SAs between the required BSs, or that the pre-shared secrets are transferred to the right BSs by some other means.

2. BS specific certificates could be used to bootstrap security associations between BSs. This would mean that each BS must have its own certificate signed by a Certificate Authority (CA) and the corresponding root certificate from the CA for certificate validation. This would also probably mean that certificate revocation methods should be implemented or short enough certificate lifetimes should be used. The latter requires provisioning of new certificates, before the lifetime of the current ones is exceeded. Choosing the right lifetime becomes a trade-off issue between a fresh and possibly a disclosed certificate.

3. Centralized node(s) in the network could bootstrap BS-BS security associations automatically when needed. This would mean that the centralized node(s) know the topology of the BSs (i.e. at least neighbour BSs for each BS).

4. One option is also to provide the keying material inside a subscriber context from the core network to the BSs. In effect meaning that the core network node would encrypt a subscriber specific signalling protection (symmetric) key for multiple BSs at the same time and send all these encrypted keys to the subscribers’ current BSs inside the subscriber context. When secure signalling between BSs is needed the source BS uses the subscriber specific signalling protection key to protect the messages, finds the encrypted entry for the target BS and sends it along with the messages to the target BS. Target BS then finds the encrypted subscriber specific signalling protection key, decrypts it and the corresponding messages. This way the source BS can securely communicate with all BSs that are included in the subscribers context received from the core network. This does not mandate neighbouring relationship between the BSs.

In cases 1 and 3, when adding a new BS to the network, the existing neighboring BSs need to be updated to incorporate the security association or needed credentials with the new BS. In case 2 the certificate management must be implemented and the certificates in the BSs must be protected and provisioned. In case 4, there is no need to maintain security associations between BSs, because the exchanged messages themselves include needed material for message decryption securely delivered to the corresponding BS.

Conclusions

It is proposed to send a LS to RAN WG3 and ask RAN WG3 to discusse the alternatives presented in this document and proposeRAN WG3 to document the LTE/SAE security issues in TR R3.018 to capture the relevant parts of the security discussions and decisions.
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