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At SA3#42 a CR to the GBA specification, TS 33.220, was agreed to clarify whether SIM access using 2G GBA should be allowed for particular applications that make use of GBA (S3-060184). In the CR it is stated that if SIM access using 2G GBA is not allowed, then this should be explicitly stated in the specification of the application that makes use of GBA. 

MBMS is one particular application that makes use of GBA. However, in normative annex C, the following requirements are stated:

“R1a: A valid USIM shall be required to access MBMS User Services”

“R2b:
It shall be possible to prevent the use of a particular USIM to access MBMS User Services.”

As a consequence of these requirements, MBMS implementations that are in strict compliance with TS 33.246 would not be allowed to support SIM access using 2G GBA.

The requirements R1a and R2b were introduced at an early stage in the development of the MBMS security specification. In particular, they are included in TS 33.246 v0.2.1 from October 2003 (S3-030517). This was before GBA was selected as the basis for the MBMS security solution. We doubt whether the original intention of this requirement was to explicitly prohibit SIM access. Instead we believe that the intention of this requirement was to mandate smartcard based access to MBMS user services. This can be achieved regardless of whether a SIM or USIM is used. We therefore propose to change R1a and R2b to read as follows:

“R1a: A valid USIM or SIM shall be required to access MBMS User Services”

“R2b:
It shall be possible to prevent the use of a particular USIM or SIM to access MBMS User Services.”
A further issue in TS 33.246 is that there are several references to the use of a UICC with 3G GBA, but no mention of the use of SIM cards with 2G GBA. Given the introduction of 2G GBA in Release 7, we propose to update the specification to reflect that the GBA specifications allow 2G GBA as an implementation option.

A corresponding CR to make these changes is presented in a companion contribution.

The consequence of the changes is that it shall be allowed, from Release 7 onwards, for 2G GBA to be used for MBMS access. It should be noted that it is possible for operators to explicitly prohibit the use of SIMs for MBMS access based on policy configuration at the BSF.
We believe that it is very important to include the option in the MBMS standard for operators to be able to provide MBMS services to customers that have not yet been upgraded to USIMs. We believe that an acceptable level of security can be achieved based on 2G GBA. The consequence if 2G GBA is not allowed in the standard may well be that proprietary solutions are developed. This would be highly undesirable. 
We note the Huawei contribution at SA3#42 which identifies a potential problem when 2G GBA is allowed by particular applications (S3-060011). In the context of MBMS, the problem is that an MBMS terminal with a SIM could try to access a BM-SC. If the operator does not allow SIM access to MBMS, then the BM-SC would not realise that there is a problem until after the Zn procedures have been run. This results in an unnecessary burden on the involved entities. We believe that this problem should be solved for all GBA applications that might make use of 2G GBA, not just MBMS. 




















































