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1 Introduction

During SA3#42 meeting several contributions were provided to propose a solution for the key establishment between a UICC and a terminal. This contribution addresses open questions identified during SA3 #42 meeting and provides more complete description of the TLS-based solution [1] approved by SA3 as working assumption for further works. 

2 Terminology

Established key

We propose to name “Ks_local” the key established between the UICC and the terminal. 

NAF for Key establishment

We propose to have a dedicated NAF in charge of the management of the shared key Ks_local to establish between the UICC and the terminal. This NAF could be named “Key Center”. 

3 Terminal

3.1 Terminal type

The WID on Key Establishment between a UICC and a terminal defines the type of terminal involved in the key establishment: “The objective is to provision a shared key between a UICC and a terminal that may host the UICC or be connected to the device hosting the UICC via a local interface”.

During SA3#42 meeting, Gemplus contribution [1] presented proposal where the terminal was part of the Mobile Equipment, it could be either the MT or a TE. Huawei contribution [2] presented a proposal where the terminal was a Peripheral Equipment (PE) outside of the Mobile Equipment. It was commented that a merge of the two approaches could be proposed to address the different contexts and address SA1’s work on Personal Network Management. SA1 and SA3 groups are working on TS 22.259 “Service Requirements for Personal Network Management”, which proposes the definition of Personal Network Element”. 

The “terminal” in this discussion paper may be either a MT, or a TE, or a Peripheral Equipment (PE), connected to the device hosting the UICC via a local interface. This terminal could correspond to a “Personal Network Element” as defined in TS 22.259. 

3.2 Terminal Identifier

The terminal Identifier of a ME is the IMEI. There is no terminal Identifier specified for a terminal different from a ME, e.g. for a TE. The definition of a terminal_Unique Identifier is needed. 

TS 22.259 identified a “Personal Network Identifier”.

The terminal_Unique_Identifier to be used in TS 33.110 could correspond to PNE Identifier proposed within TS 22.259.

4 Ks_local: the established key

This section describes mechanisms associated to the key to establish.

4.1 Ks_local per application

It should be considered for the key establishment whether the key should be agreed between the UICC and the terminal as monolithic devices, or between specific application on the UICC and specific application on the terminal. 

We propose a key establishment “per application” where the established key Ks_local is shared between a specific application on the UICC and a specific application on the terminal. It allows the definition of a key policy (e.g. the key lifetime) corresponding to a specific usage of Ks_local. If the shared key were attached to the UICC and terminal platform, then there would be an issue to define a policy associated to a key used by different applications. Moreover, within secure channel use-case, a secure channel per application is proposed; it provides a complete separation among applications using secure channel. 

Proposal 

We propose the establishment of a Ks_local key “per application”: the established key Ks_local is shared between a specific application on the UICC (identified by the UICC_appli_ID) and a specific application on the terminal (identified by its Term_appli_ID). 

4.2 Key lifetime of Ks_local

As soon as the Ks_local is provisioned on the terminal, the network is no longer involved in the usage of the established key. The NAF should be able to limit the key lifetime of the established key and/or to invalidate the established key. 

During SA3#42 meeting it was proposed to further study mechanisms to limit the usage of the established key Ks_local: key lifetime and counter mechanisms.

All Ks_local keys may be deleted from the terminal when the terminal is powered down. If the terminal does not delete Ks_local keys at the power down then the Ks_local keys need to be stored in non-volatile memory. 

All Ks_local keys shall be deleted when terminal detects a different UICC. Therefore, the terminal needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used UICC-identity at UICC insertion. 

· Key lifetime

The NAF should be able to limit the key lifetime of the established key Ks_local. 

A key lifetime related to Ks_local would correspond to an expiry date, which would invalidate the key Ks_local after a certain period of time. 

Arguments related to key lifetime:

Pros: 

· No extra mechanism is required

Cons: 

· Each time the terminal is powered down a new key establishment procedure involving certificate-based authentication may be required if the established key is deleted at terminal power down.

· If the ME is not attached to the cellular network then any application relying on the established key would be unavailable if the established key is deleted at terminal power down

· As soon as the established key is provisioned on the terminal, the network is not longer involved in the usage of the key. The UICC is unable to manage time. Consequently, the usage of key Ks_local is under the control of the terminal when mechanisms to limit the usage of Ks_local are based on key lifetime only. 
· Counter

The NAF should be able to limit the key lifetime of the established key. A counter associated per established key could be proposed. The NAF Key Center could send to the UICC the maximum number of usages of a key Ks_local (COUNT_MAX). Each time that a UICC Ks_local-based application would use its key Ks_local for a cryptographic computation, the UICC would decrease by one the associated counter. The key Ks_local would not be available when the counter reaches null value.

Pros: 

· The solution is easy to implement. 

· If the ME is not attached to the cellular network then any application relying on the established key would be available.

· The UICC is in charge of the counter management. The operator keeps control on the usage of the established key. 

· Optionally, the operator could send OTA command to invalidate the key Ks_local by updating the counter value.

Cons: 

· It is difficult to predict the maximum number of Ks_local usages (COUNT_MAX), it depends on the application using the key Ks_local. 

· It could be possible to have a key Ks_local per application and dimension the maximum counter value according to the usage of Ks_local by the application. This counter value should be sent by the NAF. 

But, the sending of a customized counter value by the NAF requires the NAF to send the counter value in a secure way to the UICC: the counter value should be protected in integrity, confidentiality and protected against replay attack. 

· In case of OTA command to customize the counter value, we could imagine that the smart card the card may not receive the command to update the counter value. Howeve, the network can simply detect that those commands did not reach the card because it did not received the expected UICC acknowledgement. Furthermore, the usage of a counter would limit the risk and ensure that Ks_local will not be used too many times. 

Possible counter management

The maximum number of Ks_local usages (COUNT_MAX) could be set to a default value. By means of Over The Air commands, the operator could customize the maximum value of Ks_local according to the application, or invalidate the key Ks_local by updating the current counter value. 

Remark: the description of OTA commands management to update the counter value would be out of the scope of TS 33.110. 

If SA3 preferred solution would be to have a customized COUNT_MAX value sent by the NAF, then SA3 should specify additional mechanisms to protect the sending of the counter to the UICC. 

We could propose to add in the UICC a status corresponding to the availability of Key Ks_local. This status would indicate whether the key Ks_local is still valid or has reached the maximum usage value. This information allows the terminal to perform checks described in the initiation phase of the key establishment procedure; there would be no need to create a dedicated command to perform the checks. The status avoids ME having direct reading of the counter value

Proposal: combination of key lifetime and counter

We propose to adopt a combination of key lifetime and counter mechanisms to limit the usage of the key Ks_local; the two mechanisms are complementary. 

Key lifetime

The NAF would send to the terminal the key Ks_local and an associated Ks_local key lifetime. This Ks_local key lifetime would correspond to an expiry date in order to invalidate Ks_local after a certain period of time. The check of the key lifetime would be under the control of the terminal.  

Counter

The UICC would derive Ks_local and then associate a Ks_local counter set to a default value (COUNT_MAX). Each time that a UICC Ks_local-based application would use the associated Ks_local for a cryptographic computation, the UICC would decrease by one the associated counter. The counter would invalidate Ks_local after a certain number of cryptographic computations. 

Consequently

The terminal shall delete Ks_local and the corresponding parameters when at least one of the conditions below is met:

1-
the key lifetime of Ks_local expires;

2-
the terminal detects that the UICC has been removed;

3-
the terminal detects that another UICC has been inserted; For this, the terminal needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used UICC-identity during the initialisation procedures;

The UICC shall invalidate the key and corresponding parameters when Ks_local counter reaches the null value.

The combination of Ks_local key lifetime and counter is proposed in companion pseudo-CRs.

4.3 Derivation of Ks_local

Ks_local is derived from the Ks_int_NAF associated to the NAF Key Center. 

The application identifiers (UICC_appli_ID and Term_appli_ID) and the terminal and smart card identifiers (ICC_ID and Terminal_ID) would be part of the derivation parameters to calculate Ks_local. 

The derivation parameters to calculate Ks_local could be: Key Center Identifier, B-TID, Term_appli_ID, UICC_appli_ID, Terminal_ID and ICC_ID 

The association of (Key Center ID, B-TID, Term_appli_ID, UICC_appli_ID, Terminal_ID and ICC_ID) would identify a key Ks_local shared between a specific application on a UICC and a specific application on the terminal. 

4.4 Storage of Ks_local

Storage on the terminal

The terminal stores the list of Ks_local-specific data associated to a Ks_local establishment. The information available for a given key Ks_local could be the following: 

	ICC_ID 
	Term_Appli_ID
	UICC_Appli_ID
	Ks_local Key_Lifetime


Storage on the UICC

The UICC stores the list of Ks_local-specific data associated to a Ks_local establishment. The Ks_local-specific data available for the terminal could be the following: 

	Term_ID
	Term_Appli_ID
	UICC_Appli_ID
	Ks_local Key_Lifetime
	Validity_status (optional)


5 Overview of the Key Establishment procedure

5.1 Initiation of key establishment procedure

Before Ks_local-based application can start, the UICC and the terminal first have to share the same key Ks_local associated to the selected application. The terminal shall check if it stores the key Ks_local associated to targeted application and if this key Ks_local is also available on the UICC.

1. The terminal checks if it stores the key Ks_local required for its application communicating with a specific application on the UICC. If the key Ks_local is not available on the terminal then the terminal initiates a Key Establishment procedure, else it continues the checks. 

2.  The terminal sends a request to the UICC to check that the required key Ks_local is available on the UICC. The UICC reply indicates the terminal if the required key Ks_local is available on the UICC. If the required key Ks_local is not available on the UICC, the terminal initiates a key establishment procedure. 

This initiation of key establishment procedure will be proposed in a companion pseudo-CR to TS 33.110.

5.2 Availability of required bootstrapped key Ks

The UICC and the NAF Key Center shall share a GBA_U NAF-specific key, Ks_int_NAF, to establish a shared key between the UICC and the terminal. 

For the Ks_int_NAF availability we could foresee two scenarios:

Scenario_1: complete GBA_U run

The key establishment procedure, described in previous proposals [1] and [2], requires a complete GBA_U run to generate Ks_int_NAF associated to the NAF Key Center. There is both a GBA Boostrapping procedure and GBA_U NAF derivation procedure associated to the Key Center.

The detailed description of the key establishment procedure with complete GBA_U run is described in section 6.1.

Scenario_2: Possible optimisation

A complete GBA_U run is not always required for the key establishment procedure. It depends on the presence within the UICC of valid bootstrap key Ks, or valid Ks_int_NAF key associated to the NAF Key Center.

The UICC contains a file listing the NAF_ID and B-TID associated to a GBA NAF Derivation procedure. 

The following situations are identified:

· The terminal retrieves on the UICC the list of NAF_ID and B-TID associated to a GBA_U NAF Derivation procedure. The NAF-ID of the Key Center is present in the list. 

1. The UICC derived a key Ks_int_NAF associated to the NAF Key Center.


The terminal does not know if Ks_int_NAF is still valid. 

If Ks_int_NAF is still valid in the NAF Key Center then the ME does not need to perform any GBA_U procedure. 

· The NAF-ID of the Key Center is not listed in the UICC list. The terminal retrieves on the UICC the information related to the last bootstrapped key Ks. 

2. The terminal retrieves B-TID and Key lifetime associated to the last key Ks. If the key Ks is still valid then ME could perform a GBA_U NAF Derivation procedure to derive GBA_U NAF-specific keys associated to the NAF Key Center.

3. The terminal retrieves B-TID and the Ks Key lifetime. If the bootstrapped key Ks is no longer valid then ME should perform a complete GBA_U run 

· The NAF-ID of the Key Center is not listed in the UICC list. The terminal does not retrieve any information related to a bootstrapped key Ks on the UICC
4. The ME shall perform a complete GBA_U run.

Proposal:

We propose for scenario_2 that the terminal checks the availability of required bootstrapped key Ks. The procedure with a check on Ks_int_NAF availability is more complex. 

The detailed description of the key establishment procedure in section 6.2 takes into account this assumption. In case that SA3 would prefer a check for Ks_int_NAF availability then an additional step would be required. 

5.3 Authorization

The subscriber’s home operator shall be able to forbid a key establishment between the UICC and the terminal. The home operator control could exercise using Security Settings .

The security setting may carry the following information:

· An authorization to establish a shared key between specific application on the UICC and a specific application on the terminal. The NAF would manage itself the blacklist of terminal Identifiers
or

· A list of terminal models allowed to establish the shared key Ks_local. The NAF would manage itself the blacklist of terminal Identifiers
or

· A list of allowed terminal Identifiers
During SA3#42 a question was about the need or not to create a specific Security Setting dedicated to the equipment or to use User Security Setting (USS).

A USS is an application and subscriber specific parameter set that defines two parts, an authentication part and an authorization part (e.g. access to application allowed). 

If the Security Setting for the key establishment indicates whether a user application, split between an application on the terminal and an application on the UICC, is allowed to establish a shared key between the terminal and the UICC, then this authorization could be part of a USS. 

Proposal:

Consequently, we propose to use a USS indicating to indicate if a user application is authorized to establish a share key Ks_local. The NAF would manage itself the black list of terminal Identifiers.

If SA3 considers that the authorization for key establishment cannot be part of User Security Setting then a new category of security settings associated to the equipment should be created. 

5.4 Terminal-NAF communication

TLS-based communication guarantees dynamic authentication of the ME, communication protected in integrity and confidentiality. Moreover, it ensures that the ME will be the only recipient of Ks_local sending, with no replay attack. 

6 Detailed description of the key establishment procedure

6.1 Detailed description of the key establishment procedure for scenario_1

Scenario_1: the terminal executes a complete GBA_U run to perform the Key Establishment procedure.

Procedure

1. The terminal asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_U NAF Derivation procedure associated to the NAF Key Center are performed.

2. In order to retrieve the B-TID associated to the GBA_U NAF specific key Ks_int_NAF, the terminal sends a request to the UICC to access the list of the NAF_ID and B-TID associated to GBA_U NAF Derivation procedure. 
3. The UICC sends the list of the NAF_ID and B-TID associated to GBA_U NAF Derivation procedure. The terminal can retrieve the B-TID associated to the NAF Key Center.
4. The terminal and the NAF establish a HTTPS tunnel with certificate based mutual authentication between the terminal and the application server. Confer TS 33.222 section 5.5.
5. The terminal sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The message is sent within HTTPS tunnel.

The request may contain the following payload: the identity (B_TID), the terminal identifier (Terminal_ID), the smart card identifier (ICC_IC), and the application identifier of UICC application (UICC_appli_ID) and the application identifier of the terminal application (Term_appli_ID) requiring the establishment of key Ks_local

6. The request may contain the following payload; the identity (B_TID), the terminal identifier (Terminal_ID) and application Identifier (appli_ID).
7. The NAF contacts the BSF and sends the identity B_TID in a credential request. 

8. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF 

The BSF may also send requested USSs to NAF according to the BSF’s policy.

9. The NAF 

a. If the NAF has requested a USS, and the USS indicates to the NAF that the key establishment procedure is not allowed for the targeted applications, then the NAF shall respond with appropriate error code and terminate the TLS connection with the terminal.
b. The NAF checks if the terminal_ID is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure
c. Derives Ks_local from Ks_int_NAF
10. The NAF sends within HTTPS tunnel a request response message to the terminal with the following payload: B-TID, Ks_local, Key Lifetime
11. The terminal stores Ks_local and associated Key Lifetime
12. The terminal sends a command to perform Ks_local derivation on the UICC. The terminal sends the NAF_ID corresponding the NAF Key Center, the terminal_ID, the Term_appli_ID 
13. The UICC retrieves the Ks_int_NAF associated to the received NAF_ID and then derives Ks_local, The UICC stores Ks_local, Terminal_ID, appli_ID, and Ks_local counter. Ks_local counter is set to COUNT_MAX default value if Ks_local corresponds to a new key value.
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6.2 Detailed description of the key establishment procedure for scenario_2

Scenario_2: the terminal checks on the UICC the availability of the required bootstrapped key Ks.

Procedure

1. The terminal sends a request to the UICC to receive GBA_U bootstrapping-specific data stored on the UICC.

2. The UICC sends to the terminal the GBA bootstrapping-specific data stored on the UICC: B-TID, Key Lifetime and RAND associated to the last GBA Bootstrapping procedure performed within the UICC.

3. The terminal checks the key lifetime of the bootstrapped key to check its validity

· If the GBA_U bootstrapped key is still valid then the terminal asks for a GBA_U NAF Derivation procedure with NAF_ID corresponding to Key Center Identifier. 

· If the GBA_U bootstrapped key Ks is no longer valid the terminal asks for complete GBA_U run (GBA_U bootstrapping procedure and GBA_U NAF Derivation procedure with NAF_ID corresponding to the Key Center Identifier. 

4. The terminal and the NAF establish a HTTPS tunnel with certificate-based mutual authentication between the terminal and the application server. Confer TS 33.222 [3] section 5.5

5. The terminal sends a “service request” message to the NAF Key Center in the mobile operator network. The message is sent within HTTPS tunnel. 

The request may contain the following payload: the identity (B_TID), the terminal identifier (Terminal_ID) and the application Identifier (appli_ID) of the terminal application requiring the establishment of the key Ks_local.
6. The NAF contacts the BSF and sends the identity B_TID in a credential request.

7. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF.

The BSF may also send requested USSs to NAF according to the BSF’s policy
8. The NAF

a. If the NAF has requested a USS, and the USS indicates to the NAF that the key establishment procedure is not allowed for the targeted applications, then the NAF shall respond with appropriate error code and terminate the TLS connection with the terminal.

b. The NAF checks if the terminal_ID is blocked (blacklisted) and if so does not proceed with the key establishment procedure 

c. The NAF derives Ks_local from  Ks_int_NAF. The NAF associates a key lifetime to the derived key Ks_local. 

9. The NAF sends within HTTPS tunnel a request response message to the terminal with the following payload: B-TID, Ks_local, Key Lifetime

10. The terminal stores Ks_local and associated Key Lifetime

11. The terminal sends a command to perform Ks_local derivation on the UICC. The terminal sends the NAF_ID corresponding the NAF Key Center, the terminal_ID, the Term_appli_ID

12. The UICC retrieves the Ks_int_NAF associated to the received NAF_ID and then derives Ks_local, The UICC stores Ks_local, Terminal_ID, appli_ID, and Ks_local counter. Ks_local counter is set to COUNT_MAX default value if Ks_local corresponds to a new key value.
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Conclusion 

SA3 is kindly invited to review the above proposals in order to agree on mechanisms to address the following items:

· Establishment of key Ks_local “per application”?
· Mechanisms to limit the usage of the established key Ks_local
· Derivation of Ks_local
· Initiation of the key establishment procedure

· Key establishment procedure:

Scenario_1: usage of a complete GBA_U run

Scenario_2: optimised version based on availability of bootstrapped key Ks

Companion pseudo-CRs to TS 33.110 are proposed.

· S3-060265: pseudo-CR to 33.110 on Key establishment procedure with complete GBA_U run (scenario_1)

· S3-060266: pseudo-CR to 33.110 on Key establishment procedure with optimized GBA_U run (scenario_2)

· S3-060280: pseudo-CR to 33.110 on Requirement for Ks_local counter
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