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1.
Introduction

In S3-050738 from SA3#41, SA2 asked for SA3 for a review of the security related aspects of the selected solution for selective disabling of UE’s in TR23.805 [1]. 

AP 42.09 “Draft LS on Selective Disabling of UE capabilities” from SA3#42 has looked at the use of OMA DM and made recommendations on options in OMA Device Management security V1.2 [2]. However, this contribution looks at some more general issues raised in the TR. These include: 

· Protecting 3GPP users as well as network operators


· Ability to Disable SIM based features as well as UE based features


· Trust in UE identity


· Group or individually addressed disabling


· Secure master copy of the capabilities list (location and ownership)

· User access to modify settings


· Security audit and accountability


· Scenarios where the UE switched off or out of coverage


It is intended that this contribution should be used to establish the security requirements in SA3’s Stage 2 TS on Selective disabling of UE capabilities. 

2.
Protecting 3GPP users as well as network operators 

The conclusion in section 6 of TR23.805 [1] states: 

“Selective Disabling of UE Capabilities is a feature to be used as a drastic action to selectively disable services on misbehaving UEs. A misbehaving UE is a UE which contains application(s) which is(are) misbehaving due to e.g. wrong implementation or virus infection. Typically, the misbehaving UEs cause downgrades to the network capacity and additional charges through abnormal repetitions of, e.g., transmission of service indications to the network” 

The introduction also contains the statement: “To ensure that 3GPP users and network operators are protected from the effects of misbehaving mobile stations ……” which is assumed to be an equally important objective.  
The conclusion in section 6 of the TR confirms that the list of SA1 required services to be able to disable should be “limited to Mobile Originated Services”. 

However, it can be agued that accepting this limitation means that the service will not protect 3GPP users as is stated in the above objective.

From the perspective of the mobile operator, limiting to mobile originated services may provide protection, but from a 3GPP users point, a virus infection could just as easily cause problems that are not associated with mobile originating services. Some examples: 

· Set continuous ringing

· Set Auto Answer Mute Ring 

· Turn Bluetooth or WLAN interface on to full power to drain battery in a short time 

It has been argued in 3GPP [3] that just taking the identity of the capability out of the network databases will disable services, but it must also be recognised that disruption can also be caused by the UE to other UE’s in the vicinity e.g. via local interfaces, so it is the actual UE that must be impacted in some way by the feature and this has been recognised in the TR. 
3
Ability to Disable SIM based features as well as UE based features

The assumption in the TR, seems to be that all the features to be controlled are resident in the ME part of the UE, but SA3 must have assumed that some features would be resident on the UICC, otherwise there would be no point in specifying a “Ks_int_NAF - Derived key in GBA_U which remains on UICC” 

Presumably, for use by an application, which by definition must be on the UICC. The move to large capacity UICC’s and high-speed interfaces, makes applications on the UICC more practical and likely in the future. 

In addition, 3GPP SA3 are defining their own capabilities that reside on various components of the UE and the UICC e.g. GBA/GAA, Security for Personal Network Management and Split UE, which may need to be selectively disabled using the same feature. 

It is not clear from the TR how this functionally could be securely integrated with the OMA DM solution, which appears to focus on the ME component of the UE only. 
4
Trust in UE identity 

The recommendation in the TR is to base the feature on an OMA DM solution, with direct access to the ME identified by its IMEI, rather than via OTA to an explicitly authenticated and trusted IMSI, which was an alternative but not recommended.

This means that SA3 will have to specify a way of checking the claimed IMEI of the UE and cryptographically binding this to the explicitly authenticated and trusted IMSI during each transaction. 

This will be especially important to ensure that a missbehaving UE cannot present the IMEI of a well-behaved UE belonging the SAME user to defeat the disabling feature. For example, network is fooled into thinking that the service is already disabled. So SA3 may need to do more than just specifying that the “client is bootstrapped from the Smartcard” as suggested in section 5.7.1.1 of OMA Device Management security V1.2 [2]

5
Group or individually addressed disabling 

Section 4 of the TR states that “The service architecture should have the ability to disable the capabilities on a large number of UEs that are simultaneously misbehaving and execute this function in a timely manner in order to stop any negative impact on network service”

This could be interpreted as a requirement for some sort of group addressed disabling message. It is not clear if this is a requirement or not or if the OMA DM protocol and SA3 proposed security solution can or needs to support such a requirement. If group addressed disabling is supported, then the handling of simultaneously generated acknowledgements (if provided) needs to be carefully considered. For example, by sending these after a network specified delay based on UE id. 

As group addressed disabling could significantly increase the impact of an exploitable vulnerability it may be better if SA3 has a specific requirement that rules this out. 

6
Secure master copy of the capabilities list (location and ownership)

Section 5.2.2 Architecture 2 Assessment against SA1 requirements has: 

1. The Selective UE Capabilities list shall be maintained in the UE, and UE shall not request any services indicated as disabled. Parameters stored on ME.
2. At registration the HPLMN or VPLMN may interrogate the status of the list and provide a new list. (To be assessed after the actual requirement on VPLMN clarified.)
It is not clear from the above where the secure master copy of the capabilities list is held. It could be interpreted that if, say VPLM has no knowledge of the list, it can interrogate the rogue UE. The Trojan software responds that the service is already disabled or with a list that is taken into use that creates a large scale DOS attack on all UE’s of that type. This concern is acknowledged in SA3’s previous analysis [3]
The description of alternative Architecture 1 seems to have given more consideration to these issues. 
Section 5.1.1 

“…………….The Selective UE Capabilities list could be sent from the HPLMN operator to the (U)SIM using SMS OTA. The information in the Selective UE Capabilities list would then be copied to the ME………….” 
Section 5.1.2

“…………..Using the architecture described above in 5.1.1, only the HPLMN can directly disable services on a UE, as the SMS OTA server is capable of sending OTA updates only to subscribers belonging to the network by which it is operated. However, the SMS OTA server can send an OTA update to a user belonging to the HPLMN whenever the user is attached to a network, including when the user is roaming on a VPLMN. With this capability it is possible for the VPLMN to request that the HPLMN disable a specific service on a particular UE that it has identified as misbehaving on it’s network. This enables the VPLMN, via interaction with the HPLMN, to disable services on a misbehaving UE.” 

“………….One possible limitation of this solution is that it will not work in the case in which the ME was disabled by a previous HPLMN, as the new HPLMNs IMEI database will have no record of the IMEI being disabled. One possible solution would be to encourage the sharing of disabling information between PLMNs. Alternatively it could be considered that the responsibility to detect the misbehaving UE should reside with the current HPLMN and therefore that the service would be re-disabled when the identification system of the new HPLMN detected the misbehaving UE……..”. 

From this, it can be seen that ensuring that the UE presents the correct IMEI, and not one belonging to some completely unrelated UE or another one associated with the user, is critical. 

7
User access to modify settings

In section 5.2.2 Architecture 2 Assessment against SA1 requirements has: 

There shall be a mechanism for restoring disabled UEs in all situations (e.g. in the case that the serving network does not support the control of UE Capabilities). The user has access to modify the settings (to re-enable the disabled services).

This is an important fallback feature, but it does need to be secured so that rogue user or rogue software on the device cannot use it to defeat the protection. For example, a procedure similar to asking a user to request PIN Unblocking Code (PUC) to unlock a SIM may be required. The information on the contact phone number for the service centre and the contact channel must be “out of band” as in band mechanism could be compromised. For example, the displayed customer service number on the UE may be changed by the rogue software to a number belonging to the attacker that then automatically forwards to the real customer service number allowing a MITM eavesdropping attack to obtain information that can be used to enable/disable services, even when the serving network does support the control of UE Capabilities 

It is also not clear how the OMA Device Management Protocol V1.2 [4] feature that allows the end user to reject the commands is secured. SA3 may need to specify how this is feature cannot be invoked to reject genuine selective disabling commands from a genuine source. 

8
Security audit and accountability

From a security audit and accountability perspective, it will be important to maintain network-based records of successful and unsuccessful selective disabling transactions. SA3 will need to define detailed requirements on acknowledgements and rejection codes that can be integrated with the OMA Device Management Protocol V1.2 messages. These could include responses such as: 

· Rejected - selective disabling function not supported

· Rejected -Service not supported

· Rejected -Service already disabled

· Rejected -Service already enabled 

· Rejected - Encryption required

· Rejected – authentication not supported

· Rejected – authentication required

· Rejected – IMEI Mismatch

· Accepted- Service now disabled

· Accepted- Service now enabled 

Section 6.1 of the OMA Device Management Protocol V1.2 [4] states “In order to avoid overwhelming a client with limited resources, a server is not permitted to send new commands to a client that has not yet returned a status to previous commands”. So a user or Trojan that knows how to manipulate responses to the commands could render the selective disabling function useless. This limitation is acknowledged in SA3’s previous analysis [3]
9
Scenarios where the UE switched off or out of coverage 

It may be necessary for SA3 to define a set of security related messages between the Device Management Server (DMS) and the HPLMN and or VPLMN such as: 

· Rejected - No acknowledgement transaction terminated - (UE switched off or out of coverage)

· Accepted - No acknowledgement, but message queued for resending 

If the UE is switched off, or goes out of coverage before it can send an acknowledgment, then SA3 may need to specify that the pending acknowledgment is store securely in the UE and sent when the UE is switched on or returns into an area of coverage. 

10
Conclusions 

SA3 is kindly asked to consider this contribution when defining the security requirements in SA3’s Stage 2 TS on Selective disabling of UE capabilities. 
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