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===== BEGIN CHANGE =====
4.4
Requirements and principles for bootstrapping

The following requirements and principles are applicable to bootstrapping procedure:
-
the bootstrapping function shall not depend on the particular NAF; 
-
the server implementing the bootstrapping function needs to be trusted by the home operator to handle authentication vectors; 
-
the server implementing the NAF needs only to be trusted by the home operator to handle derived key material; 
-
it shall be possible to support NAF in the operator's home network and in the visited network; 
-
the architecture shall not preclude the support of network application function in a third network; 
-
to the extent possible, existing protocols and infrastructure should be reused; 
-
in order to ensure wide applicability, all involved protocols are preferred to run over IP; 
-
it shall be prevented that a security breach in one NAF who is using the GBA, can be used by an attacker to mount successful attacks to the other NAFs using the GBA. 
-
an attacker shall not be able to exploit a security breach in one security protocol over Ua in order to mount a successful attack against a different security protocol over Ua. 
4.4.1
Access Independence

Bootstrapping procedure is access independent. Bootstrapping procedure requires IP connectivity from UE.
4.4.2
Authentication methods

Authentication between the UE and the BSF shall not be possible without a valid cellular subscription. Authentication shall be based on the 3GPP AKA protocol. 




4.4.3
Requirements on reference point Ub

The requirements for reference point Ub are: 
-
the BSF shall be able to identify the UE; 
-
the BSF and the UE shall be able to authenticate each other based on AKA;

-
the BSF shall be able to send a bootstrapping transaction identifier to the UE;

-
the UE and the BSF shall establish shared keys; 
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Ub shall indicate the expiry time of the key.

NOTE:
This does not preclude a UE to refresh the key before the expiry time according to the UE's local policy.
4.4.4
Requirements on reference point Zh

The requirements for reference point Zh are: 
-
mutual authentication, confidentiality and integrity shall be provided; 
NOTE 1:
This requirement may be fulfilled by physical or proprietary security measures if BSF and HSS are located within the same operator’s network.
-
the BSF shall be able to send bootstrapping information request concerning a subscriber;
-
optionally the BSF may have the capability able to send the timestamp of subscriber's GBA user security settings to the HSS (timestamp option);

-
the HSS shall be able to send one 3GPP AKA vector at a time to the BSF; 
-
the HSS shall be able to send the complete set of subscriber's GBA user security settings needed for security purposes to the BSF.optionally the HSS may have the capability to indicate to the BSF whether the BSF already has the latest copy of the GUSS based on the GUSS timestamp (timestamp option);

NOTE 2:
If subscriber's GUSS is updated in HSS, this is not propagated to the BSF. The GUSS in the BSF is updated when the BSF next time fetches the authentication vectors and GUSS from the HSS over Zh reference point as part of the bootstrapping procedure.
-
no state information concerning bootstrapping shall be required in the HSS;
-
all procedures over reference point Zh shall be initiated by the BSF; 
-
the number of different interfaces to HSS should be minimized.

4.4.5
Requirements on reference point Zn
The requirements for reference point Zn are: 
-
mutual authentication, confidentiality and integrity shall be provided; 
-
If the BSF and the NAF are located within the same operator's network, the Zn reference point shall be secured according to NDS/IP [13]; 
-
If the BSF and the NAF are located in different operators' networks, the Zn' reference point between the D-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [6]; 
NOTE 1:
Annex E specifies the TLS profile that is used for securing the Zn' reference point.
-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS; 
-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname used by the UE's corresponding request. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN used by UE when it contacts the NAF; 
-
The BSF shall be able to send the requested key material to the NAF;

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;
NOTE 2:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis if private subscriber identity and which application-specific USSs may be sent to a NAF; 
NOTE 3:
If the BSF does not send the IMPI or any other user identities in the USS to the NAF, the user remains anonymous towards the NAF; or more precisely, the B-TID functions as a temporary user pseudonym.
-
If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF;

-
It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber’s GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible to configure the BSF in such a way that no USS is required for the requesting NAF;

NOTE 4: For more information on the local policy usage, see Annex J.

-
The BSF shall be able to indicate to the NAF the bootstrapping time and the lifetime of the key material. The key lifetime sent by the BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key lifetime sent by the BSF to the UE over Ub. 
NOTE 5:
This does not preclude a NAF to refresh the key before the expiry time according to the NAF's local policy. 
NOTE 6:
If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).

4.4.6
Requirements on Bootstrapping Transaction Identifier
Bootstrapping transaction identifier (B-TID) shall be used to bind the subscriber identity to the keying material in reference points Ua, Ub and Zn. 
Requirements for B-TID are:

-
B-TID shall be globally unique;

-
B-TID shall be usable as a key identifier in protocols used in the reference point Ua;
 -
NAF shall be able to detect the home network and the BSF of the UE from the B-TID. 
NOTE 1:
NAF can remove the security association based on deletion conditions after the key has become invalid. 
NOTE 2:
Care has to be taken that the parallel use of GBA and non-GBA authentication between UE and NAF does not lead to conflicts, e.g. in the name space. This potential conflict cannot be resolved in a generic way as it is dependent on specific protocol and authentication mechanism used between UE and application server. It is therefore out of scope of this specification. 
For the example of HTTP Digest authentication used between UE and NAF, parallel use is possible as the following applies: <username,password>-pairs must be unique to one realm only. As the NAF controls the realm names, it has to ensure that only the GBA based realm is named with the reserved 3GPP realm name. In the special case that the NAF wants to allow non GBA based authentication in the GBA realm also, it has to ensure that no usernames in the format of a B-TID are used outside GBA based authentication.

4.4.7
Requirements on selection of UICC application and related keys
When several applications are present on the UICC, which are capable of running AKA, then the ME shall choose one of these UICC applications for performing the GBA procedures specified in this document in the following order of preference: 
1.
The UE determines which UICC application is to be involved:
a.
the application on the ME that needs Ks_NAF (Ua application) may indicate to the GBA support function (GBA function) the type or the name of the UICC application: no preference, USIM, ISIM, or the "Label" (see definition in TS 31.101 [15]) of the UICC application. 

If the application on the ME indicated a “Label” of the UICC application, step b below shall be executed.


If the application on the ME indicated that the UICC application type should be:
-
the USIM on the UICC; step b below is skipped and in steps c and d only USIM applications are considered.
-
the ISIM on the UICC; step b below is skipped and in steps c and d only ISIM applications are considered.

if the application on the ME did not indicate a preference, step b below is skipped and the selection process is executed as described below, starting with step c;
b.
if a "Label" was indicated in step a, the GBA function shall select (see definition in TS 31.102 [1]) the UICC application with the "Label" indicated; if selection of this UICC application does not succeed the selection procedure fails;
c.
if no "Label" was indicated in step a, the GBA function shall choose among the active UICC applications; if there is more than one active UICC applications, the GBA function may show a UICC application choosing dialogue to the end user (the list contains the "Labels" from the application list of the UICC), from which the end user chooses the UICC application to be selected; if no dialogue is shown the GBA function shall select the "last selected" active UICC application; in case the Ua application indicated "no preference" and both a "last selected" USIM and a "last selected" ISIM are active, then the "last selected" USIM is selected.
d.
if there are no UICC applications active:
-
if there is only one UICC application, the GBA function selects it, if possible;
-
if there is more than one UICC application, the GBA function may show a UICC application choosing dialogue to the end user (the list contains the "Labels" from the application list of the UICC), from which the end user chooses the UICC application to be selected; if no dialogue is shown the GBA function shall select the "last selected" UICC application, if possible.
e.
if the type indicated in step a and used in step d was ISIM, but there was no ISIM to select, then step d is repeated with type USIM; otherwise the selection process fails.
NOTE 1:
Step e is required for the case that an ISIM as defined in TS 33.203 [16] may be realised using a USIM application on the UICC.
2.
If there already is a key Ks derived from the chosen UICC application, the UE takes this key to derive Ks_NAF.
3.
If there is no such key Ks, the UE first runs the Ub protocol involving the selected UICC application and then goes to step 2.
If a USIM is chosen, the IMPI obtained from the IMSI stored on the USIM as specified in TS 23.003 [11] clause 13.3, is used in the protocol run over Ub.
NOTE 2:
Strictly speaking, an IMPI, and the derivation of an IMPI from an IMSI as in TS 23.003 [11], clause 13 are only defined in the context of the IMS. For the purposes of this specification, however, an identifier obtained from an IMSI as specified in TS 23.003 [11], clause 13.3 is also called an IMPI, even if the user has no IMS subscription.
If an ISIM is selected, the IMPI stored on the ISIM is used in the protocol run over Ub.
Whenever a UICC application is successfully selected or terminated, the rules in this clause for choosing the UICC application are re-applied and, consequently, the UICC application chosen for GBA may change.
Whenever a UICC application is terminated the shared key Ks established from it in the protocol over the Ub reference point (according to clauses 4.5.2 and 5.3.2) shall be deleted.
NOTE 3:
At any one time, there is at most one UICC application chosen for performing the GBA procedures.
NOTE 4:
The Ua applications can continue using the NAF specific keys (Ks_(ext/int)_NAF) derived also after the shared key Ks itself has been deleted until the Ks lifetime expires.

4.4.8
Requirements on reference point Ua
The generic requirements for reference point Ua are: 
-
the UE and the NAF shall be able to secure the reference point Ua using the GBA-based shared secret; 
NOTE:
The exact method of securing the reference point Ua depends on the application protocol used over reference point Ua. 
-
in the case of GBA_U, the UE and the NAF shall be able to agree which key (i.e, Ks_ext_NAF or Ks_int_NAF or both) is used as the GBA-based shared secret if both keys may be used; 
There are two ways to have an agreement between the UE and the NAF which key shall be used Ks_(ext)_NAF or Ks_int_NAF or both: 
a)
In a generic case, where the protocol used over reference point Ua can be used for different applications (e.g., HTTPS), the protocol should be able to indicate which key should be used. 
b)
In a specific case, where the protocol is application specific (e.g., MIKEY in MBMS), the agreement can be based on implicit knowledge. 
-  any security protocol over Ua shall be associated with a Ua security protocol identifier. This identifier shall be specified in Annex H of this specification. 
-
the NAF shall be able to indicate to the UE that GBA-based shared secret should be used;
 -
the NAF shall be able to indicate to the UE that the current shared secret has expired and the UE should use newer shared secret with the NAF. 
-
The default lifetime of the NAF specific key material Ks_(ext/int)_NAF shall be equal to the lifetime of Ks when not specified within the Ua-application specification. The lifetime of the Ks_(ext/int)_NAF shall not exceed the lifetime of corresponding Ks. 
-
The UE and NAF may adapt the key material Ks_(ext/int)_NAF to the specific needs of the reference point Ua. This adaptation is outside the scope of this specification. The default lifetime of the adapted key material shall be equal to the lifetime of Ks_(ext/int)_NAF when not specified within the Ua-application specification. The lifetime of the adapted key material shall not exceed the lifetime of corresponding Ks_(ext/int)_NAF. 
4.4.9
Requirements on reference point Dz

This interface between BSF and SLF is used to retrieve the address of the HSS which holds the subscription for a given user.  This interface is not required in a single HSS environment. 

===== END CHANGE =====
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