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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by Samsung and everyone was invited.
2
Agreement of the agenda and meeting objectives

TD S3‑060001 contained the draft Agenda for SA WG3 meeting #42. This was introduced by  the SA WG3 Chairman and was reviewed. 
The meeting objectives were:

· A major objective is to make a selection about which solution to choose in the IMS signalling protection for Release 7;

· Another major objective is to make sure that we have sufficient progress in all those Release 7 work items where tight time constraints exist. These include early implementation features and SAE/LTE security work.

The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).

3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which is reflected in the document list.

It was noted that a number of liaison statements were received for SA3 from meetings held the week before and it was noted that two working days in Europe had passed and still they were not available. This is not really acceptable. 

4
Meeting reports

4.1
Approval of the report of SA3#42
TD S3‑060002 contained the Draft Report of SA WG3 meeting #41. There were some comments to the report and it was revised to TD S3-060  which was approved.
AP 41.01
Bengt Sahlin to prepare a CR to replace the terms “Mobile Originating" and "Mobile Terminating" to "UE Originating" and "UE Terminating" respectively (in conjuction with S3-050737).

Closed:
Input is provided in TD S3-060083.
AP 41.02
Marc Blommaert to collect comments on the TS in S3-050783 on SS7 Security Gateway Architecture, Functional Description and Protocol Details from CT4.

Closed:
No comments were received.
AP 41.03
Rajavelsamy Rajadurai to iniate an email discussion as to whether there is a problem related to scenario described in S3-050698.

Closed:
Input is provided in TD S3-060084.
AP 41.04
Colin Blanchard to collect comments on the TGu Requirements (S3-050734) to be sent by delegates before the 14th December; response in S3-050845.

Closed:
There was not formal response from the IEEE, but an informal report was provided in section 5.9 (other groups).
AP 41.05
Bengt Sahlin to collect email comments on liaison statement in S3-050738. 

Closed:
There were no comments. It was proposed to send a liaison statement indicating that The OMA features are enough for Selective Disabling of UE Capabilities (See section 6.23).
AP 41.06
MCC to check the template for 21.905 to determine if there is some text referring to 21.905. 

Closed:
The template has been updated at SA #30.
4.2
Report from SA#30
TD S3‑060003 Report from SA#30 plenary. This was introduced by the SA WG3 Chairman and had been sent to the SA WG3 e-mail list after TSG SA meeting #30. The report was noted.
4.3
LI meeting in Tbilisi, Georgia
TD S3-060100 contained the report of the last meeting of LI held in Las Vegas, USA from 18-20 October, 2005. It was not available at the meeting. It will need to be resubmitted at the next meeting for approval. 
The CRs from LI were provided in documents:

	Document Number
	Title
	Source
	Result
	Sourcedocnum

	S3-060101
	CR to 33.108-083 Informative example of FTP implementation across HI2/HI3.
	SA3 LI (Wind)
	Agreed to be sent to SA for approval
	S3LI06_005r1

	S3-060102
	CR to 33.107-057 WLAN Interworking – Additional Details for TS 33.107
	SA3-LI
	Agreed to be sent to SA for approval
	S3LI06_011r2

	S3-060103
	CR to 33.108-084 Correction on description of parameter “event type” for CS interception
	SA3-LI (Ericsson)
	Agreed to be sent to SA for approval
	S3LI06_013r1

	S3-060104
	CR 33.108-085 Handling of unkown SIP headers
	SA3-LI (Ericsson)
	Agreed to be sent to SA for approval
	S3LI06_014

	S3-060105
	CR 33.108-086 Correction on polygon type of shape
	SA3-LI (Ericsson)
	Agreed to be sent to SA for approval
	S3LI06_015

	S3-060106
	CR 33.108-087 Extending section A.2.2 and C.2.2 for national use
	SA3 LI
	Agreed to be sent to SA for approval
	S3LI06_019r2


The disposition was as per the table above.

4.4
Report from the joint SA3/RAN2/RAN3 LTE meeting 10-11th January

	Document Number
	Title
	Source
	Result

	S3-060119
	Revised Draft report of 3GPP TSG RAN WG3 meeting #50

& joint RAN WG2/RAN WG3/SA WG3 LTE meeting
	MCC
	Noted


TD S3-060119 contained the revised Draft report of 3GPP TSG RAN WG3 meeting #50 & joint RAN WG2/RAN WG3/SA WG3 LTE meeting. It was provided for information and was noted.
5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3-060135 contained the draft report of the 3GPP ETSI MSG Work Shop on eCall (Amsterdam, the Netherlands, 23 January 2006). It was presented for information and was noted as was the workplan provided in the same zip file. 
5.2
IETF

No report was given from IETF.
5.3
ETSI SAGE
TD S3-060022 contained a CR to 55.205 on clarifying the Bit/Byte ordering and symbols for GSM-MILENAGE example algorithm. The absence of Bit/Byte ordering conventions may lead to misinterpretation of the presented algorithm and test input and output values. Furthermore the meaning of some symbols are missing in the document. It was revised to TD S3-060136 and it was agreed to be sent to SA for approval as CR  002.
It was commented that the UEA2 and UIA2 are ready and should really be presented to SA for information. Also, it was noted that GEA4 was presented for information at SA #23 but was never presented for approval. It was commented that there were some problems with infrastucture.  The new algorithms A5/3 and A5/4  (same for GEA3 and GEA4) were developed in the same project and the only difference between 3 and 4 is the key size. It would be possible to introduce 128 bit keys in GSM, however a lot of the infrastructure does not allow 128 bit key sizes (like e.g. the SIM -ME interface). So SA3 went ahead with A5/3 which is now mandated to implement in terminals, but for A5/4 we could not really tread on unless a lot of infrastructure (i.e. several other specifications) was changed at the same time. This will be investigated.
TD S3-060172 contained a liaison statement from SAGE relating to UEA2 and UIA2 specifications. It contains the:
· Document 1 (UEA2 and UIA2 Specification)
· Document 2 (SNOW 3G Specification)
· Document 3 (Implementors’ Test Data)
· Document 4 (Design Conformance Test Data)
The Design and evaluation report was provided in TD S3-060180. It was decided to try and send these documents to SA for information and allow a little more time for public evaluation before presenting these for approval. In the meantime, they will not be put on the 3GPP website.
TD S3-060173 contained TS 55.226 v2.0.0: Specification of the A5/4 Encryption Algorithms for GSM and EDGE, and the GEA4 Encryption Algorithm for GPRS. This was presented to SA #23 for information but was never sent for approval. It was commented by MCC that it was understood that extra work is required in other groups to support longer key lengths. This was refuted in that the work was required in SA3. It was decided that some investigation is required to determine if work needs to be done by SA3 or by other groups. 

In the report from SA3 #33 it was stated that “It was proposed that a5/4 and GEA4 be moved into Rel-7 in order to that all realveted TSs can handle the 128-bit keys”. It was considered that first SA3 needed to identify what work should be done by which groups in 3GPP in order to support the longer Keys. 
AP 42.06
Marc to Blommaert and All to identify which TSs refer to Kc and see how the change in the length of Kc would affect the TS. This should be documented and reported back to the next meeting.
It was noted that there could be problems of getting these long keys onto, and out of, the SIM. It was asked if a working assumption could be defined on this. It was decided that the A5/4 and GEA4 can only be used with the USIM to avoid the problem with the SIM.
5.4
GSMA

Charles Brookson presented the work of GSM Association Security Group. The last meeting was held 8-9/11/05. The next meetings will be 21=22/02/06 in London and 18-19/05/06 in Oslo.

The issues were:

· Negotiations to bring about further improvements in the terminal IMEI security, and central database (CEIR) for worldwide blacklisting.

· A5/2 had now been withdrawn, and we are now actively encouraging Operators to use A5/1. IR21, a database on the GSMA Infocenter, had been updated so operators now declare which algorithms they are using.

· Updates have been made to S11 (Security Q&A) and SG07 (Security Handbook).

· The new UMTS algorithm development (SNOW) is being supported for by the GSMA.

Issues for 2006 work plan are:

· Wireless Emergency Response Service (WERS), has now been defined, and seeking funding.

· It was surprising that malware, Trojans and Viruses were not yet a big issue, given the unique combination of telephony and Internet in the latest smart phones.

· A new security public information portal is intended to be hosted on the www.gsmworld.com site. This will provide high level information on security issues s for customers.

· IP Version 4 to 6 migration.

· A migration handbook from 2 to 3 G is being written. This will help operators upgrade their networks, and keep an adequate level of security, snd includes advice on authentication centres.

5.5
3GPP2

3GPP2 TSG-S WG4 met twice since SA3#41. Rev. B of IMS Security Framework (S.R0086-B) is now published. GBA documents, S.P0109 (GBA Framework) and S.P114 (Security Mechanisms using GBA) were approved for V&V publication process. WG4 agreed with SA3’s LS regarding assignment of Ua protocol identifier. The Ua protocol identifiers specific to 3GPP2 will be specified in an Annex of 3GPP2 document S.P114. I was also asked to inform SA3 that TSG-S WG4 did not have any comments on the LS.

5.6
OMA

No input.
5.7
TR-45 AHAG

There was no report from AHAG.
5.8
TCG

Dr Silke Holtmanns gave a report on the TCG activities. It would appear that the requirement work has been stopped and is now finalized. The current planing is that the requirements will not be published at this time. 

TCG is now working on the specifications. The current aim is to publish the specifications end of first half 2006.
 5.9
Other groups

Colin Blanchard gave a verbal report on the recent IEEE Tgu meeting.. 
6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

TDoc S3-060083 contained a CR to 33.203 to Change of terminology to use UE instead of mobile (Rapporteur). NAT traversal is not possible with the current IMS security solution. It was revised to TD S3-060137 and it was agreed to be sent to SA for approval as CR 090.
TDoc S3-060007 contained a correction-Some-Errors-about-Authentication (HUAWEI). It was withdrawn prior to the meeting. 
TDoc S3-060041 contained a LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS (CT1). As part of the work item System enhancements for fixed broadband access to IMS (FBI) 3GPP WG CT1 has been studying the alignment between 3GPP TS 24.229 and DES/TISPAN-03019.     Two issues have been identified where there is a requirement for convergence of ETSI TISPAN WG7 and 3GPP SA3 before progress can be made in the stage 3 SIP protocol. CT1 is asking SA3 to advise 3GPP CT1 on the current status of convergence with ETSI TISPAN, and to take account of the two areas stated above in the convergence discussions. 

There are two issues in this liaison statement; NASS bundled authentication and a mechanism for provision of a public user identity and perhaps these should be kept separate. 
On the first issue, there is an incorrect interpretation. In the last paragraph of the first bullet, it states that “ETSI TISPAN wish to support terminals that do not contain a UICC and therefore potentially with no provision of public user identity and private user identity” and this is not correct. 
TDoc S3-060049 contained a proposed response to 3GPP CT1 LS on 'Convergence of security aspects for System enhancements for fixed broadband access to IMS' (Axalto, -Mobile, 3, Oberthur, Gemplus, Giesecke & Devrient) relating to the first bullet point. Essentially, there shall be no security mechanism that does not involve a UICC. 
TDoc S3-060107 contained Proposed LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS (Siemens). This related to the second bullet of NASS bundled authentication. There are two proposals:

-
to specify NASS bundled authentication in a 3G TR, covering both stage 2 and stage 3 aspects; or,
-
to specify NASS bundled authentication in TISPAN documents only, but ensure the compatibility of these documents with 3G specifications through a joint review process of the relevant 3GPP and TISPAN working groups.
There was an agreement in 3GPP that we would not document a solution that does not contain a UICC. But the CR from CT4 would appear to have a halfway house. This means that the 3GPP TSs are not consistent. Hence, it was commented that perhaps option one should be chosen and CT4 should be asked to remove the reference to NASS bundled authentication. It should be noted that NASS bundled authentication is essentially a special case in relation to the presence of a UICC for security. In this case alone, perhaps a UICC-less solution could be acceptable.
There was some debate as to whether there is some deviation of the scope of 3GPP with the process of a TR. It begs the question as to whether other technologies should come to 3GPP for specification. However, by having a TR would make it possible for 3GPP to keep an eye or some control of this. It was noted that TISPAN do their stage 2 and stage 3 at the same time and so this is why TISPAN WG3 is getting involved. 
It was proposed to make the text in option two stronger. In addition, it was proposed that the message to CT1 and CT4 should be not to approve anything and that this should be referred to SA. If SA does not make a decision, then at least SA3 could make a decision at the next meeting in Athens where there will be a joint meeting with TISPAN WG7. Alternatively, SA (and maybe CT) could define the framework within which SA3 and TISPAN WGs 3 and 7 could work. After this, then the work could be defined in the next meeting of SA3. 
TD S3-060107 was revised into TD S3-060138 with some text provided from TD S3-060049. It was agreed to send this liaison statement.
TDoc S3-060038 contained a LS on UE definition to accommodate IMS and TISPAN (TISPAN). TISPAN have looked at terminology and found that the UE terminology defined in 3GPP TR 21.905 v7.0.0 needs to accommodate for TISPAN UE requirements.  A reference to TISPAN terminology document is added to UE definition in TR 21.905 in a proposed CR attached to the document. 
There are some problems with this as it relates to the earlier discusison. The definition of the ISIM as defined by SA3 are a collection of authentication mechanisms to allow connection to the 3GPP system. Based on this, it was suggested that the concerns of SA3 are forwarded to SA1. Also, by putting this in 21.905, it could change the scope of the definition with respect to all the 3GPP TSs and TRs. 
Regarding the reason for change, it was commented that point one is not needed and the other points are not catered-for either. According to the understanding of SA3, this CR does not add any clarification, but rather increases the confusion. A response was provided in TD S3-060139. It was agreed to send this liaison statement. 
TD S3-060133 contained a Reply liaison statement on UE definition to accommodate IMS and TISPAN. CT6 has concerns regarding the modification of the technical report as outlined in the CR. It is the opinion of CT6 that modifying 3GPP specification for purposes not within the scope of 3GPP is not appropriate. Regarding the proposed changes CT6 has concerns with respect to IMS access without appropriate security which is offered by the ISIM/USIM. The ISIM is specified in TS 31.103 and resides on the UICC.  The ISIM specification exists since Rel-5. It is in line with the thinking of SA3 and so the liaison statement was noted in conjunction with Tdoc S3-060038. The liaison statement in TD S3-060139 was copied to CT6 also.
TDoc S3-060080 contained a discussion document on PacketCable 2.0 as an introduction for SA3 (CableLabs). It was considered that all the bullet points are being worked on anyway in 3GPP. However, point three was not really clear. The chairman thanked Anand for presenting the document and it was noted.
TDoc S3-060039 contained a liaison statement reply to 3GPP SA3’s LS (09TD355, S3-050841) on time plan on IMS security extensions and WG7’s proposal for joint meeting (TISPAN WG7). TISPAN has noted the intention to take a decision on either IPSec UDP encapsulation or TLS with AKA, at 3GPP SA3#42 in February and therefore assume that CR’s to TS33.203 will be presented to the SA plenary at either SA31 in March or SA32 in June.     TISPAN intends to reflect these SA3 CR's as an update to R1, and not wait until R2. This is likely to come within the “Alignment/convergence with relevant 3GPP Rel-7 specifications via CR's” category in the NGN-R1 maintenance programme, which is currently under discussion in TISPAN. They are also asking for a one day joint meeting at SA3 #43; this was confirmed as being possible by the host EF3. 
It was suggested that time on the second day of the next meeting should be offered. An email confirming this was sent during the meeting by the secretary. 
TDoc S3-060005 contained a discussion document on protection of TLS in IMS against Man in the Middle Attacks (Nokia, Nortel). In SA3, there is currently a discussion ongoing, which way forward to protect IMS. One way forward is the usage of IPSec another way forward is the usage of TLS. Ericsson proposed with Nortel in SA3#41 a server / client token based TLS mechanism to be used in IMS [S3-050762]. Due to the development of the discussion the prevention of man-in-the-middle attack between UE and P-CSCF was left for further study and the server / client token was not agreed upon. The target would be to authenticate the user.  The conclusion was that TLS followed by PSK TLS were the best options. 

TDoc S3-060004 contained the CR to 33.203 Rel-7 regarding the conclusion of this; TLS based access security in IMS (Nokia, Nortel). There were comments to TD S3-060004 in TDoc S3-060127 from Siemens. The proposal was that TD S3-060004 is rejected and is UDP encapsulation as in RFC 3948 is the way forward. There were numerous counter-arguments to TD S3-060127.
TDoc S3-060113 contained a presentation of TDOC S3-060114 “Enabling NAT traversal for signalling messages in the IMS access security framework” (Alcatel, BT, Check Point, Huawei, Samsung, Siemens).  The conslusion is that Enhancement of Rel5 IMS security with NAT traversal capabilities is possible, that NAT traversal methods for protected and unprotected messages are independent and the method for protected messages is UDP encapsulation as in RFC 3948. Also, UDP encapsulated tunnel mode is preferred allows modular add-on to Rel-5 implementations, but transport mode would be possible in principle, that Signalling of NAT traversal capabilities is possible and Multiple UEs behind the same NAT are possible.The CR to TS 33.203 with the implementation of the proposal in this document was provided in TDoc S3-060114. The CR related to enabling NAT traversal for signaling messages in the IMS access security framework (Alcatel, BT, Check Point, Huawei, Samsung, Siemens). This has been around for a while, but not quite as long as other inputs to this subject. 
TDoc S3-060115 contained a more detailed comparison of IPsec- and TLS-based approaches to IMS security extensions (Siemens). TDoc S3-060122 Comments from Nokia on TDoc S3-060115.  On slide it 7 there was as comment that the battery life of a mobile is partially due to the number of wake-ups by the mobile and the number of packets sent in active mode and that with IPsec, battery life is not an issue.
The choice was between IPSec and TLS. The meeting was asked if there was any preference. There was support for both solution as well as a suggestion to have both, one of which (TLS and UDP encapsulation) as an option. This suggestion brought forth a number of comments indicating that an option is not desirable. It was proposed to choose IPSec as the way forward as a baseline solution. The comments against the IPSec solution should be solved off-line or afterwards. In the meantime, TD S3-060004 was noted. 
The CR in TD S3-060114 was allocated TDoc S3-060140 and it was agreed to be sent to SA for approval.  
6.1.2
Security for early IMS

TD S3-060126 contained a CR to TR 33.978 (Rel-6) on Missing User-Identity AVP in PNR. This is an essential correction.

Application server needs User-Identity information in the notification for being able to update storage for IP address as specified by procedure in section 6.3. Also, alignment with 29.329, which requires User-Identity AVP as mandatory in all cases in PNR. It was revised to TDoc S1-060141 and it was agreed to be sent to SA for approval as CR 013.  
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

TD S3-060118 contained a liaison statement to 3GPP concerning White Book SCCP support for TCAPsec. IREG Doc 50_006: One specific aspect of TCAPsec, which is the increased length of the message caused by the security header, has been discussed in detail within IREG at the November meetings (Signal # 26 and IREG Plenary #49 . The result was that IREG considers that the use of XUDT (White Book SCCP) is a valid and acceptable mechanism to support the additional message length caused by the inclusion of the Security Header in TCAPsec. It was noted.
TD S3-060052 contained a Pseudo-CR to TS 33.204 v100 (S3-050831) on TCAPuser message protection. TS 33.204 is currently unclear what is meant by payload of original TCAP message. It was approved. 
TD S3-060053 contained a Pseudo-CR to TS 33.204 v100 (S3-050831) on SPD granularity. It is proposed to add the possibility to specify protection per TCAPuser application part for each PLMN. The advantage for the operator is that he will be able to administrate that certain sets of TCAPuser messages (e.g. CAP messages) may be excluded from protection or apply a different protection mode. A resulting benefit is that for network configurations where not all messages need protection, the SS7SEG needs less cryptographic performance. TD S3-060053 was approved for inclusion into the draft TS. The new draft TS in S3-060145 will undergo an editorial review before being submitted to SA plenary for approval and that editorial comments should be sent to Marc Blommaert.
TD S3-060054 contained a Pseudo-CR to TS 33.204 v100 (S3-050831) with changes to section 4. It is proposed to soften the wording of a sentence in section 4 as the use partial use of TCAPsec is already useful (eventually combined with other measures like TCAP handshake for towards those operators that do not use TCAPsec yet). It was approved with the change that the struck-out text in the second note is not deleted and the notes will be numbered. With this, it was approved. 
TD S3-060055 contained a Pseudo-CR to TS 33.204 v100 (S3-050831) on deletion of Key Management Editor’s Note. The Pseudo-CR contained a number of proposed editorial changes to TS. It was approved. 
TD S3-060056 contained a Pseudo-CR to TS 33.204 v100 (S3-050831) on deletion of Key Management Editor’s Note. It is proposed to delete the Editor’s note in section 1 (Scope) that proposes that ‘Automated key management will be studied in parallel to the specification of TCAP user security.’ It was approved.
TD S3-060057 contained a Pseudo-CR to TS 33.204 v100 (S3-050831) on addition of migration scenarios. The migration scenario’s as described in Annex C are incomplete. Currently only the migration from unprotected to protected mode is described. It is proposed to add also the transition from protected to unprotected mode and from one protection mode to another protection mode. These scenarios’s were described in TR 29.200v100 and needs to be moved to specification TS 33.204. The support for the last scenario shows that there is a requirement on the SPD that during migration a distinction need to be made between the protection mode that is being used in sending direction and the protection mode that can be accepted in incoming direction. This requirement is introduced in section 5.3. It was approved. 
With this, it was asked if the TS was ready for approval. It was provided TD S3-060145, which contained the cover sheet and the TS 33.204. There is a condition that CT4 needs to approve Technical Report on feasibility. There is a paragraph:
TS 33.204 contains the stage-2 specification. The CT4 Technical Report on feasibility of the implementation will be presented to CT#31 for approval. The stage 3 work is carried out by CT4, and will result in a separate specification which will also be presented to CT#31 for information.

If CT 4 decides not to send the report for approval then this paragraph will have to removed. It was agreed to be sent to SA for approval.
AP 42.07
MCC to check if CT4 agrees to send the Technical Report on feasibility of the implementation for Network domain security. If not, then the paragraph referring to this in the cover sheet needs to be removed prior to presentation to SA.
6.3
Network domain security: IP layer (NDS/IP)

No contributions.
6.4
Network domain security: Authentication Framework (NDS/AF)

No contributions.
6.5
UTRAN network access security
TDoc S3-060084 contained a discussion document on Denial of Service attacks masking within Registration Reject. In SA3#41 it was the general agreement that what is presented in S3-050698 is a valid DoS attack scenario. As determined in the last SA3 meeting, Samsung initiated an e-mail discussion to analysis further. In this contribution, Samsung would like suggest the way forward and discuss alternative solutions to mitigate the DoS attack on NAS registration reject signaling. 

There was some concern that this looks like an additional feature for Rel-6. It was also asked if anyone would implement this in Rel-6 for a DoS attack. Also, there was a little confusion as to where the actual attack is. It was answered that from Rel-6 there is a change in 3GPP TS 24.008  that allows a 'false basestation' to utilize a CT1 agreed CR (N1-041602 ) to sneak in an shortcut to a DoS attack.
This problem does not all mobiles only those that don’t affect network re-selection. However, it still could be a problem in the CS domain. It was considered that this does not serious enough for Rel-6, but perhaps should be investigated more thoroughly for Rel-7. The chairman indicated that a further email discussion should be initiated as soon as possible. If it turns out that the activity is low, then the recommendation in this document could the best solution. 
AP 42.01
Mr. Rajadurai Rajavelsamy to initiate another email discussion on TDoc S3-060084. If it turns out that the activity is low, then the recommendation in this document could the best solution.

6.6
GERAN network access security
TD S3-060076 contained a CR to TS 03.20 (R99) with a recommendation not to support A5/2. SA#30 agreed to strongly discourage support of A5/2 in new terminals after 1st July 2006. It was revised to TD S3-060146 and it was agreed to be sent to SA for approval as CR A002.
TD S3-060077 contained a mirror for Rel-4 and TD S3-060078 contained a mirror for Rel-5. TDoc S3-060077 it was revised to TDoc S3-060147 and it was agreed to be sent to SA for approval as CR 007. TDoc S3-060078 it was revised to TDoc S3-060148 and it was agreed to be sent to SA for approval as CR 008.
TD S3-060079 contained a CR to TS 43.020 (Rel-6) with a correction of a reference. It was revised to TDoc S3-060149 and it was agreed to be sent to SA for approval as CR 009.
6.7
Immediate service termination (IST)

No contributions.
6.8
Fraud information gathering system (FIGS)

No contributions.
6.9
GAA and support for subscriber certificates

6.9.1
TR 33.919 GAA

TD S3-060012 contained a CR to 33.919 to add a note to include the 2G GBA scenario and make it consistent with TS33.220. The scenario and procedure of 2G_GBA is added to TS 33.220 as a new feature of GAA. But in the 33.919 which is the systemic description of GAA, only GBA procedure using 3G AKA on Ub reference point is mentioned.
It was noted that the TR has not been updated for some time; it is a Rel-6 and this CR will create a Rel-7 version. Some updates were made. It was noted that perhaps the whole TR needs to be updated for Rel-7. In the meantime, the CR was accepted. It was revised to TD S3-060150 and it was agreed to be sent to SA for approval as CR 004.
TD S3-060013 contained a CR to 33.919 with a correction of some editorial errors. Some figures are not cited correctly, the first reference (3GPP TS 33.102) does not be cited by this document and there are some spelling mistakes. It was revised to TD S3-060151 and it was agreed to be sent to SA for approval as CR 005.
6.9.2
TS 33.220 GBA

6.9.2.1
Credential Storage Issues

TD S3-060108 contained CR to 33.220 Recommended maximum key lifetime of GBA keys. This CR proposes to add a recommendation for the value of the maximum key lifetime of the GBA keys. The CR proposes 12 hours but the value should be discussed in SA3, in order to see whether SA3 can agree upon any value.
There was a comment that it is not known what applications use this and changing it may have some unexpected results. However, it was commented that this is a recommendation and it is required, although it was not sure why 12 hours was chosen. It was explained that there are indeed some mobiles that will not have much traffic and so a longer lifetime could be chosen. 

The CR was not accepted at this time. It was further commented that in the consequences if not approved, it is stated that CT1 has defined a recommended key lifetime of 3 hours and it was asked where this came from. Nobody seemed to know and SA3 does not appear to ever have discussed this. It was suggested that the delegates contact their colleagues and ask. 
TD S3-060027 contained a CR to 33.220 on GBA key handling and UICC presence detection Rel-7. It was withdrawn and replaced by TD S3-060131. The current TS contains four sections on key deletion which are contradictory. Therefore, deletion of GBA keys linked to a certain UICC is not ensured upon UICC removal. A particular problem arises due to GBA's bearer independence, as keys can be used over non-3GPP bearers even after UICC removal unless they are explicitly deleted. 
TD S3-060132 contained comments to T-Mobile / Axalto contributions S3-060131 on GBA key handling and UICC presence detection. 

It was commented that the changes assume an implementation of an application in the mobiles. It was answered that this was not the case. On another note, a user could change a UICC from one to another and it was asked if the keys should be deleted in this case. Besides, doing this would mean that the applications would need to be torn down and then rebuilt and this could cause a large overhead. It was decided to discuss this off line and try to come up with a solution that is universally acceptable. TD S3-060028 was revised to TD S3-060152 and TD S3-060131 was revised to TD S3-060153.
It suggested that some text was added to the note in section 4.4.11 that the key deletion cannot be enforced in the Ua application. This is true, but may not be helpful. This could open the door to allow application designers to ignore this. There were opinions both ways. It was decided to stick to the orginal without the extra text.
Both TD S3-060152 and TD S3-060153 were agreed to be sent to SA for approval as CRs  086 and 087.
TD S3-060028 contained a CR to 33.220 on GBA key handling and UICC presence detection for Rel-6. This is a mirror CR to S3-060131 and S3-060027. Actually the mirror was S3-060131 and the numbering was backwards. 
TD S3-060132 contained comments to T-Mobile / Axalto contributions S3-060131 and S3-060028 on GBA key handling and UICC presence detection.  It was noted. 
TD S3-060099 contained a to CR to 33.220v6.7.0 with a clarification of storage of NAF ID, B-TID and Key lifetime in ME at power down. This CR proposes to clarify TS 33.220 specification to say that NAF_Id, B-TID and key lifetime needs to be stored together with the Ks_NAF or Ks_ext_NAF key in the ME in non-volatile memory at power down. This was taken with the update of TD S3-060131 and TD S3-060028 since the text being changed was proposed to be deleted.  It was merged into TD S3-060152.
TD S3-060109 contained a mirror CR to 33.220-Clarification of storage of NAF ID, B-TID and Key lifetime in ME at power down. As before, it was merged, but this time into TD S3-060153.
6.9.2.2
GBA Privacy

TD S3-060010 contained a discussion document on encrypting and Using B-TID on Ub reference point. In the last meeting, (S3-050755, S3-050753) the user identity confidentiality in GBA was discussed; in particular that GAA/GBA procedures present some weaknesses with respect to user’s identity privacy protection. This document proposed a solution and attached a CR. 
TD S3-060087 contained a discussion document on Privacy concerns of GBA. This contribution discusses the problem that a user may be tracked by linking the B-TID which the user uses with several NAFs. This is inherent feature of GBA where several NAF specific keys can be derived from one Ks, but at the same time the same B-TID is used in communication with all NAFs. 

TD S3-060111 contained a further document on privacy. At SA3#41 in San Diego, it was proposed to allow the UE and BSF to communicate to generate a series of B-TIDs. This contribution proposes a different method of generating fresh B-TIDs that does not require additional roundtrips between the UE and the BSF. As with the Ericsson proposal, this proposed method is transparent to the NAF, so can be introduced without affecting currently deployed NAFs. This contribution proposes that the described method to provide privacy should be accepted by SA3. If so then Qualcomm will provide the relevant CR(s) at the next meeting. 

TD S3-060112 contained a proposal for another solution to privacy which does not require the establishment of a TLS connection to provide protection for user identity confidentiality. It was noted based on the discussion below.
TD S3-060124 contained comments to the above documents and TD S3-060130 provided comments to the comments.
When dealing with this, some sanity check is required to determine what can be done with simple solutions. There was some concern also that in the core network fixed IDs are used. What is needed is to look at the threats and see if it is worth protecting things that are revealed at a lower level.  It was asked if there are two applications in the NAF, then can the two applications share the same Kf NAF? There was no immediate answer to this.
In the Siemens paper it mentioned that key freshness for free and that this has been considered by SA3 before and was rejected. It was further commented that SA3 did not formally reject this proposal. 
The first thing to do would be to agree on the list of threats and trust models. Another thing is whether a lot effort would be wasted if the effect is negated somewhere else in the network. An email disucssion based on the background of TD S3-060124 and TD S3-060130.
AP 42.02
Silke Holtmanns to kick off an email discussion regarding privacy on GBA based on documents TD S3-060124 and TD S3-060130.
In the meantime, all documents were noted.
6.9.2.3
2G GBA Issues

TD S3-060011 contained a discussion document on 2G GBA usage on Ua reference point. In current 2G GBA, some procedures are unneccessary when NAF does not accept 2G subscriber. And millions of 2G subscribers will be an unnecessary burden to those NAFs (not accepting 2G subscriber), BSF, Zn reference point, and even Ua reference point, if using procedure specified in current specification.  In this document, we propose a method to ease this unwanted affect. 
It was asked what the original operator policy was and if the policy decision point is being spread or shifted? It is probably a two step process; if a NAF is not allowed to service a 2G subscriber, then it is denied security parameters. That is to say, it is local in the NAF and in the Home Operators Network (probably in BSF). In the framework of 33.220 the solution is a bit ambitious. Perhaps is is better in 33.222.
Another question was whether backwards compatibility has been taken into account. The answer was that this is not yet determined. Also, there is a fundamental question of whether 2G GBA is allowed for all services. Of course, it is not sure how the terminal can determine if the keys are 2G GBA or 3G GBA.
It was clear that the CR to 33.220 in this package is not acceptable but the CR to 33.222 could be acceptable. The TS 33.220 has defined 2G GBA, which supports 2G subscriber. And NAF can have a policy whether to accept 2G subscribers. But there is no corresponding statement about how a NAF (using HTTPS) processes a 2G subscriber’s request in this specification.
It was asked how a browser using HTTPS would know if 2G or 3G GBA is being used. The UE application should  derive this based on information of the type of SIM card or UICC. It was confirmed that this is not the case. By putting this into the TS would imply that an API should be defined to do this. Based on this, the change could be a useful option, but not be mandated. There were some concerns with backwards compatibility. This would be a high price for something that has a limited shelf-life. 
The document was noted. More work is required on the 33.222 CR.
TD S3-060093 contained a CR to 33.220 on clarification on the use of SIM for a Ua application. The CR clarifies that the use of SIM for a specific Ua application is specified in each specification for the relevant Ua application. Notwithstanding the discussion on where the decision of where the policy of whether to accept a 2G subscriber is placed, this CR puts it in the Ua application. This sentence in the CR indicates that the decision needs to be taken on a case by case basis. 
The meeting then was enbroiled in a discussion on the acceptance of 2G GBA. It was clarified that, based on the phasing out of SIMs, then some exception has to be made on the acceptance of 2G GBA for applications. This was the basis of the document in SA 3. 
SA3 needs to make a policy decision  to determine if 2G GBA is applicable for various services or not. It was suggested that SA3 adopt the policy that if there is a service that uses GBA, then a sentence needs to be put in indicating whether or not 2G GBA is allowed to be used also. If there is not sentence, then by default 2G GBA will be applicable. This was not universally agreed by the meeting.

It was suggested that the a liaison statement is sent to SA1 making the group aware of the issue and asking if, in this case the text is acceptable. However, it was commented by the secretary that if this decision is based on a technical basis, then SA1 can make this decision. If it does not have a technical basis then it is not a decision that can be taken by 3GPPP. It was decided not to send the liaison statement. 
It was finally decided that the text should be changed to indicate that the policy is in the BSF and the reason for change is changed to reflect the text that was in the SA report. 

The revision was provided in TD S3-060184. It was agreed to be sent to SA for approval as CR 091.
TD S3-060072 contained a Pseudo-CR to TR 33.920 with some addition of changes to TS29.109 and TS24.109, in particular to update the references. The Pseudo-CR was approved.  
The updated TR 33.920; SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature was provided in TD S3-060154. It contained the pseudo CRs at this meeting. This was inserted into the TR and will be provided TD S3-060187 by email by 17th February. It was agreed to be sent to SA for approval. 
6.9.2.4
HTTP based Zn Reference Point Issuses

TD S3-060059 contained a CR to TS 33.220 (Rel-7) on D-proxy renaming to Zn-proxy. The release 6 version of this CR was provided in TD S3-060058. The addition of the HTTP-based Zn/Zn’ reference point for Rel-7 (cfr S3-050809), makes it necessary to rename the DIAMETER-Proxy (D-Proxy) of the interoperator GBA case into a more generic name i.e. Zn-proxy. This is a strange situation as the change is to Rel-7 and this has an impact on the Rel-6 TS. The HTTP possibility was added for Rel-7, but the element name was added also to Rel-6 to avoid confusion. 

It would appear that there is an impact on CT4 TSs may be affected. 
TD S3-060059 was revised to TD S3-060155 and it was agreed to be sent to SA for approval as CR 080. TD S3-06058 was revised to TD S3-060156 and it was agreed to be sent to SA for approval as CR 081.
TD S3-060060 contained as discussion document on Securing the Zn and Zn’ reference points for HTTP. The CR to implement this was provided in TD S3-060061. Along with the introduction within Rel-7 of an http-based Zn/Zn’ reference point there is a need to clarify the security. It is proposed that TLS shall be used if Zn/Zn’ reference points are based on http. The protection of DIAMETER based Zn/Zn’ reference point is kept identical as in Rel-6.
It was revised to TD S3-060157 and it was agreed to be sent to SA for approval as CR 082.
TD S3-060062 contained a CR to TS 33.220 (Rel-6) on restricting the TLS CipherSuites in Annex E and cleanup of references. The Zn'-reference point between the D-proxy and the BSF uses TLS. This is differently from the Zn-reference point  (upon which Zn’ is based) where IPsec is used. While for IPsec the use of modes and algorithms has been profiled by TS 33.210 (NDS/IP), 3GPP SA3 has not done any restrictive profiling for Zn’. Currently Annex E refers to RFC3588 section 13.2 which specifies the mandatory and optional CipherSuites. This currently allows to use CipherSuites that imply anomymous authentication or having weak or no encryption. This contradicts the requirements of section 4.4.6 of TS 33.220.

TD S3-060063 contained the mirror of this for Rel-7. TD S3-060062 was revised to TD S3-060158 and it was agreed to be sent to SA for approval as CR 083 and TD S3-060063 was revised to TD S3-060159 and it was agreed to be sent to SA for approval as CR 084.
There is an overlap with TD S3-060064 and TD S3-060065. These were withdrawn. 
6.9.2.5
Ua Security Protocol Identifier

TD S3-060017 contained a CR to 33.220 to clarify the confusion of the useof NAF-ID and FQDN. The BSF should know Ua security protocol identifier before computing NAF specific keys. And in the key request message, NAF should supply not NAF’s public hostname, but also Ua security protocol identifier to BSF.  It was noted that there is a CR in CT4 and this could cause a collision. To avoid this, the message 2 was changed to NAF-ID. It was revised to TD S3-060161. It was also commented that this should also be for Rel-6 and so the CR for this was provided in TD S3-060160. There was an overlap with documents TD S3-060090 and TD S3-060091 and so it was decided merge these CRs. 
TD S3-060160 was revised to TD S3-060182 and it was agreed to be sent to SA for approval as CR 088. TD S3-060161 was revised to TD S3-060183 and it was agreed to be sent to SA for approval as CR 089.

TD S3-060090 contained a Ua security protocol identifier in BSF - CR for Rel-6 and TD S3-060091 contained the mirror for Rel-7. These were withdrawn in favour of S3-060160 and S3-060161. TD S3-060088 contained a discussion document for these CRs and this too was withdrawn. 
6.9.2.6
GBA Push Issues

TD S3-060043 contained a reply liaison statement on Security solutions for push based services from OMA. The OMA SEC group welcomes the recent liaisons received by OMA from 3GPP (from TSG SA3#41,S-050814), contact Vesa Lehtovirta, regarding future use cases, requirements or services where new network initiated GBA functionality could be useful. OMA SEC would appreciate if 3GPP TSG SA3 considers the possibilities to standardize a mechanism fulfilling the requirements stated in the LS.
In fact in relation to a liaison statement from SA2 (S3-050738)  on selective disabling (AP 41.05), there was task to respond indicating that there is no impact on security for Selective disabling and that the OMA features are enough for Selective Disabling of UE Capabilities. It was suggested that this not be done for PUSH.
A liaison statement to explain this was provided in TD S3-060134. It was decided that this would be done over email (see also section 6.23).
AP 42.09
Bengt Sahlin to provide a draft by 24th February, comments should be provided by 3rd March. The comments to be incorporated by 7th March. Checking to be done by 10th March. Final version to be provided by 14th March.
TD S3-060092 contained a discussion document on Pure Push Technical Solution. The document elaborated on the technical solution for a GBA Pure Push mechanism taking the starting point in the proposed high level description of pure push in  S3-050757 GBA Push and gives a relatively detailed description of an implementation proposal fulfilling the requirements stated by OMA OMA-LS_0073 in response to the SA3 LS S3-050814.  Only pure push was considered here, as the Mixed Push mechanism doesn’t fulfill all OMA requirements. 
TD S3-060125 contained comments on S3-060092 regarding a Pure Push Technical Solution.
There was some support for this and it was suggested that a WI should be provided. It was decided that the study should continue for Rel-7 without a WI for the time being. Contributions are welcome. 
6.9.2.7
Further GBA Issues

TD S3-060069 contained a CR to TS 33.220 (Rel-7) to clarify the requirements. Based on discussions at the last meeting the unclear requirement could lead to errors in the implementations. There was some confusion whether a USS should be sent at all now. 

It was revised to TD S3-060162 and it was agreed to be sent to SA for approval as CR 085
TD S3-060071 contained a presentation on Use cases for USS management. Last meeting Nokia were asked to provide some more details on the (un)likely possible USS usages, that is why the USS use cases are listed. But the target is the OPEX savings. There was a question to use case 2 and the second bullet. This appears to go against GBA. This was agreed and it should be application specific. This mean, however, that this application can do this for all applications on this NAF. This needs some thought. 
These comments were noted as was the document. 
TD S3-060070 contained a discussion document on NAF Key Center. This was prompted by the work by SA1 of Personal and Personal Area Network. This is to prompt some feedback.
It was asked why there is a need to have a secure communication between two UEs. This is classical peer-to-peer. If it is a solution that is different the secure channel solution, how would the service determine between this solution and the other? It was answered that this should not conflict with the ME-UICC secure channel work, but should be seen as a complementary work for use cases that are outlined by SA1, but are not covered yet by SA3. Comments were requested.
TD S3-060014 contained an editorial CR to 33.220. It was asked why the text in 5.3.2 was copied from a place in section 4. It was answered that the original text is in a note and so it was copied here rather than referring to a note. However, in the new version 7, the text is not a note and so a reference could be. It was revised to TD S3-060163. It was revised to TD S3-060181 and it was agreed to be sent to SA for approval as CR 090.
TD S3-060015 contained a discussion document on 
6.9.3
TS 33.221 Subscriber certificates

TD S3-060068 contained a CR to 33.221 with an update of PSK TLS references. It was revised to TD S3-060164 and it was agreed to be sent to SA for approval as CR 007.
6.9.4
TS 33.222 HTTPS-based services

TDoc S3-060067 contained a CR to TS 33.222 (Rel-6) to update a reference for PSK-TLS. It was revised to TD S3-060165 and it was agreed to be sent to SA for approval as CR 024.
TDoc S3-060066 contained the mirror for Rel-7. It was revised to TD S3-060166 and it was agreed to be sent to SA for approval as CR 025.
6.10
WLAN interworking
TD S3-060016 contained a CR to 33.234 on correction of  the incorrect statement in Tunnel fast re-authentication and authorization. The step “User profile and AVs retrieval” shall be removed from Tunnel fast re-authentication and authorization (clause 6.1.5.2). Because the procedure of Tunnel fast re-authentication and authorization uses EAP fast re-authentication in which user profile and AVs retrieval are not needed at all.
This CR creates a Rel-7 CR but there is no work item for Rel-7. It was turned into a Rel-6 CR. It was revised to TD S3-060167 and it was agreed to be sent to SA for approval as CR 073
TD S3-060018 contained a CR to 33.234 with a correction to authentication information retrieval between 3GPP AAA Server and HSS. In current security architecture, if there is no authentication information available in 3GPP AAA Server when it begin to authenticate a user, e.g. the first authentication after the user switches on, 3GPP AAA Server will contact HSS to get authentication information. In the case of roaming, the identifier of visited PLMN which the user selects to access shall be included in the authentication request sent to HSS from 3GPP AAA Server. Then HSS shall check the user is allowed to roam in the VPLMN selected by the user according to the list of authorized visited network identifiers. However, if the user re-selects a different VPLMN and initiates another authentication procedure, 3GPP AAA Server will not contact HSS if there is still authentication information available in it. In this case, HSS has no chance to validate the VPLMN re-selected by the user even if it is illegal. As approved C4-051370 at CT4 #28 meeting, a scheme is designed to solve this problem: when a 3GPP AAA Server detects that the VPLMN selected by a user has changed, it shall retrieve authentication information from HSS regardless whether there is an unused authentication vector available in it.
It was understood that the aliases are not tied to the AP and so rather than throw them away, it probably would be better to contact that HSS and ask to change the AP but keep the alias rather than fetch new authentication vector. It was mentioned that if CT4 has chosen this approach, then SA3 ought to stick with it. The CT4 document was C4-051370. This was checked with the latest version of the TS and it was approved at CT #29 and included in version 6.5.0. 
Also, there is a new term VPLMN; it is not sure what part of the VPLMN is being referred to in conjunction with WLAN. Of course, this is already used elsewhere in the TS.
It was revised to TD S3-060185 and it was agreed to be sent to SA for approval as CR 076.
TD S3-060029 contained a CR to 33.234 to update the reference of TS33.234. The IETF drafts of EAP-AKA, EAP-SIM and IKEv2 have been made into RFCs. RFC 2406 has been updated to RFC 4306. It was revised to TD S3-060168 and it was agreed to be sent to SA for approval as CR 074. 
TD S3-060081 contained I-WLAN Private Network Access information flow including PAP capability. As the LS (S3-050800_S2-053019) sent from SA2 said in last SA3#41, SA2 reached to the consensus that the two procedures for “EAP capability” and “CHAP capability” of external AAA/RADIUS sever are feasible for the Private Network access from WLAN 3GPP IP access.  And then SA2 concluded that “PAP capability” of external AAA/RADIUS sever shall be possible in SA2#50. And they asked SA3 to progress this security study. 
This is compatible with what is in 3GPP today. If there is a possible to carry CHAP and PAP in EAP, then there would be no need for multiple authentications. Perhaps it is better to take this to the IETF to make sure that it can be done. Of course, it was thought that the IETF would probably not work on this. It was commented that CHAP and PAP are old subjects but because they have a market need it was decided to bring the work here rather than IETF. Later it was noted that PAP and CHAP are not defined in the EAP. 
It was asked if there was a possibility for Man-in-the-Middle attacks. The answer was that yes, but it is protected. 
This will be checked off line. It is for Rel-7 and so some of the issues can be solved between this and the next meeting. Hence, TD S3-060082 which contained Tunnel setup procedures for the private network access from WLAN 3GPP IP Access was note for this meeting. 
AP 42.03
Anand Prasad to collect comments on TD S3-060082 for the next meeting. 
TD S3-060037 contained a CR on Tunnel setup procedures for the private network access from WLAN 3GPP IP Access. It was a copy of S3-060082.
TD S3-060110 contained CR 33.234 on addition of in-band OCSP support. This was requested from the last meeting. It is not always possible for the UE to contact an OCSP server directly to check the revocation status of certificates. This is especially true in the Generic Access Network setting.
There was some concern regarding the mandated support of something that is not stable. Indeed, the version is 00 and so it is very early days for this work. However, there has been a lot of work done on this prior to this document; in fact the group has been disbanded. So, despite the version, it is quite well progressed. Another comment was that this probably not make IKEv2. It was clarified that it does extend existing messages or piggybacks off them; no changes are expected to IKEv2. It was to make the mandatory requirement a bit softer and put this on the dependency list. It was revised to TD S3-060169 and it was agreed to be sent to SA for approval as CR 075.
TD S3-060046 contained a reply LS on improvement of the way to access IMS via I-WLAN. SA2 thanks SA3 for their reply LS on improvement of the way to access IMS via I-WLAN. SA2 understand that it is not possible to simply remove the IPsec tunnel between UE and P-CSCF as this would significantly degrade the security level. At this point SA2 does not preclude but does not intend to work on improvements regarding IMS access via I-WLAN and therefore has no further architectural requirements towards SA3 to perform investigations on the IMS security procedures when using 3GPP IP access. It was noted.
TD S3-060044 contained a reply liaison statement on IEEE 802.11u Interworking with External Networks Requirements Document. At the last meeting it was mentioned that SA2 had sent a reply to the IEEE liaison statement and this was it. SA2 has looked at the document IEEE 802.11u Interworking with External Networks" and is asking IEEE 802.11 to inform SA2 about solution proposals for requirements listed in the LS, as well as the final solutions. 3GPP SA2 will need to review and possibly make changes to 3GPP SA2 specifications in order to interwork with the new 802.11 mechanisms." It was noted and all comments have been taken into account. 
TD S3-060030 contained a proposed WID on a security study for Inter-access mobility between non 3GPP and 3GPP system. This was considered to be SAE and not WLAN as it comes under the remit of interworking. This is not restricted to WLAN. Of course, if this was done soley under WLAN then there is a danger that the subsequent work of SAE may overtake this. (see agenda item 6.26 for conclusion.)
TD S3-060120 contained a CR to 33.234 on I-WLAN UE Security Profiles. I-WLAN UE does not necessarily need to support all the profiles of IKEv2 and ESP listed in Section 6.5 and 6.6 as long as the PDG supports them all. The issue was the memory used up for two algorithms. It was asked if this allowable for Rel-6 with a category C. It was pointed out that this is revsersing a change made some time ago (S3-050418 CR 003). The reason for that change was to allow if one of the algorithms are broken. Of course, this does not stop the vulnerability of the keys if one algorithm is broken and there is no key separation.  It was noted. 
TD S3-060031 contained a discussion paper on WLAN Scenario 3 optimization. In SA3 #41 meeting the criteria on optimizing the authentication procedure of WLAN 3GPP IP access (in S3-050722) was agreed. And there was also an updated optimization proposal in S3-050696/697. However this proposal could not satisfy the criteria. It was noted that the counter-proposal is no longer on the table and so this was agreed. 
TD S3-060045 contained a reply LS regarding WLAN service configuration parameters for mobile devices. SA2 is thanking the Device Management (DM) working group of Open Mobile Alliance for their LS regarding the request for information and review of WLAN service configuration parameters for mobile device provisioning and management purposes.    SA2 is asking CT1 to answer the LS, but is copying it to SA3 too. It was noted.
TD S3-060170 contained a liaison statement to SA3 on solution for the private NW access from 3GPP I-WLAN access. This was dealt with at the last meeting. 
TD S3-060171 contained a liaison statement on improvement of the way to access IMS via I-WLAN. This was dealt with at the last meeting.
6.11
Visibility and configurability of security

No contributions.
6.12
Push

No contributions.
6.13
Priority

No contributions.
6.14
Location services (LCS)

No contributions.
6.15
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices 

No contributions.
6.16
Open service architecture (OSA)

No contributions.
6.17
Generic user profile (GUP)

No contributions.
6.18
Presence

No contributions.
6.19
User equipment management (UEM)

No contributions.
6.20
Multimedia broadcast/multicast service (MBMS)
TD S3-060042 contained a LS on Mobile Broadcast Services from OMA BCAST to 3GPP SA4. OMA is informing SA4 where the The MBMS adaptation spec can be found. There are no actions on SA3, but it is copied to SA3. It was noted.
TD S3-060047 contained a response LS on the Mobile Broadcast Services Specifications. SA4 is responding to the LS from OMA on Mobile Broadcast Services Specifications and is asking to be kept informed on developments of your work. SA4 kindly asks OMA BAC-BCAST to send us their MBMS Adaptation specifications in their current status (copied to SA3). It was noted.

TD S3-060074 contained a discussion document on Main differences between OMA BCAST and MBMS. The conclusion was that MBMS and BCAST can utilize the same functions. The differences stem from the different requirements e.g. pays per view or integration of OMA DRM 2.0. Hence, MBMS and BCAST protocols can not only coexist in parallel, but also be deployed together.

There was a comment that there could be some additional differences than listed here, but it makes no difference the to conclusion. It was noted. 
TD S3-060095 contained is discussion document on Handling of unknown MIKEY payloads in MGV-F. This is by way of answering the comment from document S3-060074. OMA BCAST group is developing two key management solutions for their broadcast system. One of them is based on OMA DRM extensions (so called OMA DRM based profile) and the other is based on GBA and MBMS key management (so called smart card profile) [1]. This contribution discusses a clarification that is needed in MBMS security in order to enable the use of MBMS key management with OMA BCAST solution. Namely, the MGV-F should not abort the processing of MIKEY message in case there is an unknown payload included in the processed MIKEY message. 

The CR to 33.246 for this was provided in TD S3-060096. The Security Policy (SP) payload in the MIKEY MSK message is intended for the ME use only and it is not interpreted by the MGV-F (i.e. UICC in case of GBA-U). The MGV-F only verifies the integrity of the SP payload as a part of the MSK message and sends the result of the check (success or failure) to the ME. The ME can then take the Security Policy into use. It seems likely that OMA BCAST needs to define one or more new general extension payload(s) to MIKEY protocol. These new extension payload(s) would be used by the BCAST client that resides in the BCAST capable ME. Since the MGV-F would not need to interpret them, the MGV-F should ignore the “unknown” MIKEY payload(s) similarly as the MGV-F ignores the SP payload today.
It was asked if the OMA has no requirements to encrypt the extension, or any other, payloads? It was answered that this was what was understood. Based on this, it was suggested that this should be sent to OMA and asked if this is OK. It was revised to TD S3-060142 and will be sent to OMA for comments by the vice-chairman. It was agreed to be sent to SA for approval as CR 083.
As the CR on Handling of unknown MIKEY payloads in MGV-F has an impact on the USIM, a liaison statement to CT6 was provided in TD S3-060143. It was agreed to send this liaison statement. 
TD S3-060097 contained a discussion document on Clarification of MTK ID reset in MSK update. This introduced the CR in TD S3-060098 a CR to 33.246. It is ambiguous in TS 33.246 if MTK ID should be reset when the Key Validity Data of an MSK is updated.
It was commented that the CR seemed to be acceptable, but that the term “reset” in the oringal text was not clear.  It was revised TD S3-060144 and it was agreed to be sent to SA for approval as CR 084.
6.21
Key Management of group keys for Voice a Group Call Services
TD S3-060021 contained an Example A8_V algorithm based on MILENAGE f3-function. SA3#41 decided that it was a useful idea to specify an example A8_V algorithm for VGCS. This contribution completes the work such that the Algorithm specification can be send to SA#31 for approval. It was clarified that the work item is VGCS security. It was revised to TD S3-060174 and it was agreed to be sent to SA for approval. 
TD S3-060040 contained a liaison statement on data confidentiality for a point-to-point SMS in an active voice group call. CT1 is currently trying to remove in release 7 some of the restrictions that apply for the use of other services like point-to-point SMS in parallel to an ongoing voice group call. CT1 asks SA3 to clarify the security requirements for the transmission and reception of a point-to-point SMS during an ongoing voice group call and to answer the question in the liaison statement. 

One thing that is not clear is the user scenario; sometimes the handset is not assigned to one person and are shared between shifts. Another thing to be considered is that whether the PTP SMS is delivered ciphered or not depends on the network configuration. However, it some consideration should be given to whether the threat is that great. 
This has been done in TD S3-060089, which contained a discussion document on confidentiality for a ptp SMS in an active group call. This contribution discusses S3-060040 (C1-060107) and provides argumentation that indicates that the confidentiality of the point to point SMS (Mobile Originating or Mobile Terminating) may not be guaranteed when sent on the VGCS channel. The conclusion is that, in order to provide the intended confidentiality level, the ptp SMS should not be send on the VGCS channel. The scenario of MT SMS delivery via the VGCS channel seems more prone to listening in than the one of MO SMS delivery. On the subject of spoofing, then it should be determined if the conditions for spoofing have been met. 
A response liaison statement was provided in TD S3-060175. It was agreed to send this liaison statement. 
6.22
Guide to 3G security (TR 33.900)

6.23
Selective disabling of UE capabilities

In relation to a liaison statement from SA2 (S3-050738)  on selective disabling (AP 41.05), there was task to respond indicating that there is no impact on security for Selective disabling and that the OMA features are enough for Selective Disabling of UE Capabilities. It was suggested that this not be done for PUSH.

A liaison statement to explain this was provided in TD S3-060134. It was decided that this would be done over email (see also section 6.23).

AP 42.09
Bengt Sahlin to provide a draft by 24th February, comments should be provided by 3rd March. The comments to be incorporated by 7th March. Checking to be done by 10th March. Final version to be provided by 14th March.
6.24
Trust requirements for open platforms

TD S3-060075 contained a pseudo-CR to Trust recommendations for open platforms: Generalized Trust Recommendations. During the last SA3 meeting is was pointed out that the GBA specific recommendations for open trusted platforms can be extended and generalize. In the context of the European Union  IST Project MobiLife, similar trust requirements have been investigated. This contribution outlines some generalized recommendations derived from both sources.  

There is a CR for GE applications that was approved at the last meeting and the comments in it would apply to this document. This was the pseudo CR in TD S3-060086. This will be taken into account. It was asked if some reference needs to be made to an external documents for these terms. It was answered that these terms have been made up and the names come from Greek mythology are used to avoid difficulties of finding terms that did not have a former connotation. 
Persephone is the goddess of the underworld in Greek mythology.
Orpheus became famous because of his poems and his songs, excelling everyone in the beauty of his verse and music. He also reached a high degree of influence because he was believed to have discovered mysteries, purification from sins, cures of diseases, and means of averting divine wrath.

Styx, the river that separates the world of the living from the world of the dead.

Charon, in Greek mythology, is the ferryman of the dead.

There was some inconsistency with the use of the term Persephone. It was approved and will be put into the TR. 
TD S3-060086 contained a pseudo-CR to TR on 'Trust Requirements for Open Platforms': Modify location of the access control policies under operator control or user control. This CR seeks to clarify the scope of the GAA attacks according to the related GBA procedure (GBA_ME or GBA_U). It was approved and will be put into the CR as a merge of 075.
TD S3-060085 contained a pseudo-CR to TR on 'Trust Requirements for Open Platforms': clarifications concerning GAA attacks. The current version of the TR proposes the storage of the access control policies only in the terminal. During SA3#41, SA3 agreed that source of the access control policies has to be studied.
(TD S3-060026 was withdrawn prior to the meeting.)
33.905 = Trust recommendations for open platforms; Clarifications concerning Generic Authentication Architecture (GAA) attacks
TD S3-060177 contained the update of the TR on 'Trust Reccomendations for Open Platforms': clarifications concerning GAA attacks. It was noted for the time being. It will be provided by 24th February.
6.25
Liberty-3GPP security interworking

TD S3-060121 (which was a replacement of S3-060073) contained a pseudo CR on details on the GBA – WSF Interworking. Due to an oversight during the co-production of this Pseudo-CR, one section of the TR was not included in the document, which is necessary to provide a consistent CR. This refers to section 4.3.5 “SSO scenario: ID-WSF Authentication Service”. It was approved and will be put into the TR. 
TD S3-060008 contained a discussion document on “LAP Architecture WSF GAA”. The CR introduces a SOAP-based reference point between WSP and DS/IDP in Figure 4.2-2 and 4.2-5 and be a reference point between WSP and UE in Figure 4.2-2. It was noted that the figure 4.3-2 includes boxes that are defined by the Liberty Alliance. It was noted that the changes were correct in every way, but the problem with this is that if the Liberty Alliance changes the diagram, so this TR needs to be updated. In addition, it is not relevant for the interworking. For this reason, this P-CR was noted at this time.
TD S3-060019 contained a pseudo-CR on “LAP WSF authentication service model and procedure”. This contribution introduces an updated ID-WSF authentication service  model and procedure. This was thought to be covered in the P-CR in TD S3-060121. The changes were correct, but they were not needed due to a restructuring of the document by TD S3-060121. It was noted, but it will be checked. 
TD S3-060050 contained a pseudo-CR on Liberty Alliance Security and GBA_U interworking. GBA_U offers a mechanism to provision two shared secrets, one in the UICC (Ks_int_NAF) and another in the ME (Ks_ext_NAF). The interest in GBA_U for Liberty-3GPP security interworking lies in the possibility to use either key or both keys to enable new interworking scenarios. This document aims to show how GBA_U can be used in the context of Liberty Identity frameworks. It was approved and will be put into the new TR in TD S3-060178.
The updated version with the approved pseudo-CRs included was provided in TD S3-060178. It was stated that this work is now 85% complete. It was agreed to be sent to SA for approval. It will be provided by 17th February. It will undergo an editorial review before being submitted to SA plenary for approval and that editorial comments should be sent to Silke Holtmanns
6.26
SAE/LTE security
TD S3-060020 contained a discussion document on security discussion on LTE/SAE. When security of LTE/SAE is considered, issues about how to protect Core Network Control Plane (CN CP), Radio Access Network Control Plane (RAN CP) and User Plane (UP) should be discussed. The full security solution of LTE/SAE should include protection of CN CP, RAN CP and UP. This paper discusses these two issues in dispute. It is proposed that some eRRC singallings should be ciphered in this paper. This paper proposes also that security of eRRC should be terminated in eNodeB.
It was commented that for the signalling relation to LCS some higher protection is required. Also for the UE capabilty transmission the case is that this needs to be sent in the clear depending on the ciphering that the UE supports; the UE needs to inform the network. It is a bit early to define the ciphering for LTE/SAE based on this paper. It was noted. 
TD S3-060116 contained dicussion document on the need for RRC ciphering in LTE. In the LS from the RAN2/3/SA3 meeting, a question about the need for RRC ciphering is raised. Several companies present at said meeting questioned if there was any need for ciphering at all. In this contribution it is argued that there may be a need to cipher (at least some) RRC signaling.

The situation is still the same for this paper since other groups need to make a decision on RLC termination from RAN and the identities. The analysis of that if the integrity protection is already there, the added work for encryption and key management is small. It was noted that control plane ciphering is reasonably straight forward. The document was noted. Perhaps the ciphering is worth a detailed study. 
It was asked if there is some new information that could be directed to the RAN groups. It was identified that there was, but the meeting could not agree to send the papers themselves. In the joint meeting, it was noted that protection of the identities is important and so they need to be changed frequently. Alternatively, another solution would be to protect the confidentiality of the identities or to cipher the whole RLC. It was decided to send a liaison statement with just the new information and not the contributions TD S3-060020 and TD S3-060116. The liaison statement was written after all the documents were completed.
TD S3-060032 contained a discussion document on separate or Common Keys for eNodeBs. In the 3GPP RAN2, RAN3, SA3 joint meeting in Sophia-Antipolis (January 10-11, 2006) it was decided that SA3 will study the issue of separate keys for eNodeBs in SA3#42 and report to RAN working groups if separate keys are needed. This document compares the alternatives of having the same or separate UE specific keys for eNodeBs and proposes to have a working assumption of key separation between eNodeBs. However, another message coming from this document was that the security in relation to handover signalling is a critical issue. 

Besides the fact that the privacy issues related to being able to trace a user is not clear if they are acceptable, there is also introduced a potential vulnerability that may lead to more serious privacy loss. Moreover, the RAN identifiers is only one example, and without a complete understanding of the contents of all RRC messages, leaving RRC unciphered can not be claimed to be completely understood from security/privacy point of view. This means that either the RRC ciphering possibility of 3G should be kept in LTE, or, a detailed study should be performed on which RRC signaling that may be left unciphered.

Essentially, the attacker could compromise a particular eNodeB, and gets a common integrity key, then this could be a denial of services. By disabling one cell, then it has a knock on effect as mobiles are moving to other cells and are locked out of that cell also. Of course, the attacker would have to move also or have another attacker. It is not really clear and the point made in the paper was that only RAN know enough about the RRC to determine possible attacks. However, it was clear from the joint meeting that there is not enough time for SA3 to learn it all. 
Another document that may have an impact was TD S3-060123 (a revision of TD S3-060033), which contained HO signaling security analysis. This contribution is a resubmission of R3-060036 from the 3GPP RAN2, RAN3, SA3 joint meeting in Sophia-Antipolis, France. It presents as an example high security measures for a handover execution procedure (RRC, C-plane) that is further explained. This document assumes that the RRC security is located in the eNB. This solution does not optimize bits on the air/wire, but just shows the high level principles in very detailed level for protecting the network and signalling. Note also that the handoff scenario is an example and not a solution generally agreed in 3GPP.

It was clarified that this would only work with separate keys. It was asked if this is a replacement for NDS between eNBs; the answer was yes. This was refuted, and it was found that NDS in core networks was still required. There are some benefits to having separate keys, but it is not clear if the mechanims would work since it is not confirmed that there is inter-eNodeB signalling. 

So, at this stage there is no convincing argument that separate keys have significant benefit, but SA3 would like to reserver the right to continue study on it. It is understood that RAN still needs to go forward with the Handover, architecture and it was decided that RAN should be given the go ahead on common keys. Both TD S3-060123 and TD S3-060032 were noted.
TD S3-060094 contained SAE timeplan from SA2. One element related to SA3 was point g and it was noted that the TR should be sent for approval in June but this will not be met; possibly SA3 has just a little more time. It was noted. 
TD S3-060034 contained a discussion of threats against eNB and last-mile in Long Term Evolved RAN/3GPP System Architecture Evolution. This document is based on an earlier SA3#41 (San Diego, Nov 2005) contribution (S3-050719) about threats in the LTE/SAE. The updates are mainly taking into account the resolutions that were achieved in the joint RAN2, RAN3, SA3 meeting in Sophia Antipolis (Jan 10-11, 2006). It was considered good to collect identified threats into a single document for smooth work progress. Thus, this document can provide some threats against eNBs and last-mile links. However, other threats exist as well, like the threat of IMSI catching attack and attacks against MME/UPE etc., which are not listed in this document, but should be added.
Aligned to this was TD S3-060117, which contained a discussion documentation of LTE Security Design. Recent discussions on the design of LTE security has shown that there is a lack of (collected) documentation on why certain design choices were made when designing 3G access security for R99+. Since the discussions thus far for LTE mainly considers changing security features from 3G to LTE, we believe it is important that history does not repeat and that the rationale for the LTE design choices are recorded and collected in one place.

It was requested that a study should be made encompassing all the elements of the issues above, and be provided in a document for SA3’s own purposes. If it is done over email, then the intention would be not to repeat all the threats and get everyone singing off the same sheet. There will be a two step process; to have a baseline with what was decided in this meeting and then evolve it for the next meeting. 
AP 42.04
Dajiang Zhang to create a living document on the LTE/SAE security review for use in SA3 to document what was decided in this meeting. This draft  is due 17/2/06 and comments to be provided by the 24/2/06. Comments will be incorporated and the baseline document will provide on 27/2/06.
Getting back to TD S3-060119 the annex was addressed to provide a reply to RAN on the progress. The response liaison statement was provided in TD S3-060176. It was revised to TD S3-060186 and it was agreed to send this liaison statement. 
TD S3-060030 contained a proposed WID on a security study for Inter-access mobility between non 3GPP and 3GPP system. This was considered to be SAE and not WLAN as it comes under the remit of interworking. This is not restricted to WLAN. Of course, if this was done solely under WLAN then there is a danger that the subsequent work of SAE may overtake this. (see also agenda item 6.9.4.) It was asked if this is just for WLAN or more broader. If it is broader, then this could be done under the existing study item for LTE/SAE. This work is needed, so now a decision on the need for a separate WI was addressed. If the WI is done under the existing WI, then the contributions proposed in this WI would not have any lower priority than the others (with the exception of burning deadlines). The output is currently a separate document and it was asked if this should be done. For the time being, there will be a security section to the SA2 TR. This was agreed and it needs to be communicated to SA2. If they don’t want it, then a TR would be created. In the meantime, the WI was noted subject to discussions with SA2.

It was agreed not to approve the WID at this stage but that security aspects of inter-access mobility should be studied by SA3 as part of the ongoing LTE/SAE work.
6.27
Other areas

 TD S3-060015 contained a discussion document on GAA based peripheral equipment to UE key establishment. WI “Key provisioning between a UICC and a terminal” is approved in the last meeting. And this contribution discusses some possible solutions for establishing key between a UICC and a terminal. We hope that SA3 discuss these solutions in this meeting and endorse the better one.
There was some concern regarding this. It was commented that in the definition of the UE is an MT + ME, but it was not sure what the PE was. It was asked how could PE-ID could be modified or even trusted. How can the validity of the PE be verified? It was suggested that the PE could be interrogated and tested. Another question leading on from this, it was aksed if the procedure was already defined. It was in step 6 in the first alternative. There is a an authentication of an identity. Also, it was asked how the PE is authorised to get the keys. 
TD S3-060024 contained Solution proposal for Key Establishment between a UICC and a terminal and had some bearing on this. The WID on Key Establishment between a UICC and a terminal defines the type of terminal involved in the key establishment: “The objective is to provision a shared key between a UICC and a terminal that may host the UICC or be connected to the device hosting the UICC via a local interface”.
This paper is about establishing a secure channel between a UICC and the ME, a device under control of 3GPP. The approach of TD S3-060015 is more broader and includes equipment that is not under 3GPP control.  It was suggested that the mechanism from the OMA is used instead of defining a new one. 
On the lifetime issue, the problem could be seen from either the UICC side or the ME side. The lifetime on the ME could be managed by the time and that on the UICC could be done by a counter (since there is no clock on it). Also, it was indicated that the key need not be deleted on the UE as long as the UICC is not taken out. This has not been decided yet. Maybe the approach would be to allocate a lifetime to a key and trust the UE up to a point; this should also be controlled on the UICC, maybe delete the key after some times of use. This needs further study.
It was decided that a CR should be prepared for the next meeting. 
This decision essentially negates the CR in TD S3-060025, which contained Pseudo-CR to 33.110 'Key establishment between a UICC and a terminal'. .. However, proposed TLS-based solution was agreed as working assumption for further work. Some comments to this document were provided in TD S3-060129. This document was also noted. Comments are invited for TD S3-06025. 
Regarding TD S3-060015, it is missing some details and so another contribution is invited in line with the content of TD S3-06025. The working assumption is that TLS will be used. 
TD S3-060023 contained a draft TS 33.111 on 'Key Establishment between a UICC and a terminal'. The only bit that has been udpdated was section 4.4 on requirements and principles for key establishment between a UICC and a terminal. It was noted as the basis of future work.  
TD S3-060048 contained liaison statement on Key establishment between a UICC and a terminal (S3-050626). ETSI SCP TEC is thanking SA3 for the LS on Key establishment between a UICC and a terminal and is asking to be kept informed.  It was noted. 
TD S3-060051 contained An authorization mechanism for PKI-based secure channel. TD S3-050861, which contains a set of requirements and principles for key establishment between a UICC and a terminal, was adopted as the basis for future work. This contribution aims to handle the case of asymmetric key authentication. In such a case, the terminal and UICC can simply rely on well-known mechanisms (e.g. TLS, ROAP) that are already in use to establish a session key and a secure tunnel. Those mechanisms fulfil most of the requirements provided in TD S3-050861. However, the authorization mechanisms used in those well-known mechanisms may not be really adapted to the UICC environment and may not provide the card issuer (i.e. operator) with a satisfactory authorization mechanism (e.g. determining which terminal can securely connect to which UICC). What is being done is to use the IMEI to track the UICC and if it has been removed from the UICC. 
It was noted that the group should avoid options if at all possible. In fact, this one is complementary to the working assumption. For the time being, some input needs to be provided why two solutions are required and what they are. The document was noted. 
TD S3-060035 contained Draft LS to SA1 on videotelephony. The proposal indicates that help could be provided on identifying identities and on privacy. Therefore, SA1 is being asked to keep SA3 informed of the ongoing work. It was suggested that this be sent to LI. It was decided that LI would be be informed. 

There was commented that the liaison statement currently indicates that security already exists for CS. It was noted that the liaison statement is really about CS; this, of course, begs the question why PS is mentioned in it. The answer was that SA1 have considered to extend PS VT later. The liaison statement was revised to TD S3-060179 take this into account. It was revised on line and It was agreed to send this liaison statement. 

TD S3-060036 contained Draft LS to SA1 on personal network management. When stripped-down, it was found out that there is not really much to add on the last liaison statement from the last meeting. It was decided to indicate in this report that further progress has been made on the new WI Key establishment for the secure channel. It was indicated that for WLAN a device can borrow the identity of the USIM, but that there shall be a detection mechanism to ensure that there is still a relationship still with the UICC. 

AP 42.05
MCC to communicate to SA1 that further progress has been made on the new WI Key establishment for the secure channel. It was indicated that for WLAN a device can borrow the identity of the USIM, but that there shall be a detection mechanism to ensure that there is still a relationship still with the UICC.
TD S3-060128 contained a discussion document on CAT Requirements and Objectives. It was not provided to the meeting and so it was noted. 
7
Review and update of work programme

This will still be formalised in the future. However, the document TD S3-060006 was provided before the meeting. It was noted at the meeting and delegates were asked to provide comments.
AP 42.08
All to provide comments on the SA3 workplan items in TD S3-060006 by 1st March.

8
Future meeting dates and venues
Deadlines for contributions to next meeting: First Deadline: Tuesday 28th March 2006 (Michael’s Birthday), 16.00 CET. Comments deadline: Thursday 30th March 2006, 16.00 CET.
The planned meetings were as follows:
There was one change to SA3 #45. 
	Meeting
	Date
	Location
	Host

	S3#43
	4 - 7 April 2006
	Athens, Greece
	EF3

	S3#44
	11 - 14 July 2006
	TBD
	

	S3#45
	31st Oct – 3rd Nov 2006
	TBD Fairfax, Virginia, USA
	NAF

	
	
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#21
	25 - 27 Apr 2006   
	Lisbon, Portugal
	EF3

	SA3 LI-#22
	27 - 29 Jun 2006   
	Montreal, Canada
	

	SA3 LI-#23
	17 - 19 Oct 2006  
	Vienna, Austria
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs#31
	8 - 10 Mar & 13 - 15 Mar 2006   
	Sanya (Hainan), CHINA 
	

	TSGs#32
	31 May – 2 Jun & 5 - 7 Jun 2006   
	Warsaw , Poland
	EF3

	TSGs#33
	20 - 22 Sep & 25 - 27 Sep 2006   
	TBD
	

	TSGs#34
	29 Nov - 1 Dec & 4 - 6 Dec 2006   
	Budapest, Hungary
	EF3

	TSGs#35
	7 - 9 Mar & 12 - 14 Mar 2007   
	TBD
	

	TSGs#36
	30 May - 1 Jun & 4 - 6 Jun 2007   
	TBD
	

	TSGs#37
	19 - 21 Sep & 24 - 26 Sep 2007   
	TBD
	

	TSGs#38
	28 - 30 Nov  & 1 - 3 Dec 2007   
	TBD
	


9
Any other business

There was no other business.
10
Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, Samsung, for the excellent facilities in Bangalore, particularly the curries 5 days on the trot (yum). He then closed the meeting at 13.20.
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Annex B:
List of documents

	TD number
	Title
	Source
	Agenda
	Replaced by
	Status / Comment

	S3-060001
	Draft Agenda for SA WG3 meeting #42
	SA WG3 Chairman
	2
	None
	Approved

	S3-060002
	Draft Report of SA WG3 meeting #41
	SA WG3 Secretary
	4.1
	 
	Approved

	S3-060003
	Report from SA#30 plenary
	SA WG3 Chairman
	4.2
	 None
	Noted

	S3-060004
	CR to 33.203 Rel:7: TLS based access security in IMS
	Nokia, Nortel
	6.1.1
	None
	Noted

	S3-060005
	Protection of TLS in IMS against Man in the Middle Attacks
	Nokia, Nortel
	6.1.1
	004
	Noted, see CR in 004

	S3-060006
	Review of WIs for Rel-7 and Rel-6
	MCC
	7
	AP 42.08
	All to provide comments on the SA3 workplan items in TD S3-060006 by 1st March

	S3-060007
	Correction-Some-Errors-about-Authentication
	HUAWEI
	6.1.1
	None
	Withdrawn prior to meeting

	S3-060008
	LAP Architecture WSF GAA
	HUAWEI
	6.25
	None
	Not agreed; introduces parts of Liberty Alliance TS

	S3-060009
	Not provided Error from AND
	
	
	
	Not provided Error from AND

	S3-060010
	encrypting and Using B-TID on Ub reference point
	Huawei
	6.9.2
	AP 42.02
	Email discussion based on 124 and 130 (AP 42.02)

	S3-060011
	2GGBA usage on Ua reference point
	Huawei
	6.9.2
	None
	Noted; more work on the 33.222 CR requried

	S3-060012
	CR_33.919_Consistent with TS33.220
	Huawei
	6.9.1
	150
	Revised to 150

	S3-060013
	CR-33.919-correction
	Huawei
	6.9.1
	151
	Revised to 151

	S3-060014
	33220_editorial correction
	Huawei
	6.9.2
	163
	Revised to 163

	S3-060015
	GAA based peripheral equipment to UE key establishment
	Huawei
	6.27
	None
	Noted; contributions invited at the next meeting

	S3-060016
	CR_33.234_correction
	Huawei
	6.10
	167
	Revised to 167

	S3-060017
	Ua protocol identify
	Huawei
	6.9.2
	160
	Revised to 160

	S3-060018
	Correction of authentication information retrieval between 3GPP AAA Server and HSS
	Huawei
	6.10
	185
	Revised to 185

	S3-060019
	LAP WSF authentication service model and procedure
	Huawei
	6.25
	121
	Noted; changes captured in 121

	S3-060020
	Security discussion on LTE/SAE
	Huawei
	6.26
	None
	Noted, it is a bit early to define the ciphering for LTE/SAE based on this paper

	S3-060021
	VGCS:  Example A8_V algorithm based on MILENAGE f3-function
	Siemens
	6.21
	174
	Revised to 174

	S3-060022
	CR 55.205: Clarifying the Bit/Byte ordering and symbols for GSM-MILENAGE example algorithm
	Siemens
	5.3
	136
	Revised to 136

	S3-060023
	Draft TS 33.111 'Key Establishment between a UICC and a terminal'
	Gemplus
	6.27
	None
	Noted as the basis of future work

	S3-060024
	Solution proposal for Key Establishment between a UICC and a terminal
	Gemplus
	6.27
	None
	Noted; contributions invited at the next meeting

	S3-060025
	Pseudo-CR to 33.110 'Key establishment between a UICC and a terminal'
	Gemplus
	6.27
	None
	Noted; obsoleted as it suggests an approach of using TLS which was not decided

	S3-060026
	Pseudo-CR to TR on 'Trust Requirements for Open Platforms'
	Gemplus
	6.24
	None
	Withdrawn prior to meeting

	S3-060027
	GBA key handling and UICC presence detection Rel-7
	T-Mobile
	6.9.2
	131
	Revised to 131

	S3-060028
	GBA key handling and UICC presence detection Rel-6
	T-Mobile
	6.9.2
	152
	Revised to 152

	S3-060029
	updating the reference of TS33.234
	Nokia
	6.10
	168
	Revised to 168

	S3-060030
	Proposed WID: Security study for Inter-access mobility between non 3GPP and 3GPP system
	Nokia
	6.10
	None
	Noted subject to discussions with SA2

	S3-060031
	Discussion paper on WLAN Scenario 3 optimization
	Nokia, Siemens, Ericsson
	6.10
	None
	Conclusiont agreed

	S3-060032
	Separate or Common Keys for eNodeBs
	Nokia
	6.26
	None
	Noted; SA3 will continue study, but go ahead given to RAN for Architecture based on a common key

	S3-060033
	HO signaling security analysis
	Nokia
	6.26
	123
	Revised to 123

	S3-060034
	Threats against eNB and last-mile
	Nokia
	6.26
	AP 42.04
	Noted

	S3-060035
	Draft LS to SA1 on videotelephony
	Nokia
	6.27
	179
	Revised to 179

	S3-060036
	Draft LS to SA1 on personal network management
	Nokia
	6.27
	None
	Noted; SA1 to be informed informally that work is progressing.

	S3-060037
	Tunnel setup procedures for the private network access from WLAN 3GPP IP Access
	NEC
	6.10
	None
	-

	S3-060038
	LS UE definition to accommodate IMS and TISPAN
	TISPAN-NGN #9
	6.1.1
	139
	Response in 139

	S3-060039
	LS reply to 3GPP SA3’s LS (09TD355, S3-050841) on time plan on IMS security extensions and WG7’s proposal for joint meeting.
	ETSI TISPAN WG7
	6.1.1
	None
	Noted, email sent confirming joint meeting.

	S3-060040
	LS on data confidentiality for a point-to-point SMS in an active voice group call
	CT1
	6.21
	175
	See analysis in 089; Response in 175

	S3-060041
	LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS
	CT1
	6.1.1
	49, 107
	See response in 49 and 107

	S3-060042
	LS on Mobile Broadcast Services from OMA BCAST to 3GPP SA4
	OMA BCAST
	6.20
	None
	Noted

	S3-060043
	Reply to LS on Security solutions for push based services
	OMA-SEC
	6.9.2
	None
	Noted for the time being, see 092

	S3-060044
	LS reply on IEEE 802.11u Interworking with External Networks Requirements Document
	SA2
	6.10
	None
	Noted and all comments have been taken into account

	S3-060045
	Reply LS regarding WLAN service configuration parameters for mobile devices
	SA2
	6.10
	None
	Noted

	S3-060046
	Reply LS on improvement of the way to access IMS via I-WLAN
	SA2
	6.10
	None
	Noted

	S3-060047
	Response LS on the Mobile Broadcast Services Specifications
	SA4
	6.20
	None
	Noted

	S3-060048
	LS on Key establishment between a UICC and a terminal  (S3-050626)
	ETSI SCP TEC
	6.27
	None
	Noted

	S3-060049
	Proposed response to 3GPP CT1 LS on 'Convergence of security aspects for System enhancements for fixed broadband access to IMS'
	Axalto
	6.1.1
	138
	Text from this provided in 138

	S3-060050
	Liberty alliance security and GBA_U interworking
	Axalto
	6.25
	178
	Approved: will be put into the new TR in 178

	S3-060051
	An authorization mechanism for PKI-based secure channel
	Axalto
	6.27
	None
	Noted; more input on why two options are required and what they are

	S3-060052
	Pseudo-CR to TS 33.204 v100 (S3-050831): TCAPuser message protection
	Siemens
	6.2
	145
	Approved

	S3-060053
	Pseudo-CR to TS 33.204 v100 (S3-050831): SPD granularity
	Siemens
	6.2
	145
	Approved

	S3-060054
	Pseudo-CR to TS 33.204 v100 (S3-050831): Changes to section 4
	Siemens
	6.2
	145
	Approved with deleted text in note undeleted and the notes numbered.

	S3-060055
	Pseudo-CR to TS 33.204 v100 (S3-050831): Editorial changes
	Siemens
	6.2
	145
	Approved

	S3-060056
	Pseudo-CR to TS 33.204 v100 (S3-050831): Deletion of Key Management Editor’s Note.
	Siemens
	6.2
	145
	Approved

	S3-060057
	Pseudo-CR to TS 33.204 v100 (S3-050831): Addition of migration scenarios
	Siemens
	6.2
	145
	Approved

	S3-060058
	CR to TS 33.220 (Rel-6): D-proxy renaming to Zn-proxy
	Siemens, Nokia
	6.9.2
	156
	Revised to 156

	S3-060059
	CR to TS 33.220 (Rel-7): D-proxy renaming to Zn-proxy
	Siemens, Nokia
	6.9.2
	155
	Revised to 155

	S3-060060
	GBA: Securing the Zn and Zn’ reference points for HTTP
	Siemens
	6.9.2
	081
	Noted see CR in 081

	S3-060061
	CR to TS 33.220 (Rel-7): Protection of Zn/Zn’ reference point for http based protocols
	Siemens
	6.9.2
	157
	Revised to 157

	S3-060062
	CR to TS 33.220 (Rel-6): Restricting the TLS CipherSuites in Annex E and cleanup of references
	Siemens
	6.9.2
	158
	Revised to 158

	S3-060063
	CR to TS 33.220 (Rel-7): Restricting the TLS CipherSuites in Annex E and cleanup of references
	Siemens
	6.9.2
	159
	Revised to 159

	S3-060064
	CR to 33.220 (Rel-7): Update reference for PSK-TLS
	Nokia
	6.9.2
	None
	Withdrawn due to approval of 158

	S3-060065
	CR to TS 33.220 (Rel-6): Update reference for PSK-TLS
	Nokia
	6.9.2
	None
	Withdrawn due to approval of 159

	S3-060066
	CR to TS 33.222 (Rel-7): Update reference for PSK-TLS
	Nokia
	6.9.4
	166
	Revised to 166

	S3-060067
	CR to TS 33.222 (Rel-6): Update reference for PSK-TLS
	Nokia
	6.9.4
	165
	Revised to 165

	S3-060068
	CR to TS 33.221 (Rel-6): Update reference for PSK-TLS
	Nokia
	6.9.3
	164
	Revised to 164

	S3-060069
	CR to TS 33.220 (Rel-7): Clarifications of requirements
	Nokia, TIM
	6.9.2
	162
	Revised to 162

	S3-060070
	NAF Key Center
	Nokia
	6.9.2
	None
	Noted; comments welcome

	S3-060071
	Use cases for USS management
	Nokia
	6.9.2
	None
	Noted, comments to be taken into account.

	S3-060072
	Pseudo-CR to TR 33.920: Addition of changes to TS29.109 and TS24.109
	Nokia
	6.9.2
	154
	Approved; will be put into the next version of TR in 154

	S3-060073
	Pseudo-CR to TR 33.980: SSO figure
	Nokia, Siemens
	6.25
	121
	Revised to 73

	S3-060074
	Main differences between OMA BCAST and MBMS
	Nokia
	6.20
	None
	Noted

	S3-060075
	Pseudo-CR to Trust recommendations for open platforms: Generalized Trust Recommendations
	Nokia
	6.24
	
	Approved and will be put into the TR

	S3-060076
	CR to TS 03.20 (R99): Recommendation not to support A5/2
	Nokia, Vodafone
	6.6
	146
	Revised to 146

	S3-060077
	CR to TS 43.020 (Rel-4): Recommendation not to support A5/2
	Nokia, Vodafone
	6.6
	147
	Revised to 147

	S3-060078
	CR to TS 43.020 (Rel-5): Recommendation not to support A5/2
	Nokia, Vodafone
	6.6
	148
	Revised to 148

	S3-060079
	CR to TS 43.020 (Rel-6): Correction of a reference
	Nokia, Vodafone
	6.6
	149
	Revised to 149

	S3-060080
	PacketCable 2.0 Introduction for SA3
	CableLabs
	6.1.1
	None
	Noted

	S3-060081
	I-WLAN Private Network Access information flow including PAP capability
	NTT DoCoMo
	6.10
	None
	Accepted in principle, but some checking is needed before next meeting.

	S3-060082
	Tunnel setup procedures for the private network access from WLAN 3GPP IP Access
	NTT DoCoMo
	6.10
	None
	There is no Rel-7 version; Accepted in principle, but some checking is needed before next meeting.

	S3-060083
	Change of terminology to use UE instead of mobile
	Rapporteur
	6.1.1
	137
	Revised to 137

	S3-060084
	Denial of Service attacks masking within Registration Reject
	Samsung Electronics
	6.5
	
	Noted, another email discussion to be initiated and if acitivity is low, then possibly the recommendation in this document should be adopted.

	S3-060085
	Pseudo-CR to TR on 'Trust Requirements for Open Platforms': Modify location of the access control policies under operator control or user control
	Gemplus
	6.24
	
	Approved and will be put into the CR as a merge of 075

	S3-060086
	Pseudo-CR to TR on 'Trust Requirements for Open Platforms': clarifications concerning GAA attacks
	Gemplus
	6.24
	
	Approved and will be put into the TR

	S3-060087
	Privacy concerns of GBA
	Ericsson
	6.9.2
	AP 42.02
	Email discussion based on 124 and 130 (AP 42.02)

	S3-060088
	Ua security protocol identifier in BSF
	Ericsson
	6.9.2
	None
	Withdrawn in favour of S3-060160 and S3-060 161

	S3-060089
	confidentiality for a ptp SMS in an active group call
	Siemens
	6.21
	175
	Noted, see response in 175

	S3-060090
	Ua security protocol identifier in BSF - CR for Rel-6
	Ericsson
	6.9.2
	160
	Withdrawn in favour of S3-060160 and S3-060 161

	S3-060091
	Ua security protocol identifier in BSF - CR for Rel-7
	Ericsson
	6.9.2
	161
	Withdrawn in favour of S3-060160 and S3-060 161

	S3-060092
	Pure Push Technical Solution
	Ericsson
	6.9.2
	None
	Noted; See comments in 125, work to continue without WI for time being under GAAExt

	S3-060093
	Clarification on the use of SIM for a Ua application
	Ericsson
	6.9.2
	184
	Noted; Revised to 182; Revised to 184

	S3-060094
	SAE timeplan
	SAE rapporteur / [SA 2]
	6.26
	None
	Noted

	S3-060095
	Handling of unknown MIKEY payloads in MGV-F
	Ericsson
	6.20
	095
	Noted see CR in 095

	S3-060096
	Handling of unknown MIKEY payloads in MGV-F
	Ericsson
	6.20
	142
	Revised to 142

	S3-060097
	Clarification of MTK ID reset in MSK update
	Ericsson
	6.20
	098
	Noted, see CR in 098

	S3-060098
	Clarification of MTK ID reset in MSK update
	Ericsson
	6.20
	144
	Revised to 144

	S3-060099
	CR to 33.220v6.7.0: Clarification of storage of NAF ID, B-TID and Key lifetime in ME at power down
	Ericsson
	6.9.2
	153
	Merged into 152

	S3-060100
	Report of LI meeting In Las Vegas
	LI Chairman
	4.3
	
	Not provided, next meeting

	S3-060101
	CR to 33.108-083 Informative example of FTP implementation across HI2/HI3.
	SA3 LI (Wind)
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-060102
	CR to 33.107-057 WLAN Interworking – Additional Details for TS 33.107
	SA3-LI
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-060103
	CR to 33.108-084 Correction on description of parameter “event type” for CS interception
	SA3-LI (Ericsson)
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-060104
	CR 33.108-085 Handling of unkown SIP headers
	SA3-LI (Ericsson)
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-060105
	CR 33.108-086 Correction on polygon type of shape
	SA3-LI (Ericsson)
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-060106
	CR 33.108-087 Extending section A.2.2 and C.2.2 for national use
	SA3 LI
	4.3
	Out
	Agreed to be sent to SA for approval

	S3-060107
	Cover document for proposed LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS
	Siemens
	6.1.1
	138
	Revised to 138

	S3-060108
	CR to 33.220 Recommended maximum key lifetime of GBA keys
	Ericsson
	6.9.2
	None
	Not accepted at this time. Some thought should be given on the value of the time.

	S3-060109
	CR-33.220-Clarification of storage of NAF ID, B-TID and Key lifetime in ME at power down
	Ericsson
	6.9.2
	153
	Merged into 152

	S3-060110
	CR 33.234 Addition of in-band OCSP support
	BT, Siemens, T-Mobile, Vodafone
	6.10
	169
	Revised to 169

	S3-060111
	Privacy and authorisation in GBA
	Qualcomm Europe
	6.9.2
	AP 42.02
	Email discussion based on 124 and 130 (AP 42.02)

	S3-060112
	B-TID confidentiality over Ub
	Siemens
	6.9.2
	AP 42.02
	Noted

	S3-060113
	Presentation of S3-060114 Enabling NAT traversal for signalling messages in the IMS access security framework”
	Alcatel, BT, Check Point, Huawei, Samsung, Siemens
	6.1.1
	114
	Noted, see CR in 114

	S3-060114
	Cover document for the contribution “Enabling NAT traversal for signaling messages in the IMS access security framework”
	Siemens
	6.1.1
	140
	Revised to 140

	S3-060115
	Comparison of IPsec- and TLS-based approaches to IMS security extensions
	Siemens
	6.1.1
	None
	Noted

	S3-060116
	Dicussion document on the need for RRC ciphering in LTE
	Ericsson
	6.26
	None
	Noted, decisions needed on identities in RAN

	S3-060117
	Documentation of LTE Security Design
	Ericsson
	6.26
	AP 42.04
	Noted

	S3-060118
	Liason Statement to 3GPP concerning White Book SCCP support for TCAPsec
	IREG SISS7 Chair
	6.2
	None
	Noted

	S3-060119
	Revised Draft report of 3GPP TSG RAN WG3 meeting #50

& joint RAN WG2/RAN WG3/SA WG3 LTE meeting
	MCC
	4.4
	None
	Noted

	S3-060120
	CR to 33.234 on I-WLAN UE Security Profiles
	Intel, Interdigital, Azaire Networks
	6.10
	None
	Noted; more justitfication is requried

	S3-060121
	Details on the GBA – WSF Interworking (updated)
	Siemens
	6.25
	178
	Approved: will be put into the new TR in 178

	S3-060122
	Comments on S3-060115 Comparison of IPsec- and TLS-based approaches to IMS security extensions
	Nokia
	6.1.1
	None
	Noted

	S3-060123
	HO signaling security analysis (updated S3-060033)
	Nokia
	6.26
	None
	Noted; SA3 will continue study, but go ahead given to RAN for Architecture based on a common key

	S3-060124
	Comments on new privacy related features proposed for GBA
	Siemens
	6.9.2
	AP 42.02
	Email discussion based on 124 and 130 (AP 42.02)

	S3-060125
	comments on S3-060092: Pure Push Technical Solution
	Siemens
	6.9.2
	None
	Noted;  work to continue without WI for time being under GAAExt

	S3-060126
	CR to TR 33.978 (Rel-6): Missing User-Identity AVP in PNR
	Nokia
	6.1.2
	141
	Revised to 141

	S3-060127
	Comments on S3-060004
	Siemens
	6.1.1
	
	Noted, it highlights some gaps.

	S3-060128
	CAT Requirements and Objectives
	Comverse Networks
	6.27
	None
	Not provided to the meeting

	S3-060129
	Comments to S3-060025
	Orange
	6.27
	None
	Noted; doc 25 was noted too

	S3-060130
	Comments to “Comments on new privacy related features proposed for GBA
	huawei
	6.9.2
	AP 42.02
	Email discussion based on 124 and 130 (AP 42.02)

	S3-060131
	GBA key handling and UICC presence detection Rel-7
	T-Mobile, Axalto
	6.9.2
	153
	Revised to 153

	S3-060132
	Comments to T-Mobile / Axalto contributions S3-060131 and S3-060028 on GBA key handling and UICC presence detection
	Ericsson
	6.9.2
	None
	Noted see revisions of 131

	S3-060133
	Reply LS on UE definition to accommodate IMS and TISPAN
	CT6
	6.1.1
	None
	Noted in conjunction with 038

	S3-060134
	LS to OMA on Selective Disabling of UE Capabilities
	Ericsson
	6.23
	AP 42.09
	Response to S3-050738. To be dealt with by email

	S3-060135
	Draft report of the 3GPP ETSI MSG Work Shop on eCall



(Amsterdam, the Netherlands, 23 January 2006)
	ETSI Technical Officer
	5.1
	
	Noted.

	S3-060136
	CR 55.205: Clarifying the Bit/Byte ordering and symbols for GSM-MILENAGE example algorithm
	Siemens
	5.3
	Out
	Agreed to be sent to SA for approval

	S3-060137
	Change of terminology to use UE instead of mobile
	Rapporteur
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060138
	Cover document for proposed LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS
	Siemens
	6.1.1
	Out
	Agreed to be sent

	S3-060139
	LS UE definition to accommodate IMS and TISPAN
	SA3
	6.1.1
	Out
	Agreed to be sent

	S3-060140
	Cover document for the contribution “Enabling NAT traversal for signaling messages in the IMS access security framework”
	Siemens
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060141
	CR to TR 33.978 (Rel-6): Missing User-Identity AVP in PNR
	Nokia
	6.1.2
	Out
	Agreed to be sent to SA for approval

	S3-060142
	Handling of unknown MIKEY payloads in MGV-F
	Ericsson
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060143
	LS Handling of unknown MIKEY payloads in MGV-F
	Axalto
	6.20
	Out
	Agreed to be sent

	S3-060144
	Clarification of MTK ID reset in MSK update
	Ericsson
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060145
	TS 33.204 v200 Network Domain Security; TCAP user security
	Rapporteur
	6.2
	Out
	Agreed to be sent to SA for approval; see AP 42.07

	S3-060146
	CR to TS 03.20 (R99): Recommendation not to support A5/2
	Nokia, Vodafone
	6.6
	Out
	Agreed to be sent to SA for approval

	S3-060147
	CR to TS 43.020 (Rel-4): Recommendation not to support A5/2
	Nokia, Vodafone
	6.6
	Out
	Agreed to be sent to SA for approval

	S3-060148
	CR to TS 43.020 (Rel-5): Recommendation not to support A5/2
	Nokia, Vodafone
	6.6
	Out
	Agreed to be sent to SA for approval

	S3-060149
	CR to TS 43.020 (Rel-6): Correction of a reference
	Nokia, Vodafone
	6.6
	Out
	Agreed to be sent to SA for approval

	S3-060150
	CR_33.919_Consistent with TS33.220
	Huawei
	6.9.1
	Out
	Agreed to be sent to SA for approval

	S3-060151
	CR-33.919-correction
	Huawei
	6.9.1
	Out
	Agreed to be sent to SA for approval

	S3-060152
	GBA key handling and UICC presence detection Rel-6
	T-Mobile
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060153
	GBA key handling and UICC presence detection Rel-7
	T-Mobile, Axalto
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060154
	TS 33.920 SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	Rapporeur
	6.9.2
	187
	Revised to 187

	S3-060155
	CR to TS 33.220 (Rel-7): D-proxy renaming to Zn-proxy
	Siemens, Nokia
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060156
	CR to TS 33.220 (Rel-6): D-proxy renaming to Zn-proxy
	Siemens, Nokia
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060157
	CR to TS 33.220 (Rel-7): Protection of Zn/Zn’ reference point for http based protocols
	Siemens
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060158
	CR to TS 33.220 (Rel-6): Restricting the TLS CipherSuites in Annex E and cleanup of references
	Siemens
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060159
	CR to TS 33.220 (Rel-7): Restricting the TLS CipherSuites in Annex E and cleanup of references
	Siemens
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060160
	Ua protocol identify
	Huawei
	6.9.2
	182
	Revised to 182

	S3-060161
	Ua protocol identify
	Huawei
	6.9.2
	183
	Revised to 183

	S3-060162
	CR to TS 33.220 (Rel-7): Clarifications of requirements
	Nokia, TIM
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060163
	33220_editorial correction
	Huawei
	6.9.2
	181
	Revised to 181

	S3-060164
	CR to TS 33.221 (Rel-6): Update reference for PSK-TLS
	Nokia
	6.9.3
	Out
	Agreed to be sent to SA for approval

	S3-060165
	CR to TS 33.222 (Rel-6): Update reference for PSK-TLS
	Nokia
	6.9.4
	Out
	Agreed to be sent to SA for approval

	S3-060166
	CR to TS 33.222 (Rel-7): Update reference for PSK-TLS
	Nokia
	6.9.4
	Out
	Agreed to be sent to SA for approval

	S3-060167
	CR_33.234_correction
	Huawei
	6.10
	Out
	Agreed to be sent to SA for approval

	S3-060168
	updating the reference of TS33.234
	Nokia
	6.10
	Out
	Agreed to be sent to SA for approval

	S3-060169
	CR 33.234 Addition of in-band OCSP support
	BT, Siemens, T-Mobile, Vodafone
	6.10
	Out
	Agreed to be sent to SA for approval

	S3-060170
	LS to SA3 on solution for the private NW access from 3GPP I-WLAN access
	SA2
	6.10
	None
	Dealt with at the last meeting

	S3-060171
	LS on improvement of the way to access IMS via I-WLAN
	SA2
	6.10
	None
	dealt with at the last meeting

	S3-060172
	Delivery of UEA2 and UIA2 specifications
	ETSI SAGE
	5.3
	Out
	Agreed to be sent to SA for information; ETSI legal to be consulted for presentation.

	S3-060173
	TS 55.226 v2.0.0: Specification of the A5/4 Encryption Algorithms for GSM and EDGE, and the GEA4 Encryption Algorithm for GPRS
	MCC
	5.3
	AP 42-06
	Noted; All to Marc to and All to identify which TSs refer to Kc and see how the change in the length of Kc would affect the TS. This should be documented and reported back to the next meeting.

	S3-060174
	VGCS:  Example A8_V algorithm based on MILENAGE f3-function
	Siemens
	6.21
	Out
	Agreed to be sent to SA for approval

	S3-060175
	LS on data confidentiality for a point-to-point SMS in an active voice group call
	SA3
	6.21
	Out
	Agreed to be sent

	S3-060176
	LS on status of SA3 work on LTE/SAE
	Nokia
	6.26
	186
	Revised to 186

	S3-060177
	TR on 'Trust Reccomendations for Open Platforms'
	Rapporteur
	6.24
	Email
	These will be provided on email

	S3-060178
	TR 33.980: Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	Rapporteur
	6.25
	Out
	Agreed to be sent to SA for approval; It will be provided on email.

	S3-060179
	Draft LS to SA1 on videotelephony
	Nokia
	6.27
	Out
	Agreed to be sent

	S3-060180
	Design and evaluation report for UEA2 and UIA2
	ETSI SAGE
	5.3
	AP 42-06
	Noted; Marc to check the correspondence to see if work is required in other groups, with a view to sending this to SA for approval.

	S3-060181
	33220_editorial correction
	Huawei
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060182
	Ua protocol identify
	Huawei
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060183
	Ua protocol identify
	Huawei
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060184
	Clarification on the use of SIM for a Ua application
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060185
	Correction of authentication information retrieval between 3GPP AAA Server and HSS
	Huawei
	6.10
	Out
	Agreed to be sent to SA for approval

	S3-060186
	LS on status of SA3 work on LTE/SAE
	Nokia
	6.26
	Out
	Agreed to be sent

	S3-060187
	TS 33.920 SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	Rapporteur
	6.9.2
	Out
	Agreed to be sent to SA for approval; To be provided by the 17th
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	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
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	6.1.0
	

	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	
	
	
	
	
	
	
	
	6.1.0
	


Annex D:
List of CRs to specifications under SA WG3 responsibility agreed at meeting #42
Meeting #41
	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	03.20
	A002
	-
	R99
	CR to TS 03.20 (R99): Recommendation not to support A5/2
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	8.1.0
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	7.2.0
	S3-060183
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	-
	Rel-7
	Clarification on the use of SIM for a Ua application
	F
	7.2.0
	S3-060184
	agreed
	GAAext
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	07
	-
	Rel-6
	CR to TS 33.221 (Rel-6): Update reference for PSK-TLS
	F
	6.2.0
	S3-060164
	agreed
	SEC1-SC

	33.222
	024
	-
	Rel-6
	CR to TS 33.222 (Rel-6): Update reference for PSK-TLS
	F
	6.5.0
	S3-060165
	agreed
	SEC1-SC

	33.222
	025
	-
	Rel-7
	CR to TS 33.222 (Rel-7): Update reference for PSK-TLS
	A
	7.0.0
	S3-060166
	agreed
	GAAExt

	33.234
	073
	-
	Rel-6
	CR_33.234_correction
	F
	6.7.0
	S3-060167
	agreed
	WLAN

	33.234
	074
	-
	Rel-6
	updating the reference of TS33.234
	F
	6.7.0
	S3-060168
	agreed
	WLAN

	33.234
	075
	-
	Rel-7
	CR 33.234 Addition of in-band OCSP support
	C
	6.7.0
	S3-060169
	agreed
	WLAN

	33.234
	076
	-
	Rel-6
	Correction of authentication information retrieval between 3GPP AAA Server and HSS
	F
	6.7.0
	S3-060185
	agreed
	WLAN

	33.246
	083
	-
	Rel-6
	Handling of unknown MIKEY payloads in MGV-F
	F
	6.5.0
	S3-060142
	agreed
	MBMS

	33.246
	084
	-
	Rel-6
	Clarification of MTK ID reset in MSK update
	F
	6.5.0
	S3-060144
	agreed
	MBMS

	33.919
	04
	-
	Rel-7
	CR_33.919_Consistent with TS33.220
	F
	6.2.0
	S3-060150
	agreed
	SEC7-GAA2

	33.919
	05
	-
	Rel-7
	CR-33.919-correction
	D
	6.2.0
	S3-060151
	agreed
	TEI7

	33.978
	013
	-
	Rel-6
	CR to TR 33.978 (Rel-6): Missing User-Identity AVP in PNR
	F
	6.3.0
	S3-060141
	agreed
	SEC-IMS

	43.020
	07
	-
	Rel-4
	CR to TS 43.020 (Rel-4): Recommendation not to support A5/2
	A
	4.0.0
	S3-060147
	agreed
	SEC1

	43.020
	08
	
	
	CR to TS 43.020 (Rel-5): Recommendation not to support A5/2
	
	
	S3-060148
	agreed
	

	43.020
	09
	-
	Rel-6
	CR to TS 43.020 (Rel-6): Correction of a reference
	F
	6.2.0
	S3-060149
	agreed
	SEC1

	55.205
	02
	-
	Rel-6
	CR 55.205: Clarifying the Bit/Byte ordering and symbols for GSM-MILENAGE example algorithm
	F
	6.1.0
	S3-060136
	agreed
	TEI6 (Security)


Annex E:
List of Liaisons

E.1
Liaisons to the meeting

	TD number
	Title
	From
	Source TD
	Comment/Status

	S3-060038
	LS UE definition to accommodate IMS and TISPAN
	TISPAN-NGN #9
	09TD426
	Response in 139

	S3-060039
	LS reply to 3GPP SA3’s LS (09TD355, S3-050841) on time plan on IMS security extensions and WG7’s proposal for joint meeting.
	ETSI TISPAN WG7
	09TD427
	Noted, email sent confirming joint meeting.

	S3-060040
	LS on data confidentiality for a point-to-point SMS in an active voice group call
	CT1
	C1-060107
	See analysis in 089; Response in 175

	S3-060041
	LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS
	CT1
	C1-060133
	See response in 49 and 107

	S3-060042
	LS on Mobile Broadcast Services from OMA BCAST to 3GPP SA4
	OMA BCAST
	OMA-BCAST-2005-0745
	Noted

	S3-060043
	Reply to LS on Security solutions for push based services
	OMA-SEC
	OMA-SEC-2005-0185R02
	Noted for the time being, see 092

	S3-060044
	LS reply on IEEE 802.11u Interworking with External Networks Requirements Document
	SA2
	S2-053034
	Noted and all comments have been taken into account

	S3-060045
	Reply LS regarding WLAN service configuration parameters for mobile devices
	SA2
	S2-053035
	Noted

	S3-060046
	Reply LS on improvement of the way to access IMS via I-WLAN
	SA2
	S2-060516
	Noted

	S3-060047
	Response LS on the Mobile Broadcast Services Specifications
	SA4
	S4-050859
	Noted

	S3-060048
	LS on Key establishment between a UICC and a terminal  (S3-050626)
	ETSI SCP TEC
	SCPt050875
	Noted

	S3-060118
	Liason Statement to 3GPP concerning White Book SCCP support for TCAPsec
	IREG SISS7 Chair
	
	Noted

	S3-060133
	Reply LS on UE definition to accommodate IMS and TISPAN
	CT6
	C6-060117
	Noted in conjunction with 038

	S3-060170
	LS to SA3 on solution for the private NW access from 3GPP I-WLAN access
	SA2
	S2-053019
	Dealt with at the last meeting

	S3-060171
	LS on improvement of the way to access IMS via I-WLAN
	SA2
	S2-053021
	dealt with at the last meeting

	S3-060172
	Delivery of UEA2 and UIA2 specifications
	ETSI SAGE
	SAGE (06) 01
	Agreed to be sent to SA for information; ETSI legal to be consulted for presentation.


E.2
Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-060138
	Cover document for proposed LS on Convergence of security aspects for System enhancements for fixed broadband access to IMS
	TISPAN WG1, TISPAN WG7, SA1, CT6
	SA, CT
	08/02/2006

	S3-060139
	LS UE definition to accommodate IMS and TISPAN
	TISPAN WG1, TISPAN WG7, SA1, CT6
	CT
	08/02/2006

	S3-060143
	LS Handling of unknown MIKEY payloads in MGV-F
	CT6
	
	

	S3-060175
	LS on data confidentiality for a point-to-point SMS in an active voice group call
	CT1
	SA1
	

	S3-060179
	Draft LS to SA1 on videotelephony
	SA1
	
	

	S3-060186
	LS on status of SA3 work on LTE/SAE
	RAN2, RAN3, SA2
	
	


Annex F:
List of TSs or TRs to go to SA
	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-7
	33.204
	S3-060145
	TS 33.204 v200 Network Domain Security; TCAP user security
	SP-31

	Rel-7
	35.215-218
	S3-060172
	Delivery of UEA2 and UIA2 specifications
	SP-31

	Rel-7
	55.xxx
	S3-060174
	VGCS:  Example A8_V algorithm based on MILENAGE f3-function
	SP-31

	Rel-7
	33.980
	S3-060178
	TR 33.980: Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	SP-31

	Rel-7
	33.920
	S3-060187
	TS 33.920 SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	SP-31

	Rel-7
	
	S3-060180
	Design and evaluation report for UEA2 and UIA2
	SP-31


Annex G:
Actions from the meeting

AP 42.01
Mr. Rajadurai Rajavelsamy to initiate another email discussion on TDoc S3-060084. If it turns out that the activity is low, then the recommendation in this document could the best solution.

AP 42.02
Silke Holtmanns to kick off an email discussion regarding privacy on GBA based on documents TD S3-060124 and TD S3-060130.
AP 42.03
Anand Prasad to collect comments on TD S3-060082 for the next meeting. 
AP 42.04
Dajiang Zhang to create a living document on the LTE/SAE security review for use in SA3 to document what was decided in this meeting. This draft  is due 17/2/06 and comments to be provided by the 24/2/06. Comments will be incorporated and the baseline document will provide on 27/2/06.
AP 42.05
MCC to communicate to SA1 that further progress has been made on the new WI Key establishment for the secure channel. It was indicated that for WLAN a device can borrow the identity of the USIM, but that there shall be a detection mechanism to ensure that there is still a relationship still with the UICC.
AP 42.06
Marc Blommaert to and All to identify which TSs refer to Kc and see how the change in the length of Kc would affect the TS. This should be documented and reported back to the next meeting.
AP 42.07
MCC to check if CT4 agrees to send the Technical Report on feasibility of the implementation for Network domain security. If not, then the paragraph referring to this in the cover sheet needs to be removed prior to presentation to SA.
AP 42.08
All to provide comments on the SA3 workplan items in TD S3-060006 by 1st March.

AP 42.09
Bengt Sahlin to provide a draft by 24th February, comments should be provided by 3rd March. The comments to be incorporated by 7th March. Checking to be done by 10th March. Final version to be provided by 14th March.
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