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Abstract
This document gives comments and proposes some changes for S3-060191 “Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution”. The comments are given in-line to the original text.
Attached Pseudo CRs to TR 33.XXX are provided with the proposed changes.
1 Introduction
2 Threats to UE
3 Threats to BS and last-mile transport links

3.1 User Plane packet injection attacks
3.1.1 Threats

A) The attacker injects packets in the BS, which means that the physical security of the BS has been compromised. The compromised BS can inject upstream user plane packets to the core network and downstream user plane packets to the UE. Here, the assumption is that the UPE and UE are not compromised. 
B) The attacker injects user plane packets on the last-mile, while BS, UE and UPE are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.
C) Abuse of outsourced network access transit capacity, i.e. insider attack by access network operator employees is also possible. The result is that the access network operator reports more packets than in reality UEs have sent.
3.1.2  Countermeasures 
The best countermeasure is that the U-plane is integrity protected between UE and the UPE. Using only encryption for the packets provides much higher security than no encryption, but still the packet modification attack is possible. 

Comment (DoCoMo): Encryption is a mechanism that needs to be specified in more detail to enable confidentiality protection.

Proposed change: Replace “encryption” by “confidentiality protection”. 

However, when only encryption is used between UE and UPE, packet injection attack is mitigated when block cipher is used.

Comment (DoCoMo): This previous sentence makes no sense without further information. It seems that what is required to counter packet injection attacks is either a way of integrity protecting a sequence of packets or a way of guaranteeing authorship and freshness of a packet. Using a block cipher may not help at all.

Proposed change: delete sentence.

It should be noted that the packet/byte counters, if any, in UPE must be incremented only for valid packets (i.e. not for packets that result bogus after decryption). Also, duplicate packet detection has to be considered if counting packets/bytes so that the attacker can’t send duplicate packets and affect the accounting for the users.  
3.1.3  Conclusion

3.1.4  Track of the decision
It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).
3.2 User plane packet modification attacks

3.2.1 Threats

Here we assume that the user plane traffic is at least encrypted between UE and UPE. Thus, a result of packet modification attack would for example be that UEs would experience lower quality or denial of service. 

Comment (DoCoMo): In line with the previous comment: Encryption may not help at all with integrity protection. Attacks like traffic modification, DoS, reduction of quality (RoQ), and educated modifications affecting charging could be possible.

A) The attacker modifies encrypted user plane packets in the BS or in the last-mile, so as to deny service from the UE by modifying UE packets in such a way that the UE must re-transmit etc. In this way the attacker acts as man-in-the-middle between UE and UPE. This affects the service quality that the UE (subscriber) is seeing. 
Proposed change: replace:

A) The attacker modifies or drops user plane packets in the BS or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing. In addition educated modifications changing traffic content or affecting charging may be possible.
B) The attacker modifies encrypted user plane packets on the last-mile by adding a new network node between the BSs and the UPE or hijacking for example the switches/routers on the SAE access network.

Proposed change: replace: 

B) The attacker carries out attack A) by adding a new network node between the BSs and the UPE or hijacking for example the switches/routers on the SAE access network.
Proposed change: add; 

C) Here we assume that the user plane traffic is in addition integrity protected between UE and UPE. Thus, a result of packet modification attack the packets would be rejected by UE or UPE which would for example lead to a UEs experiencing lower quality or denial of service. The attacker modifies or drops user plane packets in the BS or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing. 

D) The attacker carries out attack B) by adding a new network node between the BSs and the UPE or hijacking for example the switches/routers on the SAE access network. 
3.2.2  Countermeasures
The countermeasure is to use user plane integrity protection between UE and UPE. Using only U-plane ciphering between UE and UPE is not enough for mitigating packet modification attacks but provides higher security than no encryption. Only integrity protection can provide full mitigation for packet modification attacks.

Comment (DoCoMo): Integrity protection still allows an attacker to drop packets, possibly leading to DoS or reduction in quality attacks. Efficient countermeasures need to be decided.

Proposed change: replace 

The countermeasure for threat A) and B) is to use user plane integrity protection between UE and UPE. Using only U-plane ciphering between UE and UPE is not enough for mitigating packet modification attacks but provides higher security than no encryption. Only integrity protection can provide some mitigation for packet modification attacks. 

The countermeasure for threat C) and D) is FFS. 
3.3 User plane packet eavesdropping

3.3.1 Threats

A) The attacker is eavesdropping packets in a BS or on the last mile, and for example tracks the UE based on information (for example temporary ID of the UE) included in the packet headers. Attacker needs to find out to which terminal/user the packets belong. Also attacker needs to listen in multiple BSs or links on the SAE access because of the UE mobility.

Comment (DoCoMo): The threat is confidentiality of content and context. Content confidentiality refers to the data transmitted in the packet payload, while context confidentiality refers to information divulged in headers, TMSI, IMSI, even the fact that there is communication ongoing at all. 

Proposed change: replace:

The attacker is eavesdropping in a BS or on the last mile. The threats of this are: 

A) confidentiality of data transmitted in the packet payload (content confidentiality) 

B) confidentiality of context information such as identities, routing information and communication behaviour.
3.3.2  Countermeasures 

U-plane encryption can be used to mitigate this kind of attack.

Comment (DoCoMo): u-plane encryption can mitigate attacks on content. For context confidentiality (if desired) more complex schemes are required. 

Proposed change: replace:

U-plane encryption can be used to mitigate threats of type A). 

For B we need information from RAN2 on UE-ID (TBD)
3.3.3  Conclusion

3.3.4  Track of the decision

It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).

3.4 Physical attack threat on BS
3.4.1 Threats

A) Breaking the BS to get the keys and unencrypted data is theoretically possible, i.e. there may be some points in the BS where the unencrypted data is exposed between two encrypted data pipes. The attacker may dig out the BS-MME/UPE shared secret or a long term certificate from the BS and tries to add another BS (in the same or another network). 

B) The attacker steals an existing and deployed BS, sells it further to another operator, which tries to use it. This threat is not so much about selling the stolen BS to an operator, but if the same SAE/LTE solution is used in unlicensed access technologies then attacker can sell the BS to individuals for private use.

Comment (DoCoMo): Does threat B mean physical theft and resale for the hardware and software value? If so, the threat is that the network operator has to replace the lost kit. Otherwise it seems to be the same as threat A).

Proposed change: replace:

B) The attacker steals an existing and deployed BS to sell or deploy for own use.

3.4.2  Countermeasures
For threat A) this kind of attacks can be protected with physical security measures such as alarm systems to protect unauthorized opening of the BS, putting keys into a hard to break chips etc.The countermeasure is to use identification and separate private keys between MME/UPE and each BS. BS can have a secure module to store long term keys, which are used to bootstrap SA between BS and MME. 

Comment (DoCoMo): This countermeasure makes sense, but does not describe how threat A) is countered. 

Proposed change: add
The identity of a BS could be stored in a trusted physical module (TPM). Then the MMEs and UPEs compare the ID of the BSs against a list of valid and revoked IDs. Depending on the cost this solution can be implemented.
For threat B) Use physical security for BS implementation (i.e. burn identification information into the BS during manufacturing phase). The ID is in tamper resistance chip and can not be changed without breaking the chip. The secret key (used in asymmetric cryptography) can not be read from the chip. MME is able to detect if there are two BSs using same keys. When using BS identification, it necessitates that MME’s of different operators cooperate in detecting BS’s with the same identity.

Comment (DoCoMo):This countermeasure does not seem to help against

Proposed change: replace

Use physical security. Solution as for A, i.e., using not reset TPM, could help identifying the BS if it is connected to an operator.

3.4.3  Conclusion

3.4.4  Track of the decision

3.5 (D)DoS attacks against BS from the network

3.5.1 Threats

A) A network node from the network, which is overtaken by an attacker, launches a logical (D)DoS attack against the BS(s) by sending selected packets towards the BS(s). 

3.5.2  Countermeasures
BSs should not reserve any resources based on signaling without proper authentication. This would mean that the BSs do not trust other BSs without proper authentication methods. 

Comment (DoCoMo): The word “BSs” should be replaced by “Network Elements (NEs)” or “network node” as called in 3.5.1 as other network elements may also communicate with the BS.

Proposed change: replace:

BSs should not reserve any resources based on signaling without proper authentication. This would mean that the BSs do not trust other Network Elements (NEs) without proper authentication.

3.5.3  Conclusion

3.5.4  Track of the decision
3.6 (D)DoS attacks against BS from UEs

3.6.1 Threats

A) The attacker impersonating a UE sends selected packets against the BSs to deny BS services from others. 

B) The attacker could launch a logical (D)DoS attack towards the BSs from the RAN side. 
Comment (DoCoMo): Radio jamming on physical layer should be seen as a different type of attack.

Proposed change: add

C) The attacker could send random radio signals that impede the physical layer communication (radio jamming)
3.6.2  Countermeasures

The countermeasure for A) is to integrity protect signaling after successful authentication. Before the UE is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks (for example cookies to avoid blind DoS attacks). Anyway, radio jamming attacks can be made with special hardware and countermeasures for these are not feasible to implement. However, jamming attacks may be detected and reported.
Comment (DoCoMo): radio jamming is a different kind of attack.

Proposed change: delete last two sentences and use as as countermeasure for C)
Editor’s note: the countermeasures for detection and report against jamming attacks need to be further detail.

Threat B) can be mitigated with mutual authentication between UE and BS based on BS-specific session keys. Session keys are bound to the BS identity and the master key for deriving BS specific session keys are stored only in the UE and the MME. Attackers cannot leverage compromise of one BS to compromise other BSs. BSs do not contain long term UE session keys (BS keys with the MME are there) and they can not derive or create keys for other BSs. Using the UE-BS session keys provides protection against logical DoS attacks based on mobility signalling between BSs. Context transfers and/or handoff commands can be authenticated and thus resource depletion attacks are mitigated. Attackers can’t hijack UE’s application level protected sessions with a hijacked BS. Attackers can’t hijack UE-MME session or initial access authentication key material with a hijacked BS. Based on the BS specific session keys attackers can’t hijack sessions with other BS with a hijacked BS. Because of the separate UE session keys with every BS, an attacker can not hijack UE sessions moving out of the hijacked BS.

Comment (DoCoMo): This threat is concerning a already authenticated user thus simpler methods like rate limitation can be used.

Proposed change: replace:

Threat B) can be mitigated with mutual authentication between UE and BS. After that, rate limitation can be used to limit the amount of resources one UE can consume.
Radio jamming attacks (threat C) can be made with special hardware and countermeasures for these are not feasible to implement. However, jamming attacks may be detected and reported.
4 Threats to MME/UPE 
4.1 (D)DoS attacks against MME through BSs

Comment (DoCoMo): The scope of this title may be too limited.

Proposed change: replace:

(D)DoS attacks against MME from RAN side

4.1.1 Threat

A) The attacker launches a logical (D)DoS attack against the MME through the BSs utilizing signaling that goes through the BS, for example initial access authentication. 

Comment (DoCoMo): The scope of this threat may be too limited.

Proposed change: replace:

A) The attacker launches a logical (D)DoS attack against the MME utilizing signaling that comes from RAN side, for example initial access authentication. 

4.1.2  Countermeasures
The countermeasure is to integrity protect signaling after successful authentication. Before the user is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks. Another countermeasure is to use cookies. 

Comment (DoCoMo): Rate limiting may be very helpful against this attack, too. The proposed change does not add any new functionality over and above the current solution. IK binds integrity protection to authentication.
Proposed change: replace:

The countermeasure is to integrity protect signaling after successful authentication. Integrity protection should be bound to authentication and there should be rate limitation in case of certain UE behavior. Before the user is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks. Another countermeasure is to use cookies. 
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