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3. 3
Threats to BS and last-mile transport links

It’s assumed that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”.  This chapter covers the threats that may realize due to the 
1) Small and low cost BSs

2) Vulnerable BS sites (e.g. public indoor site)

3) Less trusted transmission to/from BS site (e.g. regular office Ethernet cables) (= last-mile)
This review is based on the SA3 assumption that evolved system will consist of 1), 2) and 3). In the following subsections the threats are listed, the possible countermeasures are described and the decisions are tracked.

3.1 User Plane packet injection attacks

3.1.1 Threats

3.1.2 Countermeasures 

The best countermeasure is that the U-plane is integrity protected between UE and the UPE. Using only confidentiality protection for the packets provides much higher security than no confidentiality protection, but still the packet modification attack is possible. 
It should be noted that the packet/byte counters, if any, in UPE must be incremented only for valid packets (i.e. not for packets that result bogus after decryption). Also, duplicate packet detection has to be considered if counting packets/bytes so that the attacker can’t send duplicate packets and affect the accounting for the users.  

3.1.3  Conclusion

3.1.4  Track of the decision
It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).
3.2 User plane packet modification attacks

3.2.1 Threats

Here we assume that the user plane traffic is at least encrypted between UE and UPE. Thus, a result of packet modification attack would for example be that UEs would experience lower quality or denial of service.
A) The attacker modifies or drops user plane packets in the BS or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing. In addition educated modifications changing traffic content or affecting charging may be possible.
B) The attacker carries out attack A) by adding a new network node between the BSs and the UPE or hijacking for example the switches/routers on the SAE access network.
C) Here we assume that the user plane traffic is in addition integrity protected between UE and UPE. Thus, a result of packet modification attack the packets would be rejected by UE or UPE which would for example lead to a UEs experiencing lower quality or denial of service. The attacker modifies or drops user plane packets in the BS or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing. 

D) The attacker carries out attack B) by adding a new network node between the BSs and the UPE or hijacking for example the switches/routers on the SAE access network. 


3.2.2  Countermeasures
The countermeasure for threat A) and B) is to use user plane integrity protection between UE and UPE. Using only U-plane ciphering between UE and UPE is not enough for mitigating packet modification attacks but provides higher security than no encryption. Only integrity protection can provide some mitigation for packet modification attacks. 

The countermeasure for threat C) and D) is FFS. 


3.2.3  Conclusion

3.2.4  Track of the decision
3.3 User plane packet eavesdropping

3.3.1 Threats

The attacker is eavesdropping in a BS or on the last mile. The threats of this are: 

A) confidentiality of data transmitted in the packet payload (content confidentiality) 

B) confidentiality of context information such as identities, routing information and communication behaviour.

3.3.2 Countermeasures 

U-plane encryption can be used to mitigate threats of type A).
For B we need information from RAN2 on UE-ID (TBD)
3.3.3  Conclusion

3.3.4  Track of the decision

It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).
3.4 Physical attack threat on BS
3.4.1 Threats

A) Breaking the BS to get the keys and unencrypted data is theoretically possible, i.e. there may be some points in the BS where the unencrypted data is exposed between two encrypted data pipes. The attacker may dig out the BS-MME/UPE shared secret or a long term certificate from the BS and tries to add another BS (in the same or another network). 

B) The attacker steals an existing and deployed BS to sell or deploy for own use.
3.4.2  Countermeasures
For threat A) this kind of attacks can be protected with physical security measures such as alarm systems to protect unauthorized opening of the BS, putting keys into a hard to break chips etc.The countermeasure is to use identification and separate private keys between MME/UPE and each BS. BS can have a secure module to store long term keys, which are used to bootstrap SA between BS and MME. The identity of a BS could be stored in a trusted physical module (TPM). Then the MMEs and UPEs compare the ID of the BSs against a list of valid and revoked IDs. Depending on the cost this solution can be implemented.
Use physical security. Solution as for A, i.e., using not reset TPM, could help identifying the BS if it is connected to an operator.
3.4.3  Conclusion

3.4.4  Track of the decision

3.5 (D)DoS attacks against BS from the network

3.5.1 Threats

A) A network node from the network, which is overtaken by an attacker, launches a logical (D)DoS attack against the BS(s) by sending selected packets towards the BS(s). 

3.5.2  Countermeasures
BSs should not reserve any resources based on signaling without proper authentication. This would mean that the BSs do not trust other Network Elements (NEs) without proper authentication.
3.5.3  Conclusion

3.5.4  Track of the decision
See 5.1.
3.6 (D)DoS attacks against BS from UEs

3.6.1 Threats

A) The attacker impersonating a UE sends selected packets against the BSs to deny BS services from others. 

B) The attacker could launch a logical (D)DoS attack towards the BSs from the RAN side. 

C) The attacker could send random radio signals that impede the physical layer communication (radio jamming

3.6.2  Countermeasures

The countermeasure is to integrity protect signaling after successful authentication. Before the UE is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks (for example cookies to avoid blind DoS attacks). 

Threat B) can be mitigated with mutual authentication between UE and BS. After that, rate limitation can be used to limit the amount of resources one UE can consume.
Radio jamming (threat C) attacks can be made with special hardware and countermeasures for these are not feasible to implement. However, jamming attacks may be detected and reported.. 
Editor’s note: the countermeasures for detection and report against jamming attacks need to be further detail.
3.6.3  Conclusion

3.6.4  Track of the decision

See 5.1.

Draft Report SA3#42: “So, at this stage there is no convincing argument that separate keys have significant benefit, but SA3 would like to reserve the right to continue study on it. It is understood that RAN still needs to go forward with the Handover, architecture and it was decided that RAN should be given the go ahead on common keys. “
4. Threats to MME/UPE 
4.1 (D)DoS attacks against MME from RAN side
4.1.1 Threat

A) The attacker launches a logical (D)DoS attack against the MME utilizing signaling that comes from RAN side, for example initial access authentication.
4.1.2  Countermeasures
The countermeasure is to integrity protect signaling after successful authentication. Integrity protection should be bound to authentication and there should be rate limitation in case of certain UE behavior. Before the user is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks. Another countermeasure is to use cookies.
4.1.3  Conclusion

4.1.4  Track of the decision

Refer to A5.1.1 of S3-060119 [1]:
· "Clear requirement that keys used in the CN (for user-plane ciphering) should NOT be provided to the Node-B"

· "NAS protected above Node-B"
· "SMC to manage user-plane and NAS security above Node-B"
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