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1 Introduction
The current NDS/AF specification (TS 33.310) defines a method for issuing certificates to IPsec gateways that are used to secure inter-operator communications. A draft work item to extend NDS/AF, so that it could also be used to issue TLS certificates, was last discussed at the SA3 meeting in February 2005 (S3-050050). Only Nokia and Vodafone were listed as supporting companies. During the meeting some companies expressed concern that the justification was not strong enough. Consequently, the work item was not approved.
In February 2005, 3GPP had specified the use of TLS between operators for some IMS interconnection cases and for the GBA Zn’ interface. These are still the main use cases. However, there are some additional use cases. In particular, TLS can be used to secure other types of non-IMS SIP interconnect beyond the use cases identified for IMS in TS 33.210 and TS 33.203. Furthermore, the use of TLS has recently been extended for GBA to cover the Zn interface if it is HTTP-based. 

We believe that SA3 should reconsider the use cases of TLS to secure inter-operator communications and study whether it is worthwhile to extend NDS/AF specification so that it could also be used to issue TLS certificates. 
2 TLS use for inter-operator security in existing 3GPP specifications

2.1 IMS use case

According to TS 33.210, the IPsec profile in TS 33.210 must be used between IMS operators and is optional to use within an operator’s network. Furthermore note 1 in section 5.1.4 of TS 33.203 states that TLS is mandatory to support in SIP proxies according to RFC3261, and IMS operators may use it inside their networks instead of, or on top of, IPsec, or between their networks on top of IPsec. The note also points out that there is no certificate management profile for TLS like the one in TS 33.310 for IPsec and that manual configuration is needed. 

Further details on the use of TLS for IMS interconnection is described in informative annex J of TS 33.203. In that annex it is recommended to use TLS between two non-IMS CSCFs. In section 6.5 of TS 33.203 it is also stated that TLS may be used between an IMS network and a non-IMS network. That section states “The CSCF may request the TLS connection with a foreign Proxy by publishing sips: URI in DNS server, that can be resolved via NAPTR/SRV mechanism specified in RFC 3263 [23]. When sending/receiving the certificate during the TLS handshaking phase, the CSCF shall verify the name on the certificate against the list of the interworking partners. The TLS session could be initiated from either network. A TLS connection is capable of carrying multiple SIP dialogs.”

While the 3GPP specifications mandate IPsec or TLS for IMS interconnection, the situation in practice may be quite different. The private GRX network currently used by many operators for GPRS roaming and MMS interconnect is likely to be used for IMS interconnect in many cases. Currently, GSM Association explicitly state that end-to-end cryptographic protection of IMS or non-IMS SIP traffic over GRX is not mandated (see PRD IR.65 which is available to GSMA members). Nevertheless, GSMA acknowledge that end-to-end cryptographic protection between operators is needed if other less trusted networks are used for interconnection. Furthermore, it will almost certainly become more important in the future to apply end-to-end cryptographic protection over GRX, especially as GRX seems likely to become used for a wider range of purposes with more and more organisations connected to it.

We believe that IPsec should remain the primary method for end-to-end cryptographic protection of IMS interconnect between operators. However, other types of non-IMS interconnect are likely to emerge both between PLMNs, and between PLMNs and non-PLMN interconnect partners. For these other types of SIP interconnect, TLS may be the most suitable security solution.
2.2 GBA use case

Zn is the interface between the NAF and the BSF when they both exist in the home network. Zn’ is used when the NAF is in a visited network. Zn’ is the interface between a Zn proxy in the visited network and the BSF in the home network. Zn and Zn’ can be either DIAMETER-based (from Rel-6 onwards) or HTTP-based (from Rel-7 onwards).

According to the GBA specification (TS 33.220), TLS must be used for the Zn’ interface when either DIAMETER or HTTP is used, and for the Zn reference point when HTTP is used. In more detail, the use of TLS on the inter-operator Zn’ interface must comply with RFC 3588 section 13.2 with the restriction that either the TLS_RSA_ WITH_3DES_EDE_CBC_SHA or TLS_RSA_WITH_AES_128_CBC_SHA ciphersuite must be used. No requirements are provided in TS 33.220 regarding the use of TLS on the intra-operator Zn interface.

It is also specified in TS 33.220 that the Zn-Proxy certificate shall contain the subjectAltName extension as specified in RFC 3280 with one or more dNSName names. The Zn-Proxy certificate shall contain all the DNS names of NAFs that may send a request for NAF specific shared secret through the D-Proxy to the subscriber's home BSF. If a new NAF is added, the new DNS name is either covered in the certificate by using the wildcard character approach (e.g. "*.operator.com"), or a new dNSName name needs to be added to the certificate. In the latter case, new certificate is needed for the Zn-Proxy. When the wildcard character '*' is used the matching rules from RFC 2818 section 3.1 are used.

In practice, the private GRX network might be used for GBA roaming purposes by some operators. GSMA do not yet provide any specific recommendations regarding the security of the Zn’ interface. However, the general recommendations on GRX do not mandate end-to-end cryptographic protection (see PRD IR.34 which is available to GSMA members). Nevertheless, GSMA acknowledge that end-to-end cryptographic protection between operators is needed if other less trusted networks are used for interconnection. Furthermore, it will almost certainly become more important in the future to apply end-to-end cryptographic protection over GRX, especially as GRX seems likely to become used for a wider range of purposes with more and more organisations connected to it.

While initial GBA deployments will probably be restricted to the case where the NAF is in the home network, the cases where the NAF is in a visited network, or where it is operated by a third party, are also likely to become important. In these cases we expect that TLS will often be used to allow the NAF to securely interconnect with the BSF in the home network.

3 Proposal

We believe that as SIP services are deployed, TLS will often be used to secure inter-operator communications. We believe that the use of an operator PKI could ease the establishment of these TLS connections, especially as the number of IMS/SIP interconnect partners grows. 
TLS is also specified for use in GBA and will be used between operators when an HTTP-based Zn interface is used to offer GBA services to roaming partners and other third parties. Again, the use of an operator PKI could ease the establishment of these TLS connections, especially as the number of visited network and third party NAFs that make use of GBA grows.

NDS/AF is an existing operator PKI designed to support secure interconnection between operators. We believe that NDS/AF can meet the requirements for the above mentioned use cases. In the attached document we have illustrated what changes to the NDS/AF specification would be necessary. We propose that SA3 agree to extend NDS/AF to support TLS and consider the attached changes as the basis for the necessary specification work. Our intention is to present the draft changes for information only at this meeting and to consider approval of a CR at a future meeting. 

If SA3 feel that a new work item is necessary, then we can bring this to the next meeting.
4 Annex: Overview of draft changes to TS 33.310
Some changes to add TLS support to NDS/AF has been developed and are attached to this document. The main issues are described below.

5 TLS-specific issues

5.1 CA structure

The same CA structure as the current version of NDS/AF is retained with each operator having a SEG CA that issues certificates on the IPsec SEGs in that operator’s domain, and an interconnection CA that issues cross-certificates on the SEG CAs of that operator’s interconnect/roaming partners. To allow certificates to be issued to TLS peers, new TLS CAs are created. In particular, a TLS server CA is created for issuing certificates on TLS servers, and a TLS client CA is created for issuing certificates on TLS clients. To facilitate secure TLS communications between operators, the interconnection CA of each operator issues cross-certificates on the TLS client CAs and TLS server CAs of that operator’s interconnect/roaming partners.

The above describes the most general case with separate CAs for each purpose. However, it is specified in the draft CR that an operator is allowed to combine the CAs.
5.2 Providing cross-certificates to TLS peers

For IPsec, the SEGs are required to fetch cross-certificates from a local database in the operator’s domain using LDAP. For TLS, LDAP is currently not widely supported in TLS peers for this purpose. Instead certificates are generally contained in configuration files. Since the list of cross-certificates that should be made available to a TLS peer changes based on the operator’s interconnect agreements, the TLS peer should be able to handle dynamic lists of certificates. Unfortunately this is not widely supported in current products, and the TLS peer may have to be re-started to take any changes in the certificate configuration file into effect. This would be an unacceptable solution for secure inter-operator communications. The alternative approach is to require the TLS peer to handle dynamic certificate configuration files, or for it to implement a mechanism to fetch certificates dynamically from a central store. Both of these solutions are described in the CR and the decision on which of the methods to use is left as an operator internal issue. We believe that this is sufficient since the main purpose of the NDS/AF standard is to agree on inter-operator issues rather than operator internal ones.
5.3 Method for TLS peers to fetch CRLs

For IPsec, the SEGs use LDAP to fetch CRLs for certificate revocation checking purposes. For TLS, it may be more appropriate to use HTTP. For this reason we specify that TLS peers may use LDAP or HTTP for fetching CRLs.

6 Non TLS issues

· CMPv2 is now an RFC so several changes have been made including the deletion of two editor’s notes.

· It is clarified that optional extensions, if present, shall be marked as “non critical”. Corresponding changes are made to the certificate profile specifications.

· The CRL distribution point in the SEG certificate is no longer marked as critical.

· A reference is added for the “IKE intermediate” value in the optional extended key usage extension of the SEG certificate. Note that the reference is an expired internet draft.

· Various other editorial corrections and improvements are made.



















































