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1 Introduction 

SA#31 sent the LS SP-060235 = S3-060304 on Authentication mechanisms to IMS to, among other groups, 3GPP SA3 and TISPAN WG7. This LS states that

 - “Incompatibilities with the existing 3GPP authentication schemes shall be avoided. Note that both the IMS AKA (TS 33.203 and TS 24.229) as well as the early IMS security mechanisms (TR 33.978) need to be considered. The joined TISPAN WG 7, 3GPP SA3 meeting on 5 April should be considered an opportunity to explore alignment.” 
and further
 - “As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.”

The contribution S3-060192 = 10bTD070 from TISPAN WG7, submitted to the current joint meeting between SA3 and WG7 and entitled “Issues with Coexistence between NASS bundled authentication (NBA) and Early IMS Security (EIS)”, identifies problems and limitations related to CSCFs on slide 7 of the presentation. These are:
 - P-CSCF procedure selection
 - Determination of requested authentication scheme in S-CSCF
 - NBA-aware and legacy CSCFs coexistence
This contribution discusses potential incompatibilities between Early IMS, as specified in TR 33.978, and NASS-bundled authentication (NBA), as specified in Draft ETSI ES 283 003, v0.7.13. An earlier version of the latter was made available to SA3 as an attachment to the LS S3-060041 from CT1.
This contribution also provides more detail on the issues identified by TISPAN WG7 in S3-060192, by pointing to text in Draft ETSI ES 283 003, which may need to be reconsidered.

The following Figure 1 may serve as an illustration of a configuration, which should be able to be accommodated.
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Figure 1: P-CSCF is connected to different access networks, S-CSCF serves users using different authentication schemes
2 Discussion

2.1 P-CSCF procedure selection
2.1.1 Problem statement

S3-060192 states that NBA procedure may apply only to a subset of subscribers and the Early IMS procedure may apply to other subset of subscribers. In all these cases, the question, also stated in S3-060192, arises: How does the P-CSCF know which procedure to apply?
ES 283 003 suggests that the P-CSCF has dedicated network interfaces for each type of access network, and that these network interfaces are used to distinguish between NBA and Early IMS. 
In ES 283 003, §5.2.1, it is stated:

" For each registration, the P-CSCF determines the type of access security to apply:

 - if the initial REGISTER contains the Security-Client header field, or if the initial REGISTER is received on a dedicated network interface (e.g. connected to a GPRS IP-CAN), the P-CSCF shall behave as specified in subclause 5.2.2, 2A [for the reader: this subclause relates to IMS AKA as specified in TS 33.203.]
 - otherwise, the P-CSCF shall behave as specified in subclause 5.2.2A [for the reader: this subclause relates to NBA]. "

This formulation suggests that NBA is used unless one of the conditions in the first bullet is met. But this seems not very future-proof, as a new authentication scheme which may be introduced some time in the future may not meet the conditions and would then automatically be classified as NBA. Furthermore, specific network interfaces are only mentioned by way of example (“e.g. connected to a GPRS IP-CAN”). 
PROPOSAL 1: if network interfaces are used for distinction among authentication methods then it shall be explicitly stated as a necessary (but perhaps not sufficient) condition for the P-CSCF to apply NBA procedures that a registration request was received on a network interface dedicated to a TISPAN-NASS [terminology to be checked: is “TISPAN-NASS” the correct term?]. It should be discussed further whether other possibilities to distinguish among authentication methods should be allowed, e.g by allocating different IP address ranges to UEs on different access networks. 
2.1.2 Possible solutions

a) Distinction of authentication methods by network interface: one possibility to satisfy Proposal 1 would be to replace the current text by the following: “The P-CSCF shall use information in a SIP registration request together with information on the network interface, over which the request was received, to decide which authentication procedure is to be applied. The P-CSCF shall behave as specified in subclause 5.2.2A, whenever the request is received over a network interface dedicated to TISPAN-NASS and does not contain a Security-Client header.” A generalization of this approach would be to allow different UE IP address ranges for distinction as an alternative.
b) Distinction of authentication methods by UE-inserted header fields: according to ES 283 003, Sec. 5.1.1.2A, the insertion of a “P-Access-Network-Info” header field and an “Authorization” header field by the UE are optional. We understand that inclusion of such header fields should not be mandated for the UE, in order to allow “off-the-shelf” clients to be used with NBA. If this understanding is correct then UE-inserted header fields cannot be used for distinction.
QUESTION to TISPAN: Can the understanding in b) be confirmed? 

2.2 Determination of requested authentication scheme in S-CSCF
2.2.1 Authentication scheme and Cx-interface.

S3-060192 states: “In multiple authentication scheme environment S-CSCF may not be able to correctly detect the requested authentication scheme to indicate to USPF.” And “Authentication scheme indicated by S-CSCF may be overridden by USPF.” [for the reader: USPF is HSS in 3GPP-speak.]

This statement seems to suggest that the decision, which authentication scheme to apply, would not have to be taken by the S-CSCF, but could be left to the USPF (HSS). This approach is also reflected in Draft TS 183 033, section 6.3.1 (a delta spec to 3GPP TS 29.228), which introduces the possibility to use the value “unknown” for the authentication scheme on the Cx-interface. 
This approach may lead to problems because the Cx-Requests sent by the S-CSCF may be handled differently for different authentication schemes. Therefore, the S-CSCF would need to know which authentication scheme to apply. E.g. the Cx-interface for Early IMS handles identities differently, cf. TR 33.978, section 6.2.5 (Impact on Cx-interface). 
PROPOSAL 2: the S-CSCF shall be able to distinguish at least among those authentication schemes which require a different handling of the Cx-interface. 
Furthermore, the use of the value “unknown” for the authentication scheme on the Cx-interface seems to imply that one user identity sent over Cx may not be used with more than one authentication scheme unknown to the S-CSCF.
QUESTION to TISPAN: Can this understanding be confirmed? 

PROPOSAL 3: if it is confirmed this restriction should be explicitly mentioned in the TR on NBA.
2.2.2 S-CSCF serving both, NBA users and Early IMS users

From ES 283 003, Sec. 5.4.1.2:  “The S-CSCF shall determine based on the contents of the REGISTER request whether procedure for IMS-AKA authentication are to be performed or not:

- if the REGISTER request contains an Authorization header ...

- otherwise (i.e. no Authorization header field is present, or Authorization header field is received without the "integrity-protected" parameter), the S-CSCF shall perform the initial registration procedures as described in section 5.4.1.2A.” [for the reader: this subclause relates to NBA])”

This formulation would imply that REGISTER requests from Early IMS UEs would be treated according to section 5.4.1.2A, which deals with NBA. This would then result in an error (cf. ES 283 003, Sec. 5.4.1.2 A “(6) if no Line-Identifier is received over the Cx interface, send a 500 (Server Internal Error) response to the REGISTER request.”). This would make it impossible for a S-CSCF to serve both, NBA users and Early IMS users, violating the requirement in the LS from SA#31.

PROPOSAL 4: current NBA specification shall be changed so that an S-CSCF can serve both NBA users and Early IMS users.

2.2.3 Possible solutions to 2.2.1 and 2.2.2

As in the solution discussed in section 2.1 of this contribution, we again suggest that it may be beneficial to positively identify the cases where NBA shall be applied, instead of saying that NBA shall be applied unless one out of a number of positively identied cases applies. An obvious approach would be that the S-CSCF checks the “P-Access-Network-Info” header field with the "network-provided" parameter, and applies NBA if this header field indicates TISPAN-NASS, and line identifiers are present, and the request does not contain an Authorization header with the “integrity-protected” parameter included.

2.3 NBA-aware and legacy CSCFs coexistence
S3-060192 correctly states that legacy CSCFs are not aware of NBA and do not touch a “P-Access-Network-Info” header field optionally inserted by the UE, nor do they insert such a field. On the other hand, an "NBA-aware" P-CSCF will insert such a field, overwriting any such field inserted by the UE. 

This leads to the problem that an S-CSCF cannot trust the information in the “P-Access-Network-Info” header field, including the line identifiers, unless the S-CSCF receives additional information about the P-CSCF, which forwarded the request. 
QUESTION to TISPAN: is it required for the security of the NBA scheme that the S-CSCF can trust the information in the “P-Access-Network-Info” header field? Are there other security requirements on the information in the “P-Access-Network-Info” header field?
PROPOSAL 5: security requirements on the information in the “P-Access-Network-Info” header field shall be stated in the TR. If the information in the “P-Access-Network-Info” header field is required to be trusted then the specification shall say how this trust could be established. 
POSSIBLE SOLUTION: the S-CSCF could be configured in such a way that it knows which P-CSCFs could be trusted to handle the “P-Access-Network-Info” header field. The S-CSCF knows the P-CSCF which forwarded the request from the Via header. 

2.4 Modifications of parts unrelated to NBA

ES 283 003 changes the specification of standard 3GPP IMS, e.g. in Sec. 5.1.1.2, Clause j, Sec. 5.1.1.4, Clause k, and Sec. 5.1.1.6, Clause h, Sec. 5.2.2, Clause 8, Sec. 5.2.6.3, Clause 2, Sections 5.4.3.3, 5.6.2, 5.10, and D.3; also minor changes in Sec. 5.1.2A.1, Sec. 5.1.2A.2. Such changes not related to NBA may be useful, but should be separated from a specification of NBA.
PROPOSAL 6: study the proposed modifications. If found useful, come up with CRs to TS 24.229.
3 Conclusion

The joint meeting is kindly asked to provide feedback on the findings in this contribution. If the meeting agrees with the proposals in section 2 they shall be taken into account in the TR on NBA, which is to be created according to a decision at SA#31.

Replies by TISPAN to the questions in section 2 would be greatly appreciated.

Possible solutions were identified in section 2, but we are open for alternative suggestions. 
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