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	HSS contains Application Server permissions list (see 3GPP TS 29.328). The list contains Application Server (AS) specific permissons for Sh interface operations. HSS uses the DiameterIdentity of the AS as a key to the permission list information.

If AS fakes its DiameterIdentity it is able to read, write, modify, and remove data from HSS that it is not authorized to do. This can happen even if the AS is trusted and existing NDS/IP mechanisms (e.g. IPSec) is used to authenticate the AS successfully. The reason for this is that the NDS/IP security mechanisms do not validate the application-protocol level data (e.g. DiameterIdentity transported in the Origin-Host Diameter AVP) of the Diameter messages.
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Annex C (normative):
Security protection of IMS protocols

This section details how NDS/IP shall be used to protect IMS protocols and interfaces.

C.1
The need for security protection

The security architecture of the IP multimedia Core Network Subsystem (IMS) is specified in 3GPP TS 33.203 [10]. 3GPP TS 33.203 [10] defines that the confidentiality and integrity protection for SIP-signalling are provided in a hop-by-hop fashion.

The first hop i.e. between the UE and the P‑CSCF through the IMS access network (i.e. Gm reference point) is protected by security mechanisms specified in 3GPP TS 33.203 [10].

The other hops, within the IMS core network including interfaces within the same security domain or between different security domains are protected by NDS/IP security mechanisms as specified by this Technical Specification.

3GPP TS 23.002 [3] specifies the different reference points defined for IMS.

C.2
Protection of IMS protocols and interfaces

IMS control plane traffic within the IMS core network shall be routed via a SEG when it takes place between different security domains (in particular over those interfaces that may exist between different IMS operator domains). In order to do so, IMS operators shall operate NDS/IP Za-interface between SEGs.

IPSec ESP shall be used with both encryption and integrity protection for all SIP signalling traversing inter-security domain boundaries.

It will be for the IMS operator to decide whether and where to deploy Zb-interfaces in order to protect the IMS control plane traffic over those IMS interfaces within the same security domain.

Diameter messages over the Cx interface shall make use of SCTP. Additional guidelines on how to apply IPSec in SCTP are specified in [26]. This RFC shall also apply to NDS/IP if IMS operator chooses to deploy Zb-interface at Cx interface.
IMS core network entity that utilizes the DiameterIdentity of a peer NE as an access or permission key shall check that the peer NE is authorized to use the DiameterIdentity it claims to have. The reason for this check is that the  NDS/IP security mechanisms do not validate the application-protocol level data (e.g. DiameterIdentity transported in the Origin-Host Diameter AVP) of the Diameter messages.
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