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1. Introduction

In 3GPP SA3 #41 meeting there was a LS from IEEE TGu (in S3-050735/IEEE 802.11-05/0972r0) asking for SA3’s comments on IEEE 802.11u Requirements Document (in S3-050734/IEEE 802.11-05/0822r3).  SA3 noticed that IEEE TGu had new requirements to “Define functionality to prevent hijack of MAC addresses.” and “Provide functionality for MAC Address Anonymity”, and commented in S3-050845/IEEE 802.11-06/0062r0 on these requirements.

As a follow up, SA3 would like to inform IEEE TGu that in the ongoing discussion about Long Term Evolved RAN/3GPP System Architecture Evolution security in 3GPP, there is concern on the threat of ID tracing and SA3 will have a study on MAC layer security. In 3G networks TMSI (temporary mobile subscriber identity) is used to prevent the tracking of IMSI (international mobile subscriber identity). MAC address of the UE is another kind of ID used in 3GPP WLAN interworking that is subject to similar threats. Currently there is no protection of MAC address (which is also sensitive info of users) when it is sent over the air. 
2. Actions:

To IEEE TGu:

3GPP SA3 kindly recommends IEEE TGu to carry out the work on protection of MAC address to mitigate the threat of tracing ID, and interact with 3GPP SA3 in defining the solution.
3. Date of Next TSG-SA3 Meetings:

SA3#44

06 – 09 July 2005
Tallinn

EF3G 

