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1 Introduction 

This contribution discusses the threat of user tracking in LTE. This was already touched upon in Section 2 of S3-060116 [1], but this contribution proposes some additions to the SAE/LTE threat analysis regarding the issue.
2 Discussion

Even though it is not yet settled how temporary RAN identifiers are going to be used in LTE, it is close to certain that some thing along the lines of U-RNTI used in UMTS will be present. Depending on the security mechanisms applied to the assignment of these identifiers, it may be possible to track users.

There are two main threats to consider:

1. The attacker is able to track (and record actions taken by) a UE as it moves between Node-Bs, but cannot immediately determine the user ID from the temporary ID(s). At a later stage the UE may reveal information (e.g., it connects to a web-service owned by the attacker where the user is required to give his name). When this happens the attacker can correlate the temporary ID with the user's name, and will be able to deduce that the user performed the actions previously recorded.
2. The temporary ID is assigned in such a way that the attacker immediately can correlate the temporary ID to the user's ID. For example, the user reveals his IMSI during the attachment procedure, and gets the temporary identity assigned in the clear. UMTS has the possibility to re-assign the temporary ID after encryption is activated, which counters this threat.
A countermeasure against these attacks is to confidentiality protect the assignment procedure of the temporary identities. Note that to fully counter the threat, it is also necessary to confidentiality protect the measurement reports from the UE to the NW, since otherwise an attacker can predict that the UE is about to handover to a new cell, and then follow the UE to the new cell.
The decision taken at SA3#42 [2] was that SA3 does not have enough information regarding the use and assignment of temporary RAN identifiers, to be able to decide on a mechanism to protect these (or even, if such is required).
3 Conclusion and Proposal
It is proposed that the text in Section 2 is incorporated in the document "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution".
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