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2
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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS
Authentication Service

BSF
Bootstrapping Server Function

B-TID
Bootstrapping Transaction Identifier

DS 
Discovery Service

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber Server

ID-FF
Identity Federation Framework

IdP
Identity Provider

ID-WSF
Identity Web Services Framework

LAP
Liberty Alliance Project

LECP
Liberty-Enabled Client or Proxy

LUAD
Liberty-Enabled User Agent or Device

NAF
Network Application Function

SAML
Security Assertion Markup Language

SASL
Simple Authentication and Security Layer
SP 
Service Provider

SSO
Single Sign-On

SSOS
SSO Service

UE
User Equipment

UID
User Identifier

USS
User Security Setting

WSC
Web Service Consumer

WSP
Web Service Provider

******************* Begin next change *****************

4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and D-Proxy dependent on configuration) as described in TS 33.220 [1].
In the Liberty Alliance are the following system entities: Principal (shown as UE in the figures), IdP, DS, SP, and the roles WSC, and WSP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2.
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Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE.

Regarding GAA/GBA interworking with Liberty ID-FF, in principle Liberty ID-FF Identity Provider (IdP) Specification [7] is the only specific ID-FF service that it is relevant for the discussion regarding authentication interworking.
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Figure 4.2-2: General Liberty Alliance network model for ID-WSF

Regarding GAA/GBA interworking with Liberty ID-WSF, in principle Liberty ID-WSF Authentication Service (AS) Specification [8] is the only specific ID-WSF service that it is relevant for the discussion regarding authentication interworking. Liberty Alliance specifies the AS as part of the IdP in ID-WSF taking the authentication function in ID-WSF. This is in contrast to ID-FF, where the authentication function is not a separate service within IdP. First it is outlined, how the Liberty ID-WSF Authentication Service fits together with the GBA architecture, then the more complex scenario that includes a Single Sign On Serive and an Authentication Service is described.
The typical Liberty ID-WSF attribute sharing infrastructure including WSC, WSPs and DS does usually not interwork with GAA/GBA. A WSC would request end user attributes from a WSP and all the required security aspects would be supported by the DS.
Liberty ID-WSF Authentication Service Specification describes procedures so that:

1.
A user authenticates to an AS using SOAP based interface;
2.
A user requests a security token to access a particular SP;
3.
A user presents the received security token to the SP.
This procedure is described in section 4.3.5 and does not require any further interaction with WSCs, WSPs or DSs.  The Liberty ID-WSF Authentication Service may also be used by WSCs to be able to interact with a DS (e.g. when a Liberty ID-FF infrastructure is not available and a WSC needs to interact with a DS in order to discover user attributes). Here the DS would act as a SP that needs to authenticate the WSC. This would be an entity peer-authentication rather than a GBA/GAA based end-user authentication. Thus the only potential for interworking between the ID-WSF Authentication Service and GAA/GBA is where a Liberty implementation of a WSC in a User Equipment (i.e. a Liberty User Agent or Device, LUAD-WSC) wants to get access to a SP (e.g. a DS or any other SP). Therefore, the roles and architecture elements relevant are described in figure 4.2-3.
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Figure 4.2-3: Liberty Alliance network model for ID-WSF Authentication Service

The Liberty Alliance Architecture might also not only contain an Authentication Service (AS), but also a separate Single Sign On Service (SSOS) that interacts directly with an SP. The AS provides security tokens to the UE which may be used with all services offered in the domain of  the same provider. The scenario with SSOS is necessary when either the communication between UE and SP may by some reason only be based on ID-FF protocols, or if the service is offered by some other provider. The network model for this scenario is depicted in 4.2-4:
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Figure 4.2-4: Liberty Alliance network model for ID-WSF Authentication Service with Single Sign On Service

NOTE1:
The dashed line indicates the authentication which is out of scope of Liberty Alliance ID-FF and ID-WSF specifications. The solid lines and boxes indicate Liberty Alliance reference points and elements.
The scenarios where the GBA architecture is combined with the ID-WSF AS have the following interworking elements:

- For the UE: UE comprises both GBA and LAP functionality and thus has Ub interface to BSF.

- For the AS: AS contains authentication functionality and thus has to interwork with GBA. Details depend on the actual collocation of elements and are given in the following sub-clauses.
The reference point between UE and AS is affected in this scenario, as can be seen e.g. in Figure 4.2-4. The reference point between UE and AS utilizes the Simple Authentication and Security Layer (SASL) protocol (RFC 2222 [17]) as authentication support layer according to Liberty Alliance specifications.
The UE-AS reference point may utilize digest authentication as SASL mechanism (RFC 2831 [18]). This would be a specific implementation of the Ua protocol similar to TS 33.222 [2]. The protocols could use the shared secret of GBA (Ks_NAF) for authentication, e.g. digest-MD5 or other authentication methods within SASL
NOTE2: 
 There are further interworking cases possible, but all require more new specifications or adaptations of existing specifications than the above mentioned way. In particular one case stands out where the AS acts as BSF. Then a version number information of the used AKA protocol must be transported within SASL, but this would no longer fall within realm of GAA/GBA. There would be no Ub and Ua protocols as specified in TS 33.220, but only a straight-forward use of e.g. digest AKA within SASL for authentication. All other features of GBA would not be used.

The Liberty specific interfaces are secured using methods described in [14] and [6]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP based or PAOS based. For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF, there are two alternative architectures possible. The IdP might be collocated with the NAF or with the BSF and the SP is collocated with the NAF. For ID-WSF, the reference points between the UE and the SP, respectiveley the UE and the IdP might also be SOAP based.
4.2.1 
Architecture for collocation of NAF with Liberty Alliance Authentication Function
Interworking of GAA and Liberty Alliance applies only to the authentication used within Liberty Alliance. Thus in Liberty Alliance ID-FF the Identity Provider (IdP) is counterpart of GAA. In Liberty Alliance ID-WSF (deploying a Liberty enabled client) the Authentication Service (AS) is counterpart of GAA. The following sub-clauses handle these two cases separately.

NOTE: 
Interworking of GAA and Liberty Alliance is independent of any other deployment of ID-FF or ID-WSF within Liberty Alliance framework. Only the type of communication between UE and network element responsible for authentication is relevant.

If the subscriber’s home operator does not host the Liberty Alliance collocated NAF, then the architecture also includes a D-Proxy as described in TS 33.220 [1].

Editor’s Note: The name D-Proxy may be changed in [1] in SA3#42 meeting.

4.2.1.1
Collocation of IdP/NAF in Liberty Alliance ID-FF

If the IdP is collocated with the NAF, then the IdP/NAF authenticates the UE using the GBA credentials. There is only one reference point carrying both Liberty Alliance and GBA related information, i.e. the reference point between the IdP/NAF and the UE. The protocols, that are used to trigger the authentication of the UE and the successful authentication information, are defined in Liberty ID-FF [7] or SAML v2.0 [13]. The architecture for a collocated IdP/NAF together with the Liberty ID-FF is outlined in Figure 4.2-5.
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Figure 4.2-5: Combined Liberty Alliance ID-FF and GAA architecture with collocated NAF and IdP.

NOTE:
The dashed lines and boxes are 3GPP reference points and network elements defined in TS33.220 [1]. The solid lines and boxes indicate that these are Liberty Alliance reference points and elements.
Figure 4.2.5 shows an Liberty Alliance ID-FF environment on the right hand side. The same arrangement is valid if other Liberty Alliance network elements (except the UE) deploy ID-WSF protocols between them.

4.2.1.2
Collocation of AS/NAF in Liberty Alliance ID-WSF

If the GBA architecture is deployed together with the Liberty ID-WSF Authentication Service as described in 4.2-6 then the architecture  is similar toto the Liberty ID-FF case as depicted in Figure 4.2-5. The main difference is that the Ua reference point is a SOAP based interface for the usage of the authentication service.
In principle, Liberty Alliance ID-FF and ID-WSF specifications do not care how authentication is performed. But if authentication is carried within the same communication path as the Liberty Alliance SOAP messages between UE and AS, then Liberty Alliance mandates the use of SASL [17] as wrapper for the authentication protocol. A guidance on the use of digest authentication [18] similar to the use within TS 33.222 [2] is given in Annex X.
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Figure 4.2-6: Combined Liberty Alliance ID-WSF and GAA architecture with collocated NAF and AS.
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Figure 4.2-7: Combined Liberty Alliance ID-WSF and GAA architecture with collocated NAF and AS and deployment of ID-FF for UE-SP communication.

 In an interworking scenario with the Liberty ID-WSF Authentication Service, a service provider that wants to request user authentication would redirect the user to the AS/NAF. This is depicted in Figure 4.2-7. The user will be authenticated in a first step to the  AS/NAF for which GBA procedures may be used. The AS/NAF interaction with the BSF would be transparent to the SP. In a second step the user will request a security token from the Single Sign On Service (SSOS) to be granted access to the particular SP. Finally the user will present the security token received from the SSOS to the SP which would analyze it and decide whether the user deserves access to the service or not.
4.2.2 
Architecture for collocation of BSF with Liberty Alliance authentication Function
If the IdP is collocated with the BSF, then this imposes some additional requirements on the BSF as compared to TS33.220 [1].
· GBA bootstrapping procedures shall be modified so in addition to GBA related information, Liberty related information (e.g. authentication assertions or artifacts) is also carried over Ub reference point.
· If artifact transfer is supported, an additional SOAP based reference point to service providers is necessary.
NOTE: 
In Liberty Alliance the IdP or AS does not need to belong to the same organizational domain as the key provisioning entity. A collocation of the BSF with the IdP or AS would impose some restriction on the Liberty Alliance Single-Sign On domains.

For these reasons, this specification only outlines the details for the case that the NAF should be co-hosted with the IdP or AS and does not provide the full details for the architecture, where the BSF is collocated with the IdP or AS.
The following scenarios outline details for GBA interworking with the Liberty Alliance ID-FF and ID-WSF specifications.

4.3
Co-hosting of NAF and IdP

In this section it is assumed that the GBA NAF contains a Liberty IdP as defined in [7]. The creation of the authentication and re-authentication credentials is handled by GBA. The GBA procedure is triggered by IdP/NAF as defined in TS33.220 [1]. All [6] and [7] specific tasks are fulfilled by the IdP implementation in the NAF, this is transparent to the GBA function in the UE.

This section also applies to the case where GAA interworks with Liberty Alliance ID-WSF. In this case the AS/NAF as part of IdP takes the role of the IdP/NAF in ID-FF. For the sake of brevity only IdP/NAF is mentioned in the following text.

Editor’s note: It is for ffs, if and how the user registers for use of GBA-LAP-interworking. This may be explicit opt-in, or it may be part of standard mobile subscription. Registration may be necessary, as the data held in NAF/IdP about a user may not be derivable from current mobile subscription data, e.g. the UID mentioned below, and thus may need special input from the user. This may necessitate a persistent data record either in HSS (GUSS) or in IdP/NAF. Some of this data may be suited to user self-admin, and thus not well suited to be stored in HSS. Section 4.4 on GUSS must also take care of this.
It may be necessary to introduce a new section 4.3.1 on “Registration for Interworking”. This topic would be relevant also for co-hosting of NAF-BSF.

******************************* begin next change **************************

4.3.5
SSO scenario: ID-WSF Authentication Service
In this scenario the UE is LAP enabled, i.e. a LUAD (Liberty enabled User Agent or Device as defined in Liberty ID-WSF Profiles for Liberty enabled User Agents and Devices specification [16]). The protocol elements used are taken from ID–WSF Authentication Service [8], and the interaction of UE with IdP comprises two consecutive protocol runs. The active LUAD client contacts the NAF/IdP first before accessing the service provided by the SP.
1.
The UE authenticates with the Authentication Service (AS) of the IdP and retrieves a security token, which entitles the UE to invoke some services.
2.
The UE invokes the Single-Sign-On Service (SSOS) of the IdP using the security token. In this step the UE receives the authentication assertion (authentication and authorisation information) to be used at the SP.

3.
The UE presents the authentication assertion to the SP acting as a WSP for web service access.

In case the WSP providing the web service to the user is part of the domain of the IdP operator, the LUAD client may also contact the WSP directly with the security token. In this case the SSOS contact may be left out.
The IdP can be co-hosted with the NAF or the BSF and hence the scenario may be mapped differently to GBA.
-
In the default case, the IdP is co-hosted with the NAF.
The first step is mapped to the communication between user (LUAD) and AS as specified within LAP [8]. The authentication protocol is embedded in the SASL protocol as described in clause 4.2.1.2. The Ub run must be executed by the UE if necessary. This is not based on LAP protocols [6], [7] or [8], but only on GBA protocols [1].

The second and third steps are completely as defined in LAP (no connection to GBA). The only dependency on GBA is in the content of the SAML authentication assertion depending partly on GBA results (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS). 

This is the ID-WSF scenario discussed in the remainder of this document.

-
If the IdP is co-hosted with the BSF, then the first step is mapped to Ub reference point of GBA [4]. The second step is mapped to Ua interface of GBA.

Despite having this formal analogy of executing two consecutive protocol runs required by both protocol worlds, it seems that a simple mapping is not possible. The syntax and semantic of the information elements transferred between GBA and LAP protocols differs substantially. Therefore, the IdP/BSF co-hosting will not be elaborated further in this document.
******************************* begin next change **************************

Annex X:
Digest Authentication within SASL for Ua protocol between UE and AS/NAF

Liberty Alliance specifications define an ID-WSF Authentication Protocol based on a profile of the Simple Authentication and Security Layer (SASL) framework [17] mapped onto ID-* SOAP-bound messages. As SASL provides only a wrapper for many kinds of authentication protocols, this report suggests the usage of digest authentication within SASL for authentication of UE to AS within GBA. This annex defines the usage of MD5 digest authentication according to RFC 2831 [18] within SASL for as an instance of the Ua reference point. This annex keeps as close as possible to section 5.3 of TS 33.222 [2], where digest authentication according to RFC 2617 [19] is used with Ks_NAF for authentication.

RFC 2831 defines a slightly different variant of MD5 digest authentication, compatible to the algorithm “MD5-sess” as specified in [19], which is similar to the “MD5” used in TS 33.222. These differences are not important for the use within GAA Liberty alliance interworking, except for the discussion on subsequent authentication and authentication context  in section X.5.

Digest authentication within SASL is used without Integrity and Confidentiality protection as specified in sections 2.3 and 2.4 of [18]. Both are cared for by the enclosing HTTPS protocol.

X.1
HTTPS deployment

Liberty Alliance recommends the use of a security protocol for all communications between UE and network elements. Section 4.5 of [8] recommends TLS with server certificates for server authentication. Thus in the scope of this Annex HTTPS is defined as security protocol. All statements about TLS deployment and relevant security checks of section 5.3 of TS 33.222 [2] apply.

As long as Liberty Alliance specifications do not state otherwise, the TLS profile according to section 5.3.1 of [2] applies.

X.2
Digest challenge

The digest challenge sent from server to client is defined as follows:

digest-challenge  =  1#( realm | nonce | qop-options | stale | maxbuf | charset | algorithm | cipher-opts | auth-param )

In the context of this annex the following values for the digest challenge are profiled:

· realm: the realm shall be set according to step 3 of section 5.3 of TS 33.222 [2].

· qop-options: only qop-option “auth” shall be used, as there is no body to be integrity protected and no need to encrypt subsequent messages based on the result of SASL protocol run.

· maxbuf: this value is not relevant in the context of this annex, as only qop=”auth” is used. This value may be left out.

· charset: support of charset utf-8 is not mandatory, as digest auth authentication according to RFC 2617 [19] does only support ISO-8859-1.

· algorithm: this value must be ‘md5-sess” as this is the only value specified within RFC 2831 [18].

· cipher-opts: this value is not relevant in the context of this annex, as only qop=”auth” is used. This value shall not be set.

X.3
Digest response

The digest response sent from client to server is defined as follows:

digest-response  = 1#( username | realm | nonce | cnonce | nonce-count | qop | digest-uri | response | maxbuf | charset | cipher | authzid |auth-param )

In the context of this annex the following values for the digest response are profiled besides the values handled in section X.2:

· username: this value is set according to step 5 of section 5.3 of TS 33.222 [2].

· digest-uri: the “serv-type” shall be “www” according to section 2.1.2 of [18]. “host” shall be the FQDN of the AS.

Editor’s Note: If the value “www” for serv-type is correct has to be checked. [18] states this value in section 2.1.2, but the current list of “GSSAPI/Kerberos/SASL service names (last updated 05 October 2005)” <http://www.iana.org/assignments/gssapi-service-names> does not contain this value.
It may be discussed also, if a particular 3GPP-GBA serv-type should be introduced.

X.4
Response auth

[18] requires the server to send a “response auth” to the client after successful authentication of the client. This is the same mechanism as the (optional) use of the Authentication-Info-Header in [19].

This “response auth” may be checked by the client to provide a second assurance that it connected to the correct server (besides the server authentication by server certificate). This check is not mandatory, and security analyses should not rely on the client to perform this check.

Editor’s Note: It has to be clarified, if a mandatory check of response auth increases the security of the authentication protocol..

X.5
Subsequent authentication

Use of the “subsequent authentication” mechanism depends on local policy in the AS.

If the client never sends an “initial response”, then this mechanism is not used anyway. If the client sends an “initial response”, then the server may accept or reject it depending on local policy.

Whether “subsequent authentication” should be used depends also on the security requirements of the authentication, as “md5-sess” has a session concept where subsequent authentications are not as independent as with “md5”. For this topic cf. discussion of “session concept” in section 3.3. of [19]. This also influences the definition of “authentication context” as handled in section 4.5.
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