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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards.

Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity. 

Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party. 
Local interface: an interface between the devices that may conform to the WLAN UE, normally one device with WLAN capabilities and one UICC or SIM card holding device.
Temporary identity: an identity given by the home network to the WLAN UE, used to identify the user temporarily, normally in one authentication process lifetime. In this TS it refers to a pseudonym or a re-authentication identity.
Tunnel: it refers to an IPsec security association used in WLAN 3GPP IP access to protect the communications from the WLAN UE to the 3GPP network. It is preceded by an IKE negotiation.

W-APN: WLAN Access Point Name – identifies an IP network and a point of interconnection to that network (Packet Data Gateway).
WLAN 3GPP IP Access: Access to an IP network via the 3GPP system.
WLAN Direct IP Access: Access to an IP network is direct from the WLAN AN.

WLAN coverage: an area where wireless local area network access services are provided for interworking by an entity in accordance with WLAN standards.

WLAN-UE: user equipment to access a WLAN interworking with the 3GPP system, including all required security functions.
Private network access from WLAN 3GPP IP Access: UE access to an external IP network via a PLMN via a tunnel. This is one of the WLAN 3GPP IP access. While the WLAN 3GPP IP access only performs user authentication and authorization with 3GPP AAA server, this access performs authentication and authorization with external server via PDG in addition to the authentication and authorization with 3GPP AAA server.
External AAA Server: The External AAA Server is located in the external packet data networks. The PDG interworks with the Exteranl AAA Server via the Wi reference point.
**** Next modified section ****
6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [ikev2], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the PDG. The PDG shall authenticate itself with an identity, for example, "pdg.mncNNN.mccMMM.3gppnetwork.org". This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.
-
If the Private network access from WLAN 3GPP IP Access is required, the multiple authentications with the External AAA Server is performed. The detailed procedure of this access is described in the section 6.1.5.3.

**** First added section ****
6.1.5.3
Authentication and authorization for the Private network access from WLAN 3GPP IP Access
Three procedures for the authentication and authorization for the Private network access are possible. The first procedure described in the section 6.1.5.3.1 is applicable in case the External AAA Server supports EAP procedure. The second procedure described in the section 6.1.5.3.2 is applicable in case the External AAA Server supports PAP procedure.The third procedure described in the section 6.1.5.3.3 is applicable in case the External AAA Server supports CHAP procedure.

6.1.5.3.1
Authentication and authorization for the Private network access (The External AAA Server supports EAP procedure)

This procedure is the most preferable configuration for the provate network acess. In this procedure, the External AAA Server has to support EAP extension specified in the RADIUS (Remote Authentication Dial In User Service) Support for Extensible Authentication Protocol (EAP) [26].
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Figure XX: Authentication and authorization for the Private network access (The External AAA Server supports EAP procedure)
NOTE: The parameters indicated with bold charactor denote the additional capability that makes it possible the multiple authentication and authorization specified in the draft-eronen-ipsec-ikev2-multiple-auth-00 [XX].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange. If the PDG supports multiple authentications procedure, then MULTIPLE_AUTH_SUPPORTED is included in the step 1-b.

2.
The WLAN UE sends the user identity (in the Idi payload) and the W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires the authentication and authorization with the External AAA Server and the PDG indicated that the multiple authentications procedure is suppoted in the step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.

12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends a new identity in the IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.

15. The PDG sends Radius Access Request with the user-name attribute which is copied from the IDi in the IKE_AUTH Request(step14) and EAP attribute without EAP packet to the External AAA server. 

16-21. Any EAP method, for example, EAP-TLS, EAP-TTLS and so on shall be taken place between WLAN UE and the External AAA Server. For the EAP payload is used in IKEv2 to convey EAP signals between WLAN UE and PDG.  

22. The PDG sends the Accounting request (Start) message to the External AAA Server as the RADIUS client.

23. The External AAA Server returns the Accounting response (Start) message to the PDG.

24.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The AUTH parameter is calcurated by the MSK which is generated during EAP-AKA and IDi which is exchanged in step2.

25.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

26.
If the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in WLAN UE.

6.1.5.3.2
Authentication and authorization for the Private network access (The External AAA Server supports PAP procedure)

This procedure is applied if the External AAA server supports PAP procedure.
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Figure XX: Authentication and authorization for the Private network access (The External AAA Server supports PAP procedure)

12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. If the specified W-APN requires the authentication and authorization with the External AAA Server, the WLAN UE sends a private use Notify payload PAP_AUTH_FOLLOWS indicating to the PDG that PAP authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE. 
14.
The WLAN UE sends the user-name and user-password in the private use Notify payload that is used for the next authentication and authorization with the External AAA Server.

15. The PDG sends Radius access request included the user-name and user-password attributes to the External AAA Server.

16. The External AAA Server returns the Access accept to the PDG.

17. The PDG sends the Accounting request (Start) message to the External AAA Server as the RADIUS client if needed.

18. The External AAA Server returns the Accounting response (Start) to the PDG.

19.
The PDG sends a private use Notify payload ACCESS_ACCEPT to the WLAN UE. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates are sent. 
20.
If the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in WLAN UE.
6.1.5.3.3
Authentication and authorization for the Private network access (The External AAA Server supports CHAP procedure)

This procedure is applied if the External AAA Server supports CHAP procedure.
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Figure XX: Authentication and authorization for the Private network access (The External AAA Server supports CHAP procedure)

12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. If the specified W-APN requires the authentication and authorization with the External AAA Server, the WLAN UE sends a private use Notify payload CHAP_AUTH_FOLLOWS indicating to the PDG that PAP authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter, a private use Notify payload with CHAP-challenge and identifier are sent to the WLAN UE. 
14.
The WLAN UE sends the user-name, CHAP-password and Identifier in the Notify payload that is used for the next authentication and authorization with the External AAA Server.

15. The PDG sends Radius access request included the user-name, CHAP-password, Identifier and CHAP-Challenge attributes to the External AAA Server.

16. The External AAA Server returns the Access accept to the PDG.

17. The PDG sends the Accounting request (Start) message to the External AAA Server as the RADIUS client if needed.

18. The External AAA Server returns the Accounting response (Start) to the PDG.

19.
The PDG sends a private use Notify payload ACCESS_ACCEPT to the WLAN UE. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates are sent.

20.
If the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in WLAN UE.
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