3GPP TSG SA WG3 (Security) meeting #42
S3-060186
Bangalore, India, 6 – 9 February, 2006


Title:
LS on the status of the study on LTE/SAE security 
Response to:










Release:
Release 7

Work Item:

Source:
3GPP SA3 
To:
3GPP RAN2, RAN3, SA2
Contact Person:


Name:
Dajiang Zhang
Tel. Number:
+86 10 65392828
E-mail Address:
dajiang.zhang@nokia.com
Attachments: S3-060034

1. Introduction

In RAN2/3 and SA3 joint meeting at Sophia Antipolis. SA3 was asked to have the study on the following topics:


- RRC ciphering 

- possibly user ID ciphering (scrambling)

- keys per UE per BS if RRC security is terminated in BS 
- MAC security 

- threat analysis 

SA3 would like to inform RAN2/3 and SA2 about the current status of these topics:
· RRC ciphering and possibly user ID ciphering (scrambling)
SA3 can’t decide now if RRC ciphering is needed without knowing the signalling messages and IDs used in RRC signalling. If there is need to protect the confidentiality of user IDs, there may be other ways than ciphering all RRC messages (potentially, by allocating IDs with a suitable scheme or only the identities themselves could be confidentially protected).

· Keys per UE per BS if RRC in BS
At the moment, without knowing the details of handover signalling, SA3 has not identified security problems of using common keys for BSs. Therefore. RAN2/3 may continue their work under the assumption that common keys are used. However if it is found later that there is a security hole of using common keys and having keys per BS won't cause additional system complexity, SA3 will consider to use keys per BS.
· MAC security
There is no conclusion on this yet.

· Threat analysis
It is agreed in SA3 to take S3-060034 as the baseline for the further work. There will be an SA3 internal document to reflect the result of the study. This document will also include the design choices and rationale for why proposed security mechanisms are accepted or rejected to record the history of the final security solution. It would be decided later what would be the best way to document the final results of the study.
SA3 also would like to inform SA2 that SA3 will have a study on security aspects of inter-access mobility between different access systems. The results of this study will be included into a separate document for SA3 purposes. It would be decided later what would be the best way to document the final results. 
2. Actions:

To 3GPP RAN2, RAN3, SA2:

3GPP SA3 kindly asks RAN2, RAN3 and SA2 to take the above information into account and provide the respective information such as the usage of various identities to SA3.
3. Date of Next TSG-SA3 Meetings:
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