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1 Introduction 

The contributions S3-060131 (update of S3-060027) for Rel-7 and S3-060028 for Rel-6 propose modifications on how GBA keys should be handled in different situations. These proposed modifications have several impacts which are discussed in this contribution.
The relevant parts of text from the contributions in section 4.4.8 and 4.5.3 are copied below for reader’s convenience.

From 4.4.8:
Whenever a UICC application is terminated the shared key Ks established from it in the protocol over the Ub reference point (according to clauses 4.5.2 and 5.3.2), and any further keys derived from it, shall be deleted. This requirement also implies that the ME shall delete all GBA-related keys when at least one of the following conditions is met:

- upon UICC removal 
- upon power up if another UICC was inserted 
- upon power up if no UICC is inserted.
All GBA related keys may be deleted from the ME when the ME is powered down. If the ME does not delete the GBA keys at power down then the GBA keys need to be stored in non-volatile memory.
NOTE 3:
At any one time, there is at most one UICC application chosen for performing the GBA procedures.


From 4.5.3: 

-
the key management procedures for GBA related keys in the ME (i.e. Ks and Ks_NAF keys) are described in section 4.4.8.



-
when a new Ks is agreed over the reference point Ub and a key Ks_NAF, derived from one NAF_Id, is updated, the other keys Ks_NAF, derived from different values NAF_Id, stored on the UE shall not be affected;


According to the procedures defined in clauses 4.5.2 and 4.5.3, in the UE there is at most one Ks_NAF key stored per NAF-Id.

2 Discussion

2.1 Deleting all derived keys when a UICC application is terminated
The CR proposes that Ks and any further keys derived from it shall be deleted when a UICC application is terminated. NOTE 4 also has been deleted. 
The proposed change would mean that the ME would delete all NAF specific keys for ongoing Ua applications if the UICC application, which was used to bootstrap the corresponding Ks, is terminated. The UICC application may be terminated according to NOTE 3 in clause 4.4.8 due to different Ua application has indicated preference of a different UICC application. As an example, consider that MBMS keys MUK (which equals Ks_NAF) and MRK (which is derived from Ks_NAF) have been set up using USIM1 application on the UICC. Then another application wants to use e.g. USIM2 on the UICC for bootstrapping. If now USIM1 is terminated, then also MBMS keys MRK and MUK are deleted from the ME and MBMS service is discontinued. 
The original specification text allowed the derived keys to be used also after a UICC application was terminated and corresponding Ks was deleted. It is proposed that this part of the CR modification is rejected. 

2.2 Deleting Ks at power down 

The original text mandated to delete the Ks always when the ME is powered down. The CR now allows that the Ks with all other keys may be stored at power down. This means that possible threats related to storing the Ks at power down should be re-considered. 
2.3 Deleting keys at UICC removal/change

The CR has removed the text from clause 4.5.3 on how the ME detects that a different UICC has been inserted. It is proposed to add this text to the second proposed bullet in 4.4.8.
Regarding the key deletion at UICC removal, it seems that this requirement only applies to situation when the ME is powered up. It is not very likely that the UICC may be removed when the ME is powered up since this usually requires removing the battery. Therefore it is not totally clear what the purpose of this requirement is.
3 Conclusion

This contribution commented the proposed changes in S3-060131 (update of S3-060027) for Rel-7 and S3-060028 for Rel-6.






















































