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6.9.2 (GBA)

1.
Introduction

During SA3#41 and in preparation for SA3#42 several new features and properties for GBA are proposed. As all additions to GBA make the GBA architecture more complex and harder to implement and operate, introducing new features into GBA requires a discussion of the trade-offs between security and complexity.

Such a balancing of requirements with complexity is only possible if scenarios for deployment are defined and threat and risk analyses have been performed. Our impression is that there are a lot of new proposal for security enhancements made, but background, scenarios and use cases and not clear enough to really decide on these issues.

Thus we kindly ask SA3 to discuss and clarify the following findings before deciding on the addition of features to GBA.

2.
Proposals

The above-mentioned contributions deal with different concerns, which are sometimes not clearly separated. The following gives an overview on the different concerns.

2.1
Privacy

Main starting point of the contributions was the feeling of missing privacy features within GBA. These are:

1. IMPI is transferred in clear over Ub on every Ub protocol run, exposing the real identity of the user

2. B-TID is transferred in clear over Ub, allowing an eavesdropper on Ub to link IMPI and B-TID

3. Linkability of Ua sessions between different colluding NAFs because of use of the same B-TID

4. Linkability of Ua sessions within one NAF because of transfer of permanent user identity (real or pseudonym) to NAF

5. Knowledge of the real user identity tied to B-TID by a NAF which was not actually contacted by user, but which is allowed to receive identity information from BSF.
6. Combination of 3) and 5) to gain knowledge of user identity even for sessions to NAFs which are not allowed to receive user identity

Additional concerns may arise as combination of the above bullets if the transfer of B-TID over Ua is not confidentiality protected by some future Ua protocol.
Comments [Huawei]: 1)Privacy risk stated in 3),5),6) does not exist for those NAFs which are not allowed to receive user identity, as home operator should only transfer the IMPI if the NAF is fully trusted.
2) Privacy risk stated in 3),5),6) does exist for those NAFs which are allowed to receive user identity, because these NAFs can take a B-TID and request information from BSF by using it, whether the mobile has sent them the B-TID or not, just as described in S3-060111. But this problem is not severity and inevitable.  The reason is:
BSF should supply user real identity only to those NAFs which the user subscribes. So these NAFs are subscribed by the user.  And the user shall contact them sooner or later. Even different B-TID are used, these NAFs still can get the user real identity in a short or long time. 
So the issue of tracking user privacy by NAF operator does not exist for those NAFs which are not allowed to receive user identity, and is not severity and inevitable for those NAFs which are allowed to receive user identity.
3) But the risk of eavesdropping threat, which is described in case a) and b) in section 3 of S3-060087, should be considered. 
.
2.2
Authorization and Key Freshness

Authorization of a Zn request from NAF to BSF by the UE is proposed as additional feature in S3-060111, which was not discussed before in SA3.

In the same contribution (similar to contribution S3-050753 to SA3#41), methods for guaranteeing key freshness without forcing a new Ub run are proposed. This is not related to privacy, but is introduced as a new feature which was discussed and rejected in SA3 before.

3. Environment

All documents give some insight into the reasons, why they propose the new features. But the relation to the existing assumptions and the envisaged environment for GBA deployment are not visible on a broad scale. The following sections give an overview:

3.1
Traceability on other protocol layers

There is no treatment of general non-traceability requirements or an exhaustive view of other mechanisms outside GBA allowing traceability willfully or unwittingly. E.g. the problem of traceability of a user by IP address is not sufficiently clarified, as IP address selection is quite often outside the influence of the user. MAC address anonymity may also have to be considered.

3.2
Deployment of GBA outside mobile access network

There is no clear line in the proposals, if the use cases only apply to users connected via mobile networks (with GGSN, IP address checks, operator domains), or if the uses cases include connections to NAFs over the general Internet. In the latter case no properties of the mobile network are relevant.

Note, that e.g. presence list management is envisaged to be done over the general Internet, even if the NAF may be situated within security domain of the operator.

3.3
Trust assumptions

The proposals do not clearly state, which trust assumptions are made, and how these trust assumptions correlate to the implicit or explicit assumptions made during past development of GBA. Examples:

· Trust in operators: Sometimes it is stated that it may be a concern that IMPI or pseudonym from USS is transferred to a NAF. During specification of these existing features it was clear, that the home operator should only transfer the IMPI if the NAF is fully trusted. Do the proposals discussed here no longer support this view?

· Trust in UE: The documents discussed here do not take into account the trustworthiness of the UE. A fully trusted UE (or even ME) with TPM (Trusted Platform Module) and integrated SW security is probably a long way to go. Thus all risks and measures must also be weighted against the risks introduced by insecure MEs, e.g. infested with Trojans or key loggers.

3.4
Remedies with existing GBA mechanism

A thorough search is missing, which risks may be alleviated or even removed completely by using existing mechanisms.

To give one example: key freshness is also possible by forcing a new Ub run. A trade-off between this method and the complexity introduced by multiple B-TIDs and Ks which are only used once is given nowhere.

3.5
Complexity and Performance

The proposed features introduce quite additional complexity into GBA. Also the performance requirements in particular on the BSF are increased.

An investigation, how often the proposed features are really needed and what influence on performance is to be expected, has not been done. Also the implications for implementation and management of GBA deployment are not clear yet.

These increased requirements have to be compared to the advantages of a system which is simple and easy to implement and deploy, and does not have all the “bells and whistles”.

4.
Proposal

We kindly ask SA3 to clarify the above mentioned requirements and assumptions before deciding on new and extended features for GBA. Otherwise SA3 will run the risk to specify inconsistent or unsuited features, which may hinder the easy and wide-spread deployment of GBA in the future.





















































































































































































































































































