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1. Introduction

This contribution elaborates on the technical solution for a GBA Pure Push mechanism. It takes it starting point in the proposed high level description of pure push in  [1] and gives a relatively detailed description of an implementation proposal fulfilling the requirements stated by OMA [2] in response to the SA3 LS [3].  We only consider pure push here, as the Mixed Push [1] mechanism doesn’t fulfill all OMA requirements.

The basic OMA SEC requirements are:

1 A network entity MUST be able to securely trigger the generation of a security association between itself and a mobile client.

2 The network entity MUST be able to send a secured message (also with deferred delivery) to a mobile client, which enables the mobile client to generate the shared security association. 

Siemens: We suppose that the deferred delivery is a requirement on message delivery rather than on the security association bootstrapping. In this context we note that a deferred delivered ‘bootstrapping’ attempt may be unsuccessful when the AV would not be fresh anymore at the time of arrival at the UE, due to the deferred delivery. 
3 The mobile client SHOULD preferably not have to contact any network entity to be able to generate the security association and check the message.

Furthermore the security (or rather missing) security of an analogous 2G GBA Push mechanism is analyzed and discussed.

2. GBA Pure Push

2.1. High level description

Figure 1 depicts the main signaling elements for a Pure Push solution for the case when a NAF sends its very first Push message using a given security association. 
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Figure 1.  Pure push signaling. Initialization

The Pure Push solution takes the approach that the NAF asks the BSF for a NAF key. The NAF includes all information needed by the BSF to identify the UE and to produce the NAF key, i.e. the NAF_Id and any additional information used for key derivation. It also gives a required minimum lifetime (Req_KeyLT) of the NAF key (Ks_NAF) to allow for deferred delivery of the push message. The BSF returns the NAF key together with the B-TID, the corresponding AUTN and other information like key lifetime (KeyLT), user security settings (GUSS), etc. Note that the B-TID is formed from the RAND in the authentication vector used to derive the base key, so RAND doesn’t have to be sent separately. 

Note that it will not be possible for the BSF to reuse already existing base keys (Ks), which the BSF holds as the AUTN for these keys already has been “consumed”.

The NAF can now compose a push message containing the B-TID, AUTN, the NAF_Id and other data, which the terminal needs to derive the NAF key, and send this message to the terminal. The push message can be a message, which only triggers the set-up of a security association (SA) but it could also carry protected payload data (msg). The push message must be integrity protected (MAC) and the payload data might be encrypted. The key(s) to be used for the protection should be derived from the SA to be established. 
Siemens: In order to verify the MAC, the UE needs to run AKA. The push mechanism has the inherent property to serve as a tool for DoS-attacks against the Smartcard. The MAC does not serve as source origin authentication as it can only be verified after the AKA-run. With the push based solution as in Figure 1, a malicious NAF could sent wrong GBA push messages e.g. wrong AUTN, B-TID combinations to keep the smartcard busy.
The push message could also contain info on key lifetime and other administrative information. For replay protection, a counter (cntr) should be included in the message. The cntr should be set to zero in the push message sent by the NAF to establish the security association. For subsequent messages cntr is incremented by one. The UE may then implement a replay protection scheme. This replay protection scheme is secure as the NAF is the only entity except the UE that will have knowledge about the SA and thus is the only entity, which can produce a correct push message. 
Siemens: From the above explanation we derive that an AV is consumed per NAF. This is different from the UE-initiated GBA where NAFs efficiently reuse Ks.
The current GBA-push proposal is inefficient on following aspects: 

1) If there is a Ks available from a UE-initiated bootstrapping it is not reused.
2) For UE-initiated GBA, a new GBA run requires all subsequent Ks_NAF derivations to be handled with the new Ks and B-TID. The existing Ks is deleted in UE and BSF. Does this also apply from a Push ? How about race or overlap conditions in BSF for storing only the newest B-TID?
3) NAF’s concurrently consume authentication vectors (possibly in a deferred delivery).

When the terminal receives the message, it retrieves the RAND part of the B-TID and the AUTN and applies them to the USIM/ISIM to derive the base key Ks. Using the NAF_Id it may then derive the Ks_NAF and verify the MAC of the received message. 

2.1.1 Selection of UICC application

When the NAF requests a push NAF key, the NAF has to indicate which UICC application, capable of running AKA that should be used. The main choice is between USIM and ISIM and a natural principle would be to use the ISIM if the NAF is an IMS related service and the push message is delivered via an IMS service, e.g. SIP MESSAGE. In the same way, it would be natural to use the USIM when the NAF is a service delivered outside of IMS. The NAF can easily select and signal its choice to the BSF as the domain names used for reaching the BSF should be different for ISIM and USIM bootstrapping, see [5]. 

The UICC may contain several UICC applications capable of running AKA and in [4] there is a discussion on how the UE can indicate to the BSF which one to use. For the push scenario the UE_Id will indicate the application the BSF should use. Using an IMSI or MSISDN would indicate an USIM and an IMPI an ISIM. Using the same type of UE_Id address for the push message would guarantee that that application is active in the UE when the push message is delivered.  An UE may only have one USIM application and one ISIM application active at the same time. Still, the push message should carry an indication if the current USIM or ISIM should be used. 

Note that the necessary indicator in the push message, telling the UE which type of UICC application to use, is not indicated in the signaling diagrams. 
2.2. Repeated use of existing security association

When a SA for push has been established, further push messages do not necessarily need to include AUTN and KeyLT as the Ks_NAF already should be available in the UE.  However, in certain cases, the initial push message might be lost meaning that the UE hasn’t generated the corresponding SA.  However, including AUTN and KeyLT in all push messages would solve the problem. If the first message the UE receives has a cntr value greater than zero, it still may safely generate the SA and use it under the condition that it is received within the indicated key lifetime. (Even if the received push message is a replay, the UE is the intended recipient and the message integrity is guaranteed.) 
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Repeated use of a SA for push, raises the question of how a NAF may be sure that an established SA still remains in the UE, The answer is that it cannot be 100 percent sure. However, to make the chances as high as possible that a push SA hasn’t been deleted before its lifetime has expired, it is recommended that the SA is stored in non-volatile memory and not erased by power down. Note that Ks should be erased at power down but that Ks_NAF may remain in storage.
Siemens: That Ks should be erased at power down is only for the GBA_ME. 
As stated above, it will not be possible for the BSF to reuse already existing base keys (Ks), generated by the standard bootstrapping procedure, for push as the AUTN for such a base key already has been “consumed”. Thus the only way to reuse a push SA relies on the NAF being stateful, storing the SA including the current cntr value.
Siemens: The requirement that leads to the introduction of a cntr value is unclear. It creates some complexity at the NAF, while not enhancing the protection at the UE. In case the UE had successfully bootstrapped, we can assume that the B-TID value allows him to ignore the bootstrapping info. In case the UE had not bootstrapped yet, then the ctr-value will not protect the UE from malicious generated GBA-pushes (Cfr DoS attack on smartcard).
2.3. UE receive reporting

A GBA push mechanism could be extended to include a mechanism to confirm the reception of the push message. To enable such a confirmation, the push message has to be extended with an indicator for receive report request as well as the, by the sender, preferred response address and method. For SMS based push a natural choice would be to send a reply SMS.
Siemens: For each Ua-protocol such a UE receive reporting mechanism needs to be elaborated. For OMA protocols this then seems to be outside the 3GPP responsibility, although GBA-related. We ask whether this interpretation is correct.

2.4. Protocol Id

The intended use of GBA Push is twofold. It can either be used to protect a message (msg) contained in the push message itself or to set up a security association for some Ua application. If the basic principle of having different Ks_NAF’s for different protocols would be strictly adhered to, the protection of the push message should use one SA and the Ua application should use another. One way to implement such a solution would be to let the message part of the push message carry the information needed to establish the Ua application SA. However, in the description given above a simpler solution is proposed by letting the key(s) for protection of the push message and the payload  be derived from the Ua application SA to be established. Thus this proposal doesn’t strictly follow the separation principle.

2.4.1 A general observation on the use of protocol identifiers

A more streamlined key separation mechanism would be to leave the key separation for different protocols to the NAF and the UE, still using standardized protocol identifiers. This would mean that the BSF should generate a Ks_NAF which is protocol Id independent and that the NAF (and the UE) would apply a key derivation function using Ks_NAF and the protocol identifier as input. Implementing the key separation in this way would simplify reuse of established SAs. The only difference in threat situation would be that there will be no external entity (e.g. the BSF) which could record which protocol the NAF uses. Thus a NAF may on purpose abuse protocol selection rules. Still, the threat should be negligible, as all NAFs need to be trusted.  

3. 2G GBA Push

To understand which security level that can be achieved for a 2G GBA Push solution we first briefly review the key concepts for security in the 2G GBA solution.

3.1. 2G GBA security

The security in the current 2G GBA solution [3], Annex I, relies heavily on the use of TLS with certificate based server authentication and BSF generated random input (Ks-input) to the key generation. The signaling diagram is depicted below. 
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The server authentication and the implicit source origin authentication of server messages obtained from the use of TLS, protects against a false BSF attack. The main threat from a false BSF attack would be that the false BSF would use a selected RAND for which it knows the corresponding Kc and in this way be able to calculate the generated Ks_NAF and be able to impersonate a NAF.

The use of TLS also protects the signaling from intercept by wiretappers. If the signaling wasn’t confidentiality protected the RAND and the Ks-input would be exposed. The RAND could then be used in different types of attacks trying to learn the corresponding Kc and SRES, which would allow the attacker to calculate the Ks_NAF. One way of learning the RAND Kc SRES triple would be to “borrow” the UE and challenge the SIM with the selected RAND. 

Given that the connection between the UE and the BSF is confidentiality protected, the use of a random Ks-input in the Ks key derivation guarantees that Ks_NAF will have sufficient entropy.

The proposed solution seems secure against a man in the middle attack as long as it is sufficiently difficult / time consuming to get access to / derive a user’s Kc for a random RAND. In this respect the use of A5/2 is an issue.

3.2. 2G GBA Push 

From the observations on 2G GBA security, we deduce that BSF source origin authentication of SA generation input is essential. We also note that the Ks-input generated by the BSF and sent securely and confidentiality protected to the UE is essential to get the desired entropy in the base key Ks.  So what can be done for a 2G push solution. 

For 2G GBA a server certificate is available and that “certificate” could be used to sign the data from BSF achieving source origin authentication of the push message. (Another possible signature scheme is DSA [6]. The use of DSA would reduce the amount of data in the signature.) 

There are no completely secure means to transfer a Ks-input from the BSF to the UE as the protection mechanism has to rely on output from the SIM, and the corresponding RAND has to be sent in plaintext. The following attacks seem reasonable to consider:

1 An attacker records the push message and later “borrows” the UE. He can then learn the Kc and SRES used and thereby also the Ks-input and thus derive the Ks_NAF.

2 An attacker records the push message and later implements a “false basestation attack” to challenge the UE and learn at least the SRES. If the Kc can be obtained directly the attack or not depends on if A5/2 is available in the terminal. If not the attacker can run an exhaustive search of the 64 bits of the Kc and test against data protected by the corresponding Ks_NAF.

The second attack would become harder, assuming that a “false basestation attack” wouldn’t reveal Kc, if two RANDs and the corresponding Kc, SRES were used in the Ks derivation. A simple means to achieve this would be to use a second RAND as Ks-input and include the corresponding Kc, SRES in the key derivation. (This change could be specified also for the standard 2G GBA case without changing the signaling between the Ue and the BSF.) For an attacker this would give a 128 bit exhaustive search. Still, the first attack would not be stopped.

We note that the source authentication of the push message makes it impossible for an attacker to forge new push messages, even if he learns the Kc, SRES used. We also note that the signature for source origin authentication has to be generated by the BSF. Thus the BSF has to compose the complete message.

Can a push system having these attacks be useful. Of course this depends on the application. The most immediate observation is that it should not be used to establish long term SA’s or be used by security critical applications. But it still might be useful to protect single push messages as it gives replay protection and at least short term confidentiality protection. The attacks are not trivial to perform. 

A tentative 2G GBA Push signaling diagram is indicated in the figure below. 
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The NAF asks the BSF for a Ks_NAF. If the NAF wants to include a message (msg) in the push message it also has to submit a digest of the message (msgDigest) to allow the BSF to sign the complete push message. The digital signature SIGN is calculated by the BSF over the NAF_Id, B-TID, Ks-Input, Key_LT and msgDigest. Note that Ks-input is a RAND. The replay protection counter, existing in the 3G solution, has been omitted here as it would have to be handled by the BSF, but there is no technical reason for not using a “cntr”.

4. Conclusions

This contribution discusses a possible implementation of a GBA push mechanism and shows that such a solution exists. The pure push mechanism for 3G fulfils all OMA SEC requirements while the 2G mechanism will have lower security but can still be useful, especially to counter replays and for DoS protection. 

5. Proposal

We propose that SA3 studies the proposed 3G GBA push mechanism and adopt it as its working assumption for how such a mechanism should be implemented.
Siemens agrees that more study is needed, and asks SA3 to first study the requirements before making this detailed proposal already a working assumption. Especially the proposed concept consumes per NAF authentication vectors, which is not the case for UE-initiated GBA. Other issues which need additional considerations on requirements and solutions are: Identity privacy and coexistence of the two GBA-variants (UE-initiated GBA and GBA-push).
It is also noted that the Rel-7 work Item needs to be extended, or preferably that a separate work Item needs to be created. 
We also ask SA3 to review if a 2G GBA push according to the discussion above would be useful under specific use restrictions.
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