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This document provides the details of the Draft Agenda of Signalling Meeting #13
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Introduction

Through industry collaboration, and within the IREG-Signal “Security Implementation of SS7” subgroup, GSMA IREG is aware of the good progress on the design and specification of TCAPsec. IREG thanks 3GPP for encouraging their delegates to participate in both the informal and formal discussions on SS7 security within GSMA. 

One specific aspect of TCAPsec, which is the increased length of the message caused by the security header, has been discussed in detail within IREG at the November meetings (Signal # 26 and IREG Plenary #49 . See Signal Doc 26_010) and during the SISS7 #4 conference call in December.

IREG understands the role of XUDT and XUDTS, which are specified in White Book (and later) versions of SCCP, to support segmentation at the SCCP layer.

IREG has reviewed the proposal to use XUDT messages to allow additional octets of security header to be added onto MAP and CAP  messages on the link between PLMNs  ( i.e. between the TCAPsec Gateways of the PLMNs). 

There have been some concerns expressed that White Book SCCP is not sufficiently available in transit networks. IREG has looked into this issue of timely practicability of the use of White Book SCCP.

Observations

IREG noted the following observations at recent meetings in November at Signal 26 and IREG #49:-

1. IREG recognises that SCCP XUDTs are currently in use, in very low quantities, between PLMNs..

2. Such usage did cause some issues for some International Carriers when it first occurred, however these were solved, and XUDTs continue to be used.

3. XUDTs are used extensively within PLMNs. This may be linked to the observed usage outside of PLMNs

4. Interworking between ANSI and ETSI XUDTs is successfully handled by at least one Gateway-Service Provider. However better management of MTP-SLS values will be needed in future when volumes increase.

5. TCAPsec will be deployed as part of Release 7, which is anticipated to be still 12-24 months in the future.

6. There are probably in existence International Switching Centres (ISC) which cannot support XUDTs. However this is only relevant if that particular ISC needs to perform SCCP Global Title Translation (or some other SCCP function)

Conclusions

Taking into consideration the observations above:- 

1. IREG considers that the use of XUDT (White Book SCCP) is a valid and acceptable mechanism to support the additional message length caused by the inclusion of the Security Header in TCAPsec.

2. IREG is prepared to both accept a TCAPsec architecture and support a framework for implementing TCAPsec between pairs of PLMNs, which mandates as a pre-requisite that the path between the sending and receiving PLMNs’ TCAPsec Gateways must be able to support XUDTs (White Book SCCP).

3. IREG would support 3GPP to use any of the information in this Liaison Statement within the TCAP-user security specifications. This inclusion would assist GSMA to work with International Carriers to ensure that fully operationally-verified support of XUDT is available before TCAPsec gateways are deployed.
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High Level Document Summary: 


The Liaison Statement concerns the support of White Book SCCP (XUDT) to be used between PLMNs, when TCAPsec is introduced between PLMN Gateways. 
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