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Proposed Requirement for White Book SCCP to support MAPsec/TCAPsec

Introduction

Work continues on the specification of MAPsec/TCAPsec for protecting SS7 messages between Gateways in PLMNs. This work is in accordance with the previous Liaison Statement sent by IREG to 3GPP.  Generally the work is progressing well. However there is one implementation question, which those working at 3GPP have asked, and which concerns message length.

Message Length Issue

One aspect of the design is that the addition of the security header will add approximately 14 octets to the SS7 messages. This could cause problems if the MTP-Layer1 message exceeds 272 octets, after the addition of the security header by the outgoing “SS7 Security Gateway”

One possible solution to the problem caused by the longer “protected” messages is to use XUDT(White Book SCCP) between PLMNs

Current situation:-

XUDT supports segmentation and so allows long MAP messages to be carried on a series of MTP MessageSignallingUnits

XUDT and XUDTS are specified in White Book and later versions of ITU-T SCCP

SCCP UDT messages are used between PLMNs: XUDT is not generally used between PLMNs.

However, XUDT is frequently used within PLMNs for support of MAPv2/Phase2+ Handover messages and in MAPv3). 

Level of White Book SCCP implementation

It appears that IREG anticipated the problem of message length because the IR21 Database has contained, for many years, the following fields relating to support of XUDT. by both the PLMN and by the International Carrier:-

	INTERNATIONAL SCCP GATEWAY

	Name of SCCP carrier:
	

	Signature: 

	
	

	Type: 

	
	

	International DPC: 
	
	

	Date for the ability to transmit and handle XUDT/XUDTS: 
 
	


	DATE FOR THE AVAILABILITY OF WHITE BOOK SCCP IN THE PLMN

	The ability to receive segmented XUDT/XUDTS:
	

	The ability to send segmented XUDT/XUDTS:
	


Observations

It would therefore seem that support of XUDT/XUDTS may already be available. This would solve the length issue being raised at 3GPP. 

It is noted that MAPsec/TCAPsec specification work is part of 3GPP Release 7. Gateway implementations are unlikely to be available until 2007. Therefore XUDT support will not be needed until 2007. There is further time to encourage support of XUDT.

To support MAPsec/TCAPsec SS7 protection for a specific inter-PLMN association, XUDT would need to be supported along the path of the transport of the MTP-MSUs at any node where there is SCCP handling. i.e. it is not necessary to introduce XUDT support worldwide before any PLMN can use SS7 protection; Therefore SS7 protection can be rolled out incrementally.

It is not clear what the ANSI SCCP capabilities are, and whether the ANSI-ETSI MTP/SCCP gateways support XUDT or its equivalent. 

Proposal

IREG is requested to :-

a) Request PLMNs to indicate whether or not they consider that the use of XUDT/XUDTS is a realistic solution. Such comments to be sent by email to the Chair of Signalling Group [Baerbel.Henschke@t-mobile.net] copied to the Signalling Group’s email list  ireg-signalling@lists.gsm.org
b) Request PLMNs to complete the part of IR21 relating to support of XUDT/XUDTS by the PLMN and by the “local” International Carrier(s)

c) Consider what information about the support of XUDT /White Book SCCP should be sent to the security experts working in 3GPP, and whether this should be done in a formal Liaison Statement.

Annex

Extract from Document:-

 C4-051431

3GPP TR ab.cde V0.1.0 (2005-09

SS7 Security Gateway;

Architecture, Functional Description and Protocol Details

(Release 7)

Presented at:- 

3GPP TSG-CT WG4 Meeting #29

Berlin, Germany. 31st October – 04th November. 2005

5.1.4 Interactions with SCCP segmentation

When the incoming SCCP message makes use of SCCP segmenting (i.e. several XUDT messages are received rather than one UDT message) the SS7 Security Gateway has to perform reassembling before processing the message, and it may have to perform segmenting before sending the processed message.

It may happen that the received SCCP message (containing an unprotected TCAP user payload) is not segmented (UDT), but after security processing the message's length is increased, so that the processed message needs to be segmented before it is sent. This situation may be undesired (since transfer of XUDT messages is not guaranteed by all transit networks) but cannot be avoided by the SS7 Security Gateway. 
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It may also happen that the received (protected) message is segmented (several XUDTs), but after security processing the message's length is decreased, so that the processed message does not need to be segmented before it is sent. SS7 Security Gateways should not segment messages before sending if this is not needed.
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High Level Document Summary: 





The introduction of MAPsec increases the length of the TCAP message and hence increases the probability of needing the use of XUDT (White Book SCCP). This document explains the background and seeks IREG’s feedback on the proposal, leading ultimately to a Liaison Statement to 3GPP SA3
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�	Maximum 20 letters. This field is only needed for information and may be omitted. 


�	ISC, MSC, Stand-alone SCCP etc. Maximum 20 letters. This field is only needed for information and may be omitted.


� 	XUDT means Extended Unitdata, this long user data can be handled by the White Book through segmentation and reassembly. XUDTS means Extended Unitdata Service, this message is used to indicate that a XUDT can not delivered to destination
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