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1. Introduction

Recent discussions on the design of LTE security has shown that there is a lack of (collected) documentation on why certain design choices were made when designing 3G access security for R99+. Since the discussions thus far for LTE mainly considers changing security features from 3G to LTE, we believe it is important that history does not repeat and that the rationale for the LTE design choices are recorded and collected in one place.
2. Background

At the recent joint SA3/RAN2/RAN3 meeting [1], a number of contributions regarding design proposals for LTE security were discussed. One can argue that most of the contributions to that meeting aimed to (re)move security processing in 3G, motivated by a desire of reducing cost and/or improving efficiency of LTE. Examples of this were proposals for removal of protection (ciphering and/or integrity) for certain CP signaling. 

Moreover, while it was agreed to keep the 3G design of terminating user plane security and NAS signaling in “a central node”, it was also decided to adopt the working assumption that LTE RRC protection can be sufficiently provided if terminated in the NodeB.

We do not intend to (re-)open the discussion on the whether the above mentioned contributions and working assumption are acceptable or not, we simply note that moving security from a central node to the NodeB, as well as the possible removal of certain protection implies a change in LTE as compared to 3G.

Many of the contributions, both those arguing for making LTE security as similar as possible to 3G, as well as those arguing in favor of changes, referred to the 3G security design to support their arguments. Those arguing to keep a 3G-like solution argued that “the 3G design was done following a careful security/threat/risk analysis”, whereas the argumentation for allowing changes were along the lines that some of the 3G design choices were just “natural” or “simpler” than alternatives, and that “no deeper security analysis was really performed” in those particular cases.

Indeed, with a few exceptions (e.g. the introduction of network authentication), it is not at all easy to find documented analysis of certain 3G design choices. It is possible to find early contributions and CRs which make certain proposals, but not always accompanied by any deeper (security) analysis. One can note that some collected information about security properties of 3G security can be found in [2]. However, this document is not at a level of detail where design choices such as those discussed above are very visible. 
For future purposes, we believe that it is important that the “history” of LTE security design is not lost as (partly) appears to be the case for 3G security.
Besides the above suggested changes, of which many propose (perhaps acceptable, but still) lowering of protection level, we also strongly believe that we should not focus only on these, but also carefully consider increasing the security in some areas.  I.e. just as we need to document why certain changes in the form of “lowering” security are done, we also need to document why certain enhancements were not implemented (unless, of course, they were). An example of this is UP integrity which in [3] was proposed that SA3 should study. Regardless of whether LTE will have UP integrity or not, we should document why this choice was made.
3. Conclusions 

There is a need to officially document rationale for changes introduced when going from current 3G (Rel-6) security to LTE security. For security enhancements there is also a need to document rationale for why some of them (if any) were not implemented.
4. Proposal

We propose that SA3:
1. As soon as possible initiates a study on possible enhancements of LTE security relative to 3G. This could include e.g. UP integrity, security of “bootstrap” signaling, security for certain broadcast information, etc. Each enhancement should be analyzed in terms of its feasibility (cost, complexity, impact on user experience, etc) vs the added protection it provides. Each considered enhancement and the reasoning leading to its inclusion or its rejection shall be part of a TR documenting rationale why the enhancement was introduced or ruled out.
2. At the time LTE security design is reasonably stable produces a TR providing rationale for all changes made from 3G to LTE. 
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