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Introductory notes to this contribution 

This contribution contains three documents in the zip-file:

Att1 is this document.

Att2 is a CR against TS 33.203, v7.0.0, which is submitted to SA3#42 for approval. This CR contains in the new Annex M the text in the main body of TS 33.203, v7.0.0, together with the extensions, which are required to enable NAT traversal for signaling messages in the IMS access security framework. Where appropriate, the main body is merely referenced. It was thought easier for the reader to incorporate all the material related to IMS security extensions for fixed broadband access in a new annex, rather than mixing it with existing text in the main body. As the entire Annex M is new, it is marked as revision in its entirety.
Att3 is a document provided for the convenience of the reader. Its text is identical to Att2, the difference to Att2 is that only that text in Annex M is marked as revision, which differs from the corresponding text in the main body of TS 33.203, v7.0.0. In this way, the reader can more easily see the changes from Releases 5 and 6 to Release 7.
For the benefit of the reader who is familiar with the earlier Siemens contribution S3-050533, submitted to SA3#40 in September, we briefly summarise the differences between Att2 in the present contribution and that earlier contribution here:

· The technical approach remained the same. 

· The progress of the work on TS 23.228 Annex G and TS 24.229 Annex F (relating to NAT traversal) was taken into account. A paragraph was included, which explains how the present contribution relates to TS 24.229, and an Editor’s note referring to the SIP-ALG functionality on the P-CSCF could be resolved. Another Editor’s note addressing the resolution of FQDNs to IP addresses was also resolved with reference to the mentioned specifications.
· S3-050533 was based on TS 33.203, v6.7.0. In the meantime, CRs to 33.203 have been approved, which were taken into account in the present contribution.

· We made it clear that the new Annex is normative.

· The comparison section 5.4 in TR 33.802, v0.2.0 (Feasibility study on IMS Security Extensions) mentions the issue of an accidental clash of the pairs (UE_IP_address, UE_protected_client_port) and (UE_IP_address, UE_protected_server_port), cf. TS 33.302, Annex M.7.1, rule 3, and proposes a countermeasure. We included this countermeasure (obtain the protected ports by performing a suitable hash) in the present contribution to prevent an accidental clash of protected server ports with high probability. 
· Editorial changes and clarifications to improve readability were introduced. In particular, it was pointed out to us that the re-use of void Annexes was not good practice, so we used a new Annex M instead of Annex A. We also clarified the scope. 






















































