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1
Introduction

At SA3#41 a discussion document on” Using TLS on Ub reference point” (S3-050755) dealing with the exposure of B-TID on transport over Ub was introduced by Ericsson. We propose another solution which does not require the establishment of a TLS connection to provide protection for user identity confidentiality.

2
Discussion

2.1
Exposure of B-TID

Main problem of exposure of B-TID during transport over Ua is the linkability between IMSI and B-TID, which is given for any third party eavesdropping on the HTTP connection used for Ub protocol run. With this knowledge any further use of the B-TID by the legitimate user may be linked to his IMSI by this third party. This threat may be mitigated by not transferring the B-TID in cleartext. The solution given by Ericsson uses TLS for this purpose. We propose a simpler solution, which takes advantage of inherent properties of the Ub protocol.

In principle the B-TID must not be transferred over Ub, as e.g. also in the existing solution the UE possesses the complete information to generate the B-TID locally. Clause 4.5.2 of TS 33.220 gives the following rule for generation of B-TID:

“7.
The BSF generates key material Ks by concatenating CK and IK. The B-TID value shall be also generated in format of NAI by taking the base64 encoded [12] RAND value from step 3, and the BSF server name, i.e. base64encode(RAND)@BSF_servers_domain_name.”

The BSF name is known to the UE, and also the RAND, as this is transferred from BSF to UE.

Thus even in the existing solution it is not necessary to transfer the B-TID at all in the response from BSF to UE. Thus the B-TID may be left out of the response. Avoiding the B-TID transfer over Ub, is not sufficient on its own, as the third party may still be able to eavesdrop on RAND and be able to derive the BSF name.

2.2
Backward compatibility with Rel-6

As the proposed solution transfers less information over Ub compared to the solution specified in Rel-6, a Rel-6 UE would not get enough information to successfully deploy GBA with the response without B-TID.

Signalling of the request for reduced information transfer over Ub by a UE capable of the proposed method should not be changeable by a man-in-the-middle, thus opening up the possibility of “bidding down” to the existing solution with B-TID transfer. Thus a solution with a flag in the first http request from UE is excluded, as this is not integrity protected. The second request from UE with Authorization header is integrity protected, but at the time being it does not contain a body, where a flag could be placed. As it is unclear what a Rel-6 BSF would do with a request containing a body, we do not propose signalling the use of the proposed method of B-TID generation from UE to BSF.

Therefore we propose to generate two different B-TIDs in the BSF. One is generated as stated in section 2.1 above and is transferred in the response to the UE. This is fully compliant to Rel-6 procedures. The second B-TID is generated from different input, which depends on the shared secret between UE and BSF, i.e. CK and IK. Using a suitable derivation function the second B-TID can have the same format as the existing B-TID, i.e. base64encode(derivation(CK|IK))@BSF_servers_domain_name.

A UE supporting the proposed solution may also generate the second B-TID, as it is in possession of all input parameters (CK, IK, BSF_name) and the derivation function. This second B-TID can be used within existing GBA without any further adaptations.

To prevent a UE compliant to the proposed solution to use the second B-TID when the BSF is Rel-6 compliant and does not generate the second B-TID, a flag indicating the capability of BSF to use the second B-TID is proposed to be included into the XML body of the 200 Okay response of the BSF. As this body is integrity-protected, a man-in-the-middle may not change this flag unnoticed. This solution requires the Rel-6 clients to silently discard unknown elements in the XML document which is required by the text in Annex C of TS 24.109 stating:

“C.1
Introduction

This annex contains the XML schema definition for an XML document carrying the bootstrapping transaction identifier (B-TID), the key lifetime, and possibly other server specific data.”

The first B-TID transferred in cleartext is useless to the eavesdropping party as long as the UE refrains from using this B-TID. Thus a UE compliant to the proposed solution should only use the second B-TID.

In the proposed solution the BSF has to store both B-TIDs, as it has no knowledge if the UE supports the new solution. As optimisation within BSF, when the BSF receives one of the two B-TIDs from any NAF, it may delete the other one. This puts the requirement on the UE to exclusively use one of the two B-TIDs. We propose that each UE capable of the proposed method shall use this method, if signalled by BSF.

2.3
Requirements on the derivation function

As described above, the derivation function for the second B-TID should produce the same format as the existing B-TID, i.e. base64encode(derivation(CK|IK))@BSF_servers_domain_name.

For GBA_ME, Ks= CK|IK is available within the ME, and there is a freedom to define whatever derivation function based on CK, IK, Res of any combination. However for GBA_U there are some restrictions as CK,IK do not leave the UICC. In order for the BSF, having to implement only one derivation function, it is proposed to reuse the NAF based Key derivation functions of Annex B of TS 33.220 for B-TID derivation.

“The Key to be used in key derivation shall be:

-
Ks (i.e. CK || IK concatenated) as specified in clauses 4 and 5,

NOTE:
In the specification this function is denoted as: 

Ks_NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_Id),

Ks_ext_NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_Id), and
Ks_int_NAF = KDF (Ks, "gba-u", RAND, IMPI, NAF_Id).”

We propose that the B-TID derivation is based on the existing key derivation procedures where

NAF_Id = full DNS name of the bsf_server_name, concatenated with a ‘Ub protocol identifier’.

and that the result is then truncated by the BSF and the ME to 128-bit.

2.4
Comparison with the TLS based solution

1) Ub-Run time and processing capacity.

For TLS, the delay of the TLS tunnel setup is added to the Ub-protocol runtime. Also the number of the UE’s that the BSF can serve will decrease due to the required TLS processing. These disadvantages are not seen for the second B-TID solution.

2) BSF B-TID storage.

For the second B-TID solution, the BSF is required to store another 128-bit number, in addition to the first B-TID. One of the B-TIDs may be deleted once one of the two B-TIDs was received from any NAF.

3
Proposal

The contribution showed that there are much easier ways to confidentiality-protect the B-TID on Ub than using TLS. But it seemed at the last SA3 meeting that SA3 had not decided yet whether there was a sufficiently strong requirement. If SA3 decides that a protective measure is needed then we propose to adopt the above solution.

We will be happy to contribute a CR to TS 33.220 on this topic for the next meeting if the proposal is accepted.




