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1
Introduction

At SA3#41 in San Diego, Ericsson raised in [1] the issue that the use of B-TID to multiple applications may be a possible privacy issue in GBA. In that contribution, it was proposed to allow the UE and BSF to communicate to generate a series of B-TIDs. This contribution proposes a different method of generating fresh B-TIDs that does not require additional roundtrips between the UE and the BSF. As with the Ericsson proposal, this proposed method is transparent to the NAF, so can be introduced without affecting currently deployed NAFs. This contribution proposes that the described method to provide privacy should be accepted by SA3. If so then Qualcomm will provide the relevant CR(s) at the next meeting. 
2
Privacy in GBA
GBA effectively uses the B-TID as a user identity. A mobile will send the B-TID to every NAF that it will use GBA derived keys with. This allows either rogue NAFs or even passive users to collect information about the range of applications that a user connects to. This information can be considered a loss of privacy of the user. At first this privacy issue only seems to apply for the lifetime of one B-TID, but this is not true. Any NAF that receives long term identities with a key request can be used to try to link B-TIDs that belong to a particular user. This can be done “passively” by the NAF when the user accesses it or actively by collecting B-TID and sending key request to the BSF just to receive the associated identity. Therefore the privacy issue should not be considered just an issue within the lifetime of one B-TID, but something that should be protected across a whole series of B-TIDs. 
Another question that was raised at the last meeting is whether there is any value protecting the privacy of a user at the GBA layer, as it may be compromised by lower layers. Firstly GBA should take care of the privacy issue at its layer, as the lower layers may at a later date or over some access technology (given that GBA is access independent) then the lower layers may protect privacy. Secondly as the privacy weakness actually extends over several B-TIDs and the lower layer parameters are likely to have changed, then there is value addressing the privacy at the GBA layer. 
3
Authorization of a NAF
The above discussion has highlighted two distinct types of privacy issues with GBA. The first is that any NAF can take a B-TID and request information from BSF by using it, whether the mobile sent it the B-TID or not. This is breaks a user privacy, as the BSF may have the policy of supplying a long term identity to the NAF based upon receiving the B_TID, though the user has never contacted that NAF. It would be preferable if the BSF had a way of establishing that the mobile wanted to contact that particular NAF. 
We begin by considering the threat that a genuine NAF, which has not been contacted by a user, may send B-TIDs to the BSF in order to learn information about the user, perhaps in collusion with a NAF the user has contacted. This is easily mitigated by replacing B-TID with a B-TID’ which has a MAC appended to it, so for example
B-TID’ = RAND | MAC@BSF_address, or B-TID’ = RAND | NAF_Id | MAC@BSF_address,

where the MAC includes RAND and NAF_Id in the calculations.

In order to key this MAC, it is proposed that the BSF act as a NAF to the UE in order that they agree a key Ks_BSF corresponding to this RAND, and that this Ks_BSF be used to key the MAC.
Now when a UE contacts a particular NAF it presents B-TID’, which the NAF forwards to the BSF in order to fetch the corresponding Ks_NAF, and the BSF may verify the MAC to establish that the subscriber has authorized it to provide keys and other user profile information to the NAF.
Note that adding a MAC to the current B-TID, verified by the BSF, provides the BSF with assurance that the subscriber has contacted the NAF in question; thus the BSF may trust the NAF less, which may be desirable from a billing perspective as a NAF is proving that it was actually accessed by a subscriber. 
4
Preventing Linkability
This section suggests a possible enhancement to the scheme above, to counter the threat that a user may genuinely contact several NAFs but those NAFs then collaborate to share information about that user, linking by the RAND in the B-TID. This seems particularly important in the case of anonymous access, and relates to the threat raised by Ericsson [1]. Ericsson propose that B-TID_NAF are derived per NAF from the original B-TID.
In the section above, we have the BSF acting as a NAF to the UE in order to agree a key Ks_BSF corresponding to some RAND. In order to prevent linkability, 
1. the BSF may then generate for this bootstrap a sequence of RAND(i), keyed with some derivative of Ks_BSF, as: RAND(i) = F(Ks_BSF,RAND,counter = i)
2. Corresponding to a subscriber the BSF stores RAND, these RAND(i), Ks, Ks_BSF, and the key lifetime, and informs the mobile of an upper bound on the number of RAND(i) to be generated corresponding to this bootstrap.

3. When the mobile needs to send a GBA key identity to a NAF, it uses the next i to generate RAND(i) and composes a 

B-TID’=B-TID(i)= RAND(i)|NAF_Id|MAC@BSF_address, 
and passes this B-TID’ to the NAF.
4. The NAF passes B-TID’ to the BSF, which verifies the MAC and uses the received B-TID’ to identify the correct Ks, and sends Ks_NAF as in current GBA. It then deletes this value of RAND(i) from the list corresponding to this Ks. 

A further enhancement of this to allow the derivation of more than one NAF specific key, Ks_NAF, from one Ks is a simple change by changing the Ks_NAF derivation function from Ks_NAF = F(Ks, Some parameters) to Ks_NAF = F(Ks, Some parameters, counter) in the case that a B-TID(i) is used as the identifier. This means that a UE knows the Ks_NAF is fresh as it has not used it before and the NAF knows it is fresh as the BSF will not give it out twice. Any NAF that requires a fresh key would need to be informed if the key is fresh by the BSF. 
As the Request Authorization from the UE to the BSF in the bootstrapping procedure is protected, this message can be used to securely negotiate whether this is used or not (similarly to the method used in IMS to negotiate the UE to P-CSCF security). 

Another possible issue is the collisions in B-TIDs that may be caused by having several B-TIDs for each bootstrapping run. This is unlikely to be a problem as before a collision is likely there must be close to 2^64 usable B-TID at once. At 256 different B-TIDs per bootstrapping run, then the BSF can have 2^50+ users without causing a problem. 
5
Conclusion
This contribution has proposed a method for protecting the privacy of a subscriber using GBA and enabling a BSF to prove that a NAF was accessed by the particular subscriber. It is proposes that SA3 accept the method proposed in this contribution. If accepted Qualcomm will bring a CR to implement the changes with completed details to the next meeting. 
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