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1 Introduction 

OMA BCAST group is developing two key management solutions for their broadcast system. One of them is based on OMA DRM extensions (so called OMA DRM based profile) and the other is based on GBA and MBMS key management (so called smart card profile) [1]. This contribution discusses a clarification that is needed in MBMS security in order to enable the use of MBMS key management with OMA BCAST solution. Namely, the MGV-F should not abort the processing of MIKEY message in case there is an unknown payload included in the processed MIKEY message. 
2 Discussion

In MBMS key management, the protected environment MGV-F (i.e. the UICC in case of GBA-U) verifies the integrity and decrypts the content of the received MIKEY message. The Security Policy (SP) payload in the MIKEY MSK message is intended for the ME use only and it is not interpreted by the MGV-F. The MGV-F only verifies the integrity of the SP payload as a part of the MSK message and sends the result of the check (success or failure) to the ME. The ME can then take the Security Policy into use.
In their “Smart Card profile” key management solution (i.e. re-using GBA and MBMS key management for OMA BCAST), it seems likely that OMA BCAST needs to define one or more new general extension payloads to MIKEY protocol. These new extension payload(s) would be used by the BCAST client that resides in the BCAST capable ME. The extension payloads could for example include usage rights related information. Since the new BCAST-specified MIKEY extension payload(s) would be sent to MGV-F for integrity verification (as a part of MIKEY message) and since the MGV-F would not need to interpret it, the MGV-F should ignore the “unknown” MIKEY payload(s) similarly as the MGV-F ignores the SP payload today. The proposed behaviour in MGV-F is in fact not a modification, as the SP payload is handled in the same way today. Therefore the proposal is a clarification of the functional split between the MGV-F and the ME that also other “unknown” MIKEY payloads should be ignored by the MGV-F (in this context “unknown” meaning “unknown to the MGV-F”).
An advantage of the MGV-F ignoring an “unknown” MIKEY payload is that MBMS key management solution could be re-used by OMA BCAST and deviation of solutions in 3GPP and OMA could be minimised. 
Another advantage is that if MBMS key management is enhanced in future releases with further MIKEY extensions that do not require new functionality in the MGV-F (i.e. the enhancements would affect only the ME part of MBMS key management), then this can be done in a backwards compatible way without requiring updates to MGV-F (which, as said before, in case of GBA-U equals the UICC). 
Since the MGV-F anyway checks the integrity of the unknown payload, i.e. it has been sent by an authenticated peer and it has not been modified on transfer, we have not identified security threats which this clarification could introduce. 

MIKEY RFC 3830 specifies a recommendation in section 5.3 where it is said that: 

In general, parsing of a MIKEY message is done by extracting payload by payload and checking that no errors occur.  The exact procedure is implementation specific; however, for the Responder, it is RECOMMENDED that the following procedure be followed:
…

If any unsupported parameters or errors occur during the processing, these MAY be reported to the Initiator by sending error message.  The processing is then aborted.  The error message can also include payloads to describe the supported parameters.
…

An unknown payload may be regarded as “an unsupported parameter” and it could lead to aborting the message processing according to RFC3820. The proposed behaviour in this contribution is therefore a deviation from the recommendation of MIKEY RFC (although the deviation is regarded as minor). 
3 Conclusion

This contribution proposes that the MGV-F ignores all “unknown” MIKEY payloads. That is, the MGV-F should not abort the processing in case the MIKEY message includes payloads that it cannot recognize if the integrity verification is successful. The impact to the TS 33.246 [2] is implemented in the accompanying CR.  
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