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1
Discussion
This contribution discusses S3-060040 (C1-060107) and provides argumentation that indicates that the confidentiality of the point to point SMS (Mobile Originating or Mobile Terminating) may not be guaranteed when sent on the VGCS channel. The conclusion is that, in order to provide the intended confidentiality level, the ptp SMS should not be send on the VGCS channel. The scenario of MT SMS delivery via the VGCS channel seems more prone to listening in than the one of MO SMS delivery.
One scenario in the CT1-LS is this whereby the network sends an SMS to the VGCS-talker. This SMS is to be sent on the SACCH (signalling) of the related channel.
Threat-1: A VGCS group member might tamper with his VGCS-mobile so that he can listen to downlink VGCS channel signalling also if this signalling is not determined for him, but for other VGCS group members.
Comment: The tampered mobile will only be able to view the ptp-SMS if the VGCS-talker for which the SMS is destined, is also located in the same cell.
Threat-2: Mismatch between the confidentiality settings of VGCS-channel and ptp-channel.

Comment: The ciphering of a VGCS call (determined by USIM-parameters) is independent from the ptp Air-interface ciphering. In case the VGCS-call would not be ciphered then the ptp SMS would be readable on the air-interface VGCS channel whereas it would not be for the ptp channel (in case ciphering is activated). For the MT SMS delivery to a talker with the confidentiality settings as indicated in previous sentence, also non-VGCS group members, which are located in the same cell, may be able to read the ptp message if listening in on the shared downlink VGCS-channel. 

A second scenario is this whereby the VGCS talker wants to send an SMS on the VGCS channel. The SMS will be put on the SACCH of the uplink VGCS channel. The SMS delivery notification will be put on the SACCH of the down link channel, and needs to be ignored by all VGCS receivers.
For this scenario we consider similar threats as for the SMS-MT case.

Threat-1: A VGCS group member might tamper with his VGCS-mobile so that he can listen to uplink VGCS channel signalling sent by other group members.
Comment: The tampered mobile will only be able to view the ptp-SMS originated by the VGCS-talker which is located in the same cell.
Threat-2: Mismatch between the confidentiality settings of VGCS-channel and ptp-channel.

Comment: Combined with Threat-1 with non-confidentiality protection for the VGCS cell, then also non-VGCS group members, which are located in the same cell, may be able to read the MO SMS if listening in on the shared uplink VGCS-channel.

2
Proposal

It is proposed to sent back an LS to CT1, with following answers to their question: 
CT1-question:

“whether they consider such a "cooperative" approach as sufficient to guarantee confidentiality, taking into account that the contents of the point-to-point SMS need not be related to the ongoing voice group call at all;
or whether such an approach is not acceptable and CT1 should look for an alternative solution for the talker to send and receive point-to-point SMS.”

Proposed SA3-answer:

SA3 considers a "cooperative" approach insufficient to guarantee confidentiality of the ptp SMS. SA3 highly recommends CT1 to develop an alternative mechanism.



