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1 Introduction 

The Ua security protocol identifier was introduced in GBA to provide key separation for different security protocols used over Ua reference point. This is done by taking the Ua security protocol identifier as input to the NAF key derivation in the UE and BSF. This contribution discusses the usage of Ua security protocol identifier and how it is related to different Ua applications. It is proposed that the Ua security protocol identifier is transferred from the NAF to the BSF with the request over Zn.
2 Discussion

2.1 Transfer of Ua security protocol identifier to BSF
The NAF-Id consists of NAF node’s FQDN (Fully Qualified Domain Name) concatenated with the Ua security protocol identifier. Thus the Ua security protocol identifier is used in the Ks_(ext/int)_NAF key derivation in the UE and BSF. This means that the Ks_(ext/int)_NAF is no more a NAF specific key, but it is NAF and Ua security protocol specific key. 
A NAF may host more than one Ua applications and each Ua application may utilize different Ua security protocol. Let us assume a NAF that hosts two Ua applications which utilize different Ua security protocols. The consequence of this is that there are two NAF Ids for the NAF node. In this case, when the UE has contacted the NAF and the NAF requests key material over Zn, it has not been specified in TS 33.220 which Ua security protocol identifier (or NAF Id) the BSF should use for Ks_(ext/int)_NAF key derivation. In fact, it has not been specified how the BSF receives the Ua security protocol identifier in the first place even in the case where the NAF supported only one Ua application.
Two possible solutions are foreseen how the BSF could get the needed Ua security protocol identifier: 

1. The Ua security protocol identifier could be configured in BSF, or;
2. The NAF could send it to the BSF with the request over Zn.

In the first solution the NAF could always send the GSID (GAA Service ID, cf. TS 29.109) to indicate the used Ua application and then the BSF could have a mapping table of Ua applications and corresponding Ua security protocol Ids. This mapping table would be configured in the BSF. . However, this solution would not work with Authentication Proxy (AP) since different TLS cipher suits have their own Ua security protocol Ids but the AP has only one GSID. Thus indicating the GSID to the BSF would not tell which Ua security protocol ID to use in NAF key derivation for the AP. This solution would also require configuration effort for the BSF operator to keep the mappings updated when new NAFs are connected to the BSF. Another approach would be to restrict the Ua applications in a NAF to use only one Ua security protocol. Then the GSID would not need to be sent to the BSF and the protocol identifier could be configured per NAF (FQDN) basis. However, this seems to be quite restrictive approach and means also configuration effort for the BSF operator. 
In the second solution the NAF sends the Ua security protocol identifier with the key request over the Zn. The Ua security protocol Id to be used in key derivation is then unambiguously defined in BSF and no configuration efforts are needed. It should be noted that it is currently specified in TS 33.220 that if the NAF has several FQDNs, it shall send the FQDN used by the UE to the BSF to be used in key derivation. The sending of Ua security protocol ID would differ from FQDN sending so that the Ua security protocol ID would be sent always to the BSF with the key request. It would still be optional (as today) for the NAF to send the GSID with the request over Zn. 
Thus, it is proposed to adopt a straightforward and flexible solution to send the Ua security protocol identifier to the BSF with the request over Zn.

2.2 Multiple keys over Zn?
Regardless of which of the above solutions is chosen, it is today allowed in GBA that the NAF may request one or more USSs (using different GSIDs for different Ua applications) in the request over Zn. Now when these Ua applications may utilize different security protocols, the key request may result to derivation of several different Ks_(ext/int)_NAF key sets, one key set per Ua security protocol. (Key set meaning here Ks_NAF in case of GBA_ME, or Ks_ext_NAF and Ks_int_NAF in case of GBU-U). In this case, the BSF should be able to send these multiple key sets to the NAF. This might require changes to the Zn protocol. Another approach could be to specify that the NAF would be allowed to request keys and USS for only one Ua security protocol at a time. This could mean more signaling over Zn as the NAF would request keys separately. It is proposed to adopt the latter approach since it is regarded to be simpler. 
3 Conclusion

This contribution has discussed how the BSF receives the security protocol Id and proposed that it is sent from the NAF. It is also proposed that in case the NAF supports more than one Ua security protocols, it should request the keys for the different security protocols separately. The proposed changes are implemented in accompanying CRs for Rel-6 and Rel-7.
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