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1 Introduction 

This contribution discusses the problem that a user may be tracked by linking the B-TID which the user uses with several NAFs. This is inherent feature of GBA where several NAF specific keys can be derived from one Ks, but at the same time the same B-TID is used in communication with all NAFs. 
2 Motivation for enhanced GBA privacy

When considering how to enhance GBA privacy one could say that it needs to be considered also that identities and parameters on other protocol levels might be used to track the user. For example it was raised in SA3 #41 that the IP address of the user could be used for user tracking and therefore developing more enhanced privacy methods on GBA level could be questioned. However, we should note the following aspects:
· The handling of other identities and parameters could be synchronized with GBA privacy enhancements so that for example the IP address of the user could change when the B-TID changes. The consequences of changing the IP address (more or less frequently) in 3GPP networks might require more studies. GBA may also be used over other access networks than 3GPP. 
· On the other hand, IP addressing privacy could actually already be possible in 3GPP networks. RFC 3316 [xx] (chapter 5) mentions IPv6 addressing privacy [RFC3041] as one means for additional privacy method for IP addressing in 3GPP networks. 
· If and when privacy issues on other protocol layers are addressed and if GBA still possesses the identified privacy concerns, GBA’s lack of privacy features might be regarded as a threat, which could make its adoption more difficult.
Therefore, SA3 should not leave their part of the privacy work undone just because there may be issues on some other layers. We should not allow GBA to be the weak link in user privacy. This contribution discusses the identities on GBA level.
3 User tracking using B-TID and IMPI
According to TS 33.220 a NAF can host one or several Ua applications. Figure 1 depicts an example situation where NAF1 hosts two Ua applications (Ua1and Ua2) and NAF2 hosts Ua application Ua3. 
Identified sources of possible privacy concerns in GBA are that 
· Within the lifetime of a Ks ,the same B-TID is currently used by several NAFs and Ua applications (in the same of diffent NAFs) in parallel or in sequence; and in more granular level the same B-TID is also used by different sessions of the same Ua application;
· During the bootstrapping procedure, the IMPI and B-TID are exhanged in cleartext between the UE and the BSF;
· The BSF may send the IMPI to the NAF in visited network

It is assumed that user tracking can be done either by an eavesdropper or by the NAF operator. The following cases can be identified, cf. figure 1. It is assumed that the Zn reference point is sufficiently protected from eavesdropping:

a) An eavesdropper can eavesdrop Ua reference point but he/she does not have access to Ub reference point. This kind of eavesdropper could be for example an intruder in the (wireline) access/intermediate network connecting UE to NAFs, or then it could the access/intermediate network operator (which could well be different from the NAF operator); 

b) An eavesdropper can be close to the UE so that he/she may eavesdrop both the Ub and Ua reference points. This kind of eavesdropper could be for example an eavesdropper listening to the wireless link from the UE to the network or then it could the access/intermediate network operator (which could well be different from the NAF operator), or, if GBA were employed in some fixed DSL scenario in the future, the eavesdropper could be another DSL customer (like your neighbor) who resides in the same network segment of the DSL operator’s DSL access network as the victim;
c) A NAF operator (hosting one or more NAFs) collects tracking data. It is assumed that the NAF operator does not need an access to Ua reference point but he/she can collect data from NAF(s) directly. It is also assumed that user tracking by the NAF is not a privacy threat in case the NAF is operated by the HN. 
d) A service provider can collect the same tracking data as the NAF operator if the service provider is managing the NAFs. (This is possible since the service provider could be providing outsourced services on behalf of the operator with NAFs within the operators network or even within many operators networks).
It should be noted that the service provided by the NAF may require the user to give e.g. his name and home address to the NAF in case of a home delivery is part of the service (like a web book store). In this kind of case, GBA level mechanisms do not help protect user privacy.
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Figure1. 
In general the threats can be classified according to three aspects:

· Who is doing tracking;
· Is tracking done by temporary identity or is the permanent identity confidentiality broken also;

· At which level tracking is done. Possible levels are (cf. figure 2) from most fine grained to coarse grained tracking: 
· across messages within a session;
· across sessions within a Ua application (e.g. user registers to two MBMS user services);
· across Ua applications;
· across NAFs;
· or even across NAFs in different networks. This is possible since the usage of a B-TID has not been restricted to one operator’s NAFs. Therefore a UE might use the same B-TID with different networks.
These different aspects lead to the following threats scenarios: 
Eavesdropper with access to Ua tracks the user ( case a) )
1. An eavesdropper may track the access to different NAFs (within one operator or different operators) by linking the used B-TID to the same user;

2. An eavasdropper may track the usage of different Ua applications on the same or different NAF nodes (within one operator or different operators) by linking the used B-TID to the same user;

3. An eavasdropper may track the usage of different sessions of the same Ua application in the same NAF by linking the used B-TID to the same user;
Eavesdropper with access to both Ua and Ub tracks the user ( case b) )
4. An eavesdropper may track the access to different NAFs (within one operator or different operators) and find out the permanent identity of the user by linking the used B-TID and IMPI to the same user;
5. An eavasdropper may track the usage of different Ua applications on the same or different NAF nodes (within one operator or different operators) and find out the permanent identity of the user by linking the used B-TID and IMPI to the same user;

6. An eavasdropper may track the usage of different sessions of the same Ua application in the same NAF and find out the permanent identity of the user by linking the used B-TID and IMPI to the same user;
NAF operator tracks the user ( case c) )
7. A NAF operator may track the access to different NAFs (if it operates several NAFs) by linking the used B-TID to the same user;  

8. A NAF operator may track the usage of different Ua applications on the same NAF node (or different NAF nodes if it operates several NAFs) by linking the used B-TID to the same user;

9. A NAF operator may track the usage of different sessions of the same Ua application in the same NAF by linking the used B-TID to the same user;
NAF operator tracks the user and IMPI is sent to NAF( case c) )
10. A NAF operator may track the access to different NAFs (if it operates several NAFs) find out the permanent identity of the user by linking the used B-TID and IMPI to the same user;  

11. A NAF operator may track the usage of different Ua applications on the same NAF node (or different NAF nodes if it operates several NAFs) and find out the permanent identity of the user by linking the used B-TID and IMPI to the same user;

12. A NAF operator may track the usage of different sessions of the same Ua application in the same NAF and find out the permanent identity of the user by linking the used B-TID and IMPI to the same user;
Service provider tracks the user ( case d) )
13. A service provider could collect the same tracking data as the NAF operator if the service provider is managing one or more NAFs within the NAF operator’s network, i.e. threats 7 – 12 apply also to service provider. In addition to that, the service provider could be managing NAFs within many operators’ networks. Therefore such a service provider could collect tracking data also across many operators’ networks.

[image: image2.emf] 

Session 1   Session 2  

Ua application 1  at NAF1  (e.g. MBMS)  

Session 1   Session 2  

Ua application 2  at NAF1  (e.g. PKI portal)  

Session 1   Session 2  

Ua application 3  at NAF2  

B - TID usage  

time  

Session 3  

Session 3  

Session 3  

Tracking  across   sessions   

Tracking  across   Ua  applications   

Tracking  across   NAF  nodes  


Figure2. Usage of one B-TID to track user on different levels
One could think that an obvious solution to the threats could be that the UE could decide when enhanced privacy is needed and then a new bootstrapping would be run for each NAF. This would be possible today. However, there are several reasons why this is not sufficient:

· this is against the principles of multiple key derivation and would lead to increased use of AVs and would mean a sub-optimal solution;
· the B-TID and IMPI are exchanged in clear over Ub. So an eavesdropper having access to both Ua and Ub would still be able to track the user;
· having a new bootstrapping and B-TID for each NAF would still enable tracking of Ua applications in the same NAF;
· sending IMPI from the BSF to the NAF could still enable tracking the user for the NAF operator or service provider.
4 Privacy between Ua applications

4.1 Mitigation against eavesdropping

Privacy between Ua applications against eavesdropping could be achieved by using a different B-TID 
for each Ua application. It should be noted that using NAF specific B-TIDs as proposed in S3-050753 [S3-050753] would probably not be sufficient as a NAF can host several Ua applications. Thus B-TIDs per Ua application would be desired. This could be sufficient for eavesdropper in case a), but for eavesdropper in case b) we would need some protection for Ub to prevent the eavesdropper from linking B-TIDs over Ua with the help of Ub identity (IMPI) and/or from finding out the permanent identity of the user. For example TLS could provide protection of Ub reference point. Use of TLS was questioned in SA3#41 because of possibly being too heavy operation, but we still regard it as one possible option, advantages of it are alignment with 2G GBA and it does not impact the GBA procedures. Another approach could be to use B-TID instead of IMPI over Ub always when possible to initiate new bootstrapping. This would not provide as much protection as TLS but would make it more difficult for the eavesdropper to track the user.
A disadvantage of using a different B-TID per Ua application (received either by new bootstrapping or e.g. deriving from the “master B-TID”) is that signalling over Zn would be increased since the NAF needs to contact the BSF once per Ua application instead of once per NAF as is done today. 

4.2 Mitigation against NAF operator

Privacy between Ua applications against tracking by NAF operator could be hard to achieve using only Ua application specific B-TIDs. This is because the current TS 33.220 allows the BSF (depending on local policy) to send the IMPI to the NAF with the GBA key material. Therefore the NAF operator could not only link Ua applications to the same user, but the NAF operator also learns the user’s permanent identity.
It could be argued that the severity of eavesdropping threat is higher than the severity of tracking by NAF operator. This is because eavesdropping could in principle be done by anyone using appropriate technical equipment, but the HN operator has at least certain level of trust to the NAF operator as they have a roaming agreement. If the HN does not have enough trust towards the NAF operator regarding the user identity confidentiality, the HN (BSF) could choose not to send the IMPI to the NAF in which case the user would remain anonymous to the NAF operator. However, it should be noted that the Ks may be refreshed during the Ua application and in such case the UE will contact the NAF with a new B-TID. Therefore the NAF needs to be able to link the two B-TIDs to the same user to ensure continuation of the Ua application by taking the new Ks_(ext/int)_NAF keys into use
. Therefore the NAF needs some other information than IMPI to be able to link the refreshed B-TID to the same user. 
A solution for this case could be that the BSF could generate and send a user specific pseudonym to the NAF instead of the IMPI. This would protect user’s private identity but could still enable the NAF operator to track the user between several NAFs. An enhancement could be a NAF specific user pseudonym, However, in case the NAF hosted several Ua applications, a NAF specific user pseudonym would still enable the NAF operator to track the user between several Ua applications in the NAF . Thus, if privacy between Ua applications within the NAF is desired, a further solution could include using Ua application specific signalling over Zn. This is FFS. To enable privacy between Ua applications in the NAF would require that new NAF keys (or more precisely Ua application keys) should be derived for each Ua application in the BSF. Otherwise the NAF operator would be capable of linking two Ua applications to the same user in the same NAF by comparing the used NAF specific keys.
4.3 Conclusion
If privacy between Ua applications is desired against eavesdropping, it should be possible to use Ua application specific B-TIDs (preferably somehow derived from the master B-TID to avoid regular bootstrapping) and protection measures on Ub to avoid linking of B-TIDs to the user and/or exposing the user’s private identity. 

Additionally, if tracking by NAF operator is not regarded as a severe enough privacy threat to be mitigated, sending IMPI to the NAF could be allowed (as it is today). If, however, tracking by NAF operator is regarded as severe enough privacy concern, then sending of IMPI to the NAF could be prohibited and other user or even Ua application specific signalling could be used over Zn. The user would always remain anonymous to the NAF operator. The latter would require also NAF key derivation per Ua application.   

A disadvantage of the Ua application level privacy is more frequent signalling over Zn since the NAF needs to contact the BSF for each Ua application specific B-TID used over Ua instead of contacting the BSF only once per user as is done today. This is required regardless of the solution used over the Zn.
5 Privacy within Ua application

It may be desirable to have privacy protection across sessions within a Ua application. For example MBMS services like Mobile TV can have very differing content and it could be desirable not to be possible to link two MBMS service sessions to the same user. Therefore it could be desirable to to take advantage of privacy protection across sessions. 

5.1 Mitigation against eavesdropping

Privacy across sessions within a Ua application against eavesdropping could be achieved by using a different B-TID for each session or even different B-TID for each request over Ua. As in section 4 above, measures would be required also at Ub reference point to mitigate both cases a) and b). 
5.2 Mitigation against NAF operator

Privacy across sessions within a Ua application against tracking by NAF operator could be harder to achieve. This is partly because of the contradicting requirements that on one hand, in case the Ks has been refreshed during the session, the NAF should be able to link two B-TIDs to the same user and session and the NAF needs to take new keys into use. On the other hand, the NAF should not be able to link two independent sessions of the same Ua application to the same user
. 
Finding a Zn centric solution to this problem could be demanding. This is because Ua application sessions are not visible to BSF. Making BSF aware of Ua application sessions could make BSF’s implementation unnecessarily complex and could introduce scalability issues. Using B-TID per Ua application session would increase the signalling on Zn, and the BSF should also derive new keys for each session so that the NAF would not able to link two sessions using the session specific key itself as the linking data . This could also be a performance issue for the BSF. Also, some Ua applications may not have a session concept. Thus it may be difficult to find a general solution on GBA level.
Developing a pure Ua centric solution to the problem would mean that BSF would not send any information to the NAF which the NAF could use to link two B-TIDs together. Using session ID over Ua to link two B-TIDs together in the NAF in case of new bootstrapping was discussed in SA3#41. A concern was raised that the session ID could be spoofed. E.g. an attacker could steal a session ID and therefore the whole session by using the session ID with his own B-TID. The NAF might not recognize that the user behind the B-TID has changed. Or then an authorized user could sell his session ID to others, if he for example has paid for a monthly fee of MBMS Mobile TV and does not need it anymore. As in the Zn centric solution, the Ua centric solution would also increase the signalling on Zn, and the BSF should also derive new keys for each session. 
A combination of the above solutions could also be considered.
5.3 Conclusion
If privacy across sessions between Ua applications is desired, similar measures should be taken as for privacy between Ua applications.

If privacy across sessions against the NAF operator is desired, the solution could be Zn centric or Ua centric. The detailed solution require more studies, but in any case it seems that a cost for privacy across sessions would be increased signalling over Zn and increased key derivation burden in the BSF. 
6 Conclusions
In this contribution some possible privacy threats in GBA were presented and some solutions were analysed.

It seems from the analysis that enhanced privacy on Ua reference point against eavesdropping could be achieved using a different B-TID as frequently as desired, e.g. using different B-TID for each Ua application or even for each session within a Ua application. However, this alone is not sufficient. Regardless of whether a different B-TID is received by a new bootstrapping or possibly deriving from the “master B-TID”, two issues needs to be addressed: 
Firstly, the Ub reference point needs to be secured appropriately to avoid that identities are leaked, and secondly, if there are privacy concerns against the NAF operator, mechanisms need to be developed so that the NAF is able to link to B-TIDs together in case a new bootstrapping has been run in the middle of a Ua service to enable service continuity without compromising the user’s identity confidentiality. 
Solutions to these two issues were discussed both for privacy between Ua applications and for privacy within Ua applications. Both seem to need further studies. 
7 Proposal

It is proposed that SA3 considers whether privacy enhancements in GBA are needed. If this is the case, it is proposed that SA3 studies the privacy mechanisms of GBA further.
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� Using different B-TID for each Ua application does not necessarily mean a new bootstrapping between UE and BSF. Instead new approaches like deriving NAF specific B-TIDs from the “master B-TID” for example as presented in S3-050753, could be considered. 


� This problem was discussed in S3-050778 [S3-050778]
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